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Preface

DISC, the International Symposium on Distributed Computing, is an annual
forum for presentation of research on all aspects of distributed computing, in-
cluding the theory, design, implementation and applications of distributed al-
gorithms, systems and networks. The 22nd edition of DISC was held during
September 22-24, 2008, in Arcachon, France.

There were 101 submissions submitted to DISC this year and this volume
contains 33 15-page-long regular papers selected by the Program Committee
among these submissions. Every submitted paper was read and evaluated by
Program Committee members assisted by external reviewers. The final decisions
regarding acceptance or rejection of each paper were made during the electronic
Program Committee meeting held during June 2008. Revised and expanded
versions of a few best selected papers will be considered for publication in a
special issue of the journal Distributed Computing.

The Program Committee selected Robert Danek and Wojciech Golab as the
recipients of this year’s Best Paper Award for their paper “Closing the Complex-
ity Gap Between FCFS Mutual Exclusion and Mutual Exclusion.” The Program
Committee selected Wojciech Wawrzyniak as the recipient of this year’s Best
Student Paper Award for the paper “Fast Distributed Approximations in Pla-
nar Graphs” coauthored with Andrzej Czygrinow and Michal Hanékowiak.

This volume of the proceedings also contains 11 two-page-long brief an-
nouncements (BA). These BAs present ongoing work or recent results whose
full description is not yet ready; it is expected that full papers containing these
results will soon appear in other conferences or journals. The main purpose
of the BA track is to announce ongoing projects to the distributed computing
community and to obtain feedback for the authors. Each BA was also read and
evaluated by the Program Committee.

The support of the sponsors, which are mentioned later, is gratefully
acknowledged.

July 2008 Gadi Taubenfeld



The 2008 Edsger W. Dijkstra Prize in
Distributed Computing

The Edsger W. Dijkstra Prize in Distributed Computing is awarded for an out-
standing paper on the principles of distributed computing, whose significance
and impact on the theory and/or practice of distributed computing has been
evident for at least a decade.

The Dijkstra Award Committee has selected Baruch Awerbuch and David
Peleg as the recipients of this year’s Edsger W. Dijkstra Prize in Distributed
Computing. The prize is given to them for their outstanding paper: “Sparse
Partitions” published in the proceedings of the 31st Annual Symposium on Foun-
dations of Computer Science, pp. 503513, 1990.

The “Sparse Partitions” paper by Awerbuch and Peleg signified the coming-
of-age of the area of distributed network algorithms. A line of research that
started with Awerbuch’s synchronizer and Peleg’s spanner has culminated in this
ground-breaking paper that has had a profound impact on algorithmic research
in distributed computing and in graph algorithms in general.

The paper presents concrete definitions of the intuitive concepts of locality
and load, and gives surprisingly effective constructions to trade them off. The
fundamental technical contribution in the paper is the algorithm of coarsening,
which takes, as input, a decomposition of the graph to possibly overlapping
components, and generates a new decomposition whose locality is slightly worse,
but whose load is far better. The desired balance between locality and load is
controlled by a parameter provided by the user. While many other underlying
ideas were present in prior work of Awerbuch and Peleg (separately), in the
“Sparse Partitions” paper these ideas have come together, with a unified view,
resulting in a new powerful toolkit that is indispensable for all workers in the
field.

The magnitude of the progress achieved by the new techniques was immedi-
ately recognized, and its implications spawn much research to this day. In the
“Sparse Partitions” paper itself, the authors improve on the best known results
for two central problems of network algorithms, and many other applications
of the results followed, quite a few of them in applications that were visionary
at their time. To mention just a few, these include computation of compact
routing tables and location services of mobile users (in the original paper), dra-
matically more efficient synchronizers, effective peer-to-peer network design, and
scheduling in grid-like computing models. Besides these applications of the re-
sults, the paper can be viewed as one of the important triggers to much of the
fundamental research that was dedicated to exploring other variants of the basic
concepts, including the notions of bounded-growth graphs, tree metrics, general
and geometric spanners.



VIII Preface

It is interesting to view the Sparse Partitions paper in a historical context.
The area of network algorithms has its roots in classical graph algorithms. Dis-
tributed algorithms have proved to be an algorithmically rich field with the
“Minimum Spanning Tree” paper of Gallager, Humblet and Spira. Motivated by
the asynchronous nature of distributed systems, Awerbuch invented the concept
of a synchronizer. Peleg, coming from the graph theoretic direction, general-
ized the notion of spanning tree and invented the concept of spanners. In the
“Sparse Partitions” paper, the additional ingredient of load was added to the
combination, yielding a powerful conceptual and algorithmic tool. The results
superseded the best known results for classical graph algorithms, thus showing
the maturity of the field, which closed a circle by becoming a leading source for
graph algorithms of any kind.

Award Committee 2008:

Yehuda Afek Tel-Aviv University
Faith Ellen University of Toronto
Shay Kutten Technion

Boaz Patt-Shamir Tel-Aviv University
Sergio Rajsbaum UNAM

Gadi Taubenfeld, Chair IDC



Organization

DISC is an international symposium on the theory, design, analysis, implemen-
tation and application of distributed systems and networks. DISC is organized
in cooperation with the European Association for Theoretical Computer Science
(EATCS). The symposium was established in 1985 as a biannual International
Workshop on Distributed Algorithms on Graphs (WDAG). The scope was soon
extended to cover all aspects of distributed algorithms as WDAG came to stand
for International Workshop on Distributed AlGorithms, and in 1989 it became
an annual symposium. To reflect the expansion of its area of interest, the name
was changed to DISC (International Symposium on DIStributed Computing) in
1998. The name change also reflects the opening of the symposium to all aspects
of distributed computing. The aim of DISC is to reflect the exciting and rapid
developments in this field.
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The Mailbox Problem
(Extended Abstract)

Marcos K. Aguilera®, Eli Gafni'2, and Leslie Lamport!

! Microsoft Research Silicon Valley
> UCLA

Abstract. We propose and solve a synchronization problem called the mailbox
problem, motivated by the interaction between devices and processor in a com-
puter. In this problem, a postman delivers letters to the mailbox of a housewife
and uses a flag to signal a non-empty mailbox. The wife must remove all letters
delivered to the mailbox and should not walk to the mailbox if it is empty. We
present algorithms and an impossibility result for this problem.

1 Introduction

Computers typically use interrupts to synchronize communication between a proces-
sor and I/O devices. When a device has a new request, it raises an interrupt line to
get the processor’s attention. The processor periodically checks if the interrupt line has
been raised and, if so, it interrupts its current task and executes an interrupt handler to
process unhandled device requests. The interrupt line is then cleared so that it can be
used when new requests come from the device. (This is a slight simplification, since
there is typically an interrupt controller between the device and processor. In this case,
we consider the interrupt controller as the “device” that interrupts the processor.) It is
imperative that the processor eventually execute the interrupt handler if there are un-
handled requests. Furthermore, it is desirable to avoid spurious interrupts, in which the
processor executes the interrupt handler when there is no unhandled request. A closely
related problem occurs in multi-threaded programming, in which the processor and the
devices are separate threads and the interrupt is some type of software signal [8I10].

In this paper, we study a theoretical synchronization problem that arises from this
setting, which we call the mailbox problem. From time to time, a postman (the device)
places letters (requests) for a housewife (the processor) in a mailbox by the streetEl The
mailbox has a flag that the wife can see from her house. She looks at the flag from
time to time and, depending on what she sees, may decide to go to the mailbox to pick
up its contents, perhaps changing the position of the flag. The wife and postman can
leave notes for one another at the mailbox. (The notes cannot be read from the house.)
We require a protocol to ensure that (i) the wife picks up every letter placed in the
mailbox and (ii) the wife never goes to the mailbox when it is empty (corresponding
to a spurious interrupt). The protocol cannot leave the wife or the postman stuck at the
mailbox, regardless of what the other does. For example, if the wife and postman are

! This problem originated long ago, when all mail was delivered by men and only women stayed
at home.

G. Taubenfeld (Ed.): DISC 2008, LNCS 5218, pp. 1 2008.
(© Springer-Verlag Berlin Heidelberg 2008



2 M.K. Aguilera, E. Gafni, and L. Lamport

both at the mailbox when the postman decides to take a nap, the wife need not remain at
the mailbox until the postman wakes up. We do not require the wife to receive letters that
are still in the sleeping postman’s bag. However, we interpret condition (i) to require
that she be able to receive mail left by the postman in previous visits to the mailbox
without waiting for him to wake up.

The following simple protocol was once used in computers. The postman/device raises
the flag after he delivers a letter/request; the wife/processor goes to the mailbox if the flag
israised and lowers the flag after emptying the mailbox. Itis easy to see that this can cause
a spurious interrupt if the postman goes to the mailbox while the flag is still raised from a
previous visit and falls asleep after putting a letter in the box and before raising the flag.

There are obviously no spurious interrupts with this protocol if the postman can
deliver mail to the box and raise the flag in an indivisible atomic action, while the
wife can remove mail from the box and lower the flag in an indivisible atomic action.
Moreover, the problem is solvable if the wife and postman can leave notes for one
another, and the reading or writing of a note and the raising or lowering of the flag can
be performed atomically. Here is a simple algorithm that uses a single note written by
the postman and read by the wife. The postman stacks letters in delivery order in the
box. After delivering his letters, the postman as a single action writes the total number
of letters he has delivered so far on his note and raises the flag. When she sees the
flag up, the wife as a single action lowers the flag and reads the postman’s note. Then,
starting from the bottom of the stack, the wife removes only enough letters so the total
number she has ever removed from the box equals the value she read on the note.

What if a single atomic action can only either read or write a note or read or write a
flag? Then, we show that there are no algorithms that use only two Boolean flags, one
writable by the wife and one by the postman. However, perhaps surprisingly, there is a
wait-free algorithm that uses two 14-valued flags, as we show. We do not know if there
is an algorithm that uses smaller flags.

The mailbox problem is an instance of a general class of problems called bounded-
signaling problems. We give a general algorithm for any problem in this class. The
algorithm is non-blocking but not wait-free. It is an open problem whether there are
general wait-free algorithms in this case.

The paper is organized as follows. We first define the mailbox problem in Section[2l
In Section[3l we give a wait-free algorithm for the problem. To do so, we first explain
the sussus protocol in Section 3.1l We then give a non-blocking algorithm that uses
flags with large timestamps in Section[3.2] We show how to shrink these timestamps in
Section[3.3l We then explain how to change the non-blocking algorithm into a wait-free
algorithm in Section[3.4l In Sectiond] we show that there are no non-blocking (or wait-
free) algorithms that use only two Boolean flags. Next, we consider general bounded-
signaling problems in Section [3l We describe related work in Section [6l Because of
space limitations, most proofs are omitted from the paper.

2 Problem Definition

We now state the mailbox problem more precisely. For simplicity, we let only one letter
at a time be delivered to or removed from the mailbox. It is easy to turn a solution to
this problem into one in which multiple letters can be delivered or removed.
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We assume a postman process and a wife process. There are three operations: the
postman’s deliver operation, the wife’s check operation, which returns a Boolean value,
and her remowve operation. The postman can invoke the deliver operation at any time.
The wife can invoke the remove operation only if the last operation she invoked was
check and it returned TRUE. We describe the execution of these operations in terms
of the mailbox metaphor—for example “checking the flag” means executing the check
operation. Remember that deliver and remove respectively delivers and removes only
a single letter.

Safety properties. We must implement deliver, check, and remove so that in every
system execution in which the wife follows her protocol of checking and obtaining
TRUE before removing, the following safety properties hold.

If the wife and postman never execute concurrently, then the value returned by an
execution of check is TRUE if and only if there are more deliver than remove executions
before this execution of check. This is the sequential specification of safety.

Neither the wife nor the postman can execute multiple operations concurrently, but the
wife can execute concurrently with the postman. The allowable behaviors are specified
by requiring that they act as if each operation were executed atomically at some point
between its invocation and its completion—a condition known as linearizability [4]].

Liveness properties. A process executes an operation by performing a sequence of
atomic steps. A solution should also satisfy a liveness property stating that, under some
hypothesis, a process’s operation executions complete. We now state two possible live-
ness properties we can require of an algorithm. We number the two processes, letting
the wife be process 0 and the postman be process 1. Thus, for each process number 1,
the other process number is 1—3.

— (Non-blocking) For each i, if process ¢ keeps taking steps when executing an oper-
ation, then either that operation execution completes or process 1 —: completes an
infinite number of operations.

— (Wait-free) For each i, every operation execution begun by process ¢ completes
if 7 keeps taking steps—even if process 1—: halts in the middle of an operation
execution [[3]]. The algorithm is said to be bounded wait-free [3]| or loop-free [6])
if each operation completes before the process executing it has taken N steps, for
some fixed constant N.

Process communication and state. A solution requires the two processes to communi-
cate and maintain state. For that, processes have shared variables. We assume that there
are two shared variables: Flag and Notes. It is desirable that Flag assume only a small
number of values, but Notes can assume infinitely many values.

Operation check should be efficient: its execution should access a small amount of
persistent state. We consider two alternative interpretations of this requirement:

— (Weak access restriction) Operation check accesses at most one shared variable,
Flag, and it only accesses this variable by reading.

— (Strong access restriction) Operation check accesses at most one shared variable,
Flag, it only accesses this variable by reading, and it returns a value that depends
only on what it reads from Flag.
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With the weak access restriction, check can remember and use process-local state across
its executions, while with the strong access restriction, check is a memoryless operation
that is a function of Flag alone.

We are interested in solutions in which variables are atomic registers or arrays of
atomic registers, and an atomic step can read or write at most one atomic register.

3 Algorithms

We now give a solution to the mailbox problem with the strong access restriction and,
a fortiori, with the weak access restriction as well. It is easy to find such a solution if
Flag can hold an unbounded number of values. For example, we can use the algorithm
mentioned in the introduction in which the postman writes his note and raises the flag
in one atomic step, except having him write his note in Flag. We now present a solution
in which Flag is an array Flag[0..1] with two single-writer atomic registers (a single-
writer atomic register is an atomic register writable by a single process), each of which
can assume only 14 values. We do not know if there is a solution that uses fewer values.

We explain our algorithm in several steps. We first present an auxiliary protocol in
Section 3,11 Then, in Section we give a solution to the mailbox problem that is
non-blocking and uses flags with unbounded timestamps. In Section [3.3] we show how
to bound the timestamps. Finally, we show how to make the algorithm wait-free in
Section 3.4

3.1 The sussus Protocol

The sussus protocol is defined in terms of an operation sussus(v) that can be invoked at
most once by each process 7. Intuitively, when a process i invokes sussus(v) with v =
v;, the process tries to communicate value v; to the other process and learn any value
communicated by the other process. The operation returns an outcome and a value to
process 4. This value is either L or the value v;_; with which the other process invokes
sussus. The outcome is either success or unknown. A success outcome indicates that
process i communicates its value successfully to the other process, provided the other
process invokes operation sussus and completes it. An unknown outcome indicates that
process 7 does not know whether it communicates its value successfully. More precisely,
the protocol is bounded wait-free and satisfies the following safety properties:

— (SUI) If both processes complete their operation executionH then at least one ob-
tains the outcome success.

— (SU2) For each 1, if process ¢ completes the operation execution before process
1—1 invokes the operation, then process ¢ obtains the outcome success.

— (SU3) For each i, if both processes complete the operation execution and process
1 obtains the outcome success, then process 1—i obtains the value v; with which
process ¢ invoked the operation.

Figure [Tl shows the sussus protocol, written in +cAL [7]. Procedure sussus shows
the code for operation sussus, while the code at the bottom shows an invocation to

% A process may not complete the operation execution if it stops taking steps.
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variables A = [i € 0..1+— 1],
B=[i€0..1— 1];
(* A and B are shared arrays indexed by 0. . 1 with A[:] = B[i] = L for each i *)

procedure sussus(v) (* output: outcome, outvalue *)
{
sl Alself] = v; (* self is the process id: 0 or 1%*)
2. outvalue 1= A[l — self];
if (outvalue = 1)

outcome := “‘SUCCESS”; (* Case A *)
else {
s3: Blself] : = “done”;
s4: if (B[l — self] = J_)
outcome := “unknown”; (* Case B *)
else outcome : = “success”; (* Case C *)
I8
s5: return;

b
process (Proc € 0..1)

(* process—local variables *)
variables outcome, outvalue;

{

mi:  with (v € Int){ call sussus(v); }

}

Fig. 1. The sussus protocol

sussus with a value v chosen non-deterministically from the set Int of all integers. The
outcome and value returned by operation sussus are placed in variables outcome and
outvalue, respectively. Labels in TCAL indicate the grain of atomicity: an atomic step
consists of executing all code from one label to the next. In the first step of procedure
sussus, process ¢ sets array element A[i] of shared variable A to value v. In the next
step, process i reads A[1—1] and stores the result in local variable outvalue. If the value
read is L then process i sets outcome to “success”. Otherwise, in a third step, process
i sets B[i] to “done” and, in a fourth step, it reads B[1—i]; if the result is L, process
1 sets outcome to “Uunknown”, otherwise it sets outcome to “success”. Observe that
each atomic step accesses at most one array element of one shared variable.

To see why the protocol satisfies properties SUI-SU3, observe that there are three
possibilities for the values of variables outcome and outvalue when a process com-
pletes its operation:

Case A: outcome = “success”, outvalue = L
Case B: outcome = “unknown”, outvalue # L
Case C: outcome = “success”, outvalue # L

These cases are indicated by comments in the code.
Figure 2] shows these cases as six pairs, where each pair (i, p) represents process 4
ending up in case p. Beneath each such pair, we indicate the outcome that process i
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obtains, with .S’ standing for success and U for unknown. Two adjacent pairs indicate
the results obtained by each process in some execution. For example, we see the adja-
cent pairs (1, B) and (0, C') and the letters U and S beneath them. This indicates that,
in some execution, process 1 ends up in case B with outcome unknown, while process
0 ends up in case C' with outcome success. It turns out that every execution in which
both processes complete their execution of sussus corresponds to some adjacent pair
in the figure. It is easy to prove this by straightforward case analysis, and even easier
by model checking the TCAL code. Properties SU1-SU3 follow easily from this fact
together with the observation that v;_; is the only value other than L that process ¢ can
possibly obtain. (Remember that each process invokes operation sussus at most once.)

(0,4) (1,B) (0, C) (1, C) (0, B) (1, 4)
S U S S U S

Fig. 2. Possibilities when both processes complete execution of the sussus protocol

3.2 Non-blocking Algorithm with Large Flag Values

We now present a solution to the mailbox problem that is non-blocking and uses flags
that keep large, unbounded timestamps. In this algorithm, the postman and wife each
keep a private counter with the number of times that they have executed deliver and
remove, respectively. To deliver or remove a letter, a process increments its counter and
executes a procedure to compare its counter with the other process’s counter (see proce-
dures deliver and remove in Figure[3)). The comparison procedure is explained in detail
below. Its effect is to write to Flag[i] a record with two fields, Rel and Timestamp. Rel
is either “=" or “#”, according to the result of the comparison. Timestamp indicates
how recent the result in Rel is; this information is used elsewhere to determine which
of Flag[0] or Flag[1] has the most recent result.

The wife checks if the mailbox has letters or not by reading Flag[0] and Flag[1],
choosing the flag with highest timestamp, and verifying if that flag says “=" or “#£”. If
it says “=" then the wife considers the mailbox to be empty, otherwise, to be non-empty
(see procedure check in Figure[3)).

In the comparison procedure, a process ¢ executes one or more rounds numbered
1,2,.. ., starting with the smallest round it has not yet executed. In each round &, pro-
cess ¢ executes an instance of the sussus protocol to try to communicate the value of
its counter and, possibly, learn the value of the other process’s counter. If the outcome
of sussus is success, process ¢ compares its counter with the most recent value that it
learned from the other process. The comparison result is written to Flag[i] together
with timestamp £, the process’s current round. The process is now done executing the
compare procedure. If, on the other hand, the outcome of sussus is unknown then pro-
cess ¢ proceeds to the next round £+ 1. This continues until, in some round, the outcome
of sussus is success.

The detailed code for the comparison procedure is shown in Figure @l It invokes
a multi-instance version of the sussus protocol in procedure multisussus, which is a



ml:

m2:

m3:

dl:
d2:
d3:

rl:
r2:
r3:

cl:
c2:
c3:

cd:

variables
A=Jkent,ic0..1— 1],
B=Jkelntic0..1— 1],

Flag=[i € 0..1 > [Timestamp—0, Rel—"=

process (proc € 0..1)
variables

counter = 0,
round = 0,

otherc = 0,
outcome,
outvalue,
hasmail;

while (TRUE) {
if (self =0) {
call check();

if (hasmadl) call remove();

else call deliver();

} (** while *)

}

procedure deliver(){
counter := counter + 1;
call compare(counter);
return;

b

procedure remove(){
counter := counter + 1;
call compare(counter);
return;

b

procedure check()
variables ¢_f0, t_f1;

{
t_f0 := Flag[0];
t_f1 := Flag[1];

if (¢-f0. Timestamp > t_f1. Timestamp){
if (¢t_f0.Rel = “=") hasmail : = FALSE;

else hasmail : = TRUE;

} else {

if (t_f1.Rel = “=") hasmail : = FALSE;
else hasmail : = TRUE;

I8

return;

=

The Mailbox Problem 7

(* shared variables *)

(* A is an array indexed by the integers and 0. .1 *)

(* Flag is an array of records with
fields Timestamp and Rel initialized to 1 and =" *)

(* process-local variables *)
(* # times removed/delivered *)
(* current round number *)

(* last known counter of other process *)
(* output of procedure multisussus *)
(* output of procedure multisussus *)

(* output of procedure check *)

(* wife-specific code *)

(* postman-specific code *)

(* output: hasmail *)
(* procedure-local variables *)

Fig. 3. Non-blocking algorithm with large flag values (1/2). Top: shared and global variable defi-

nitions. Middle: starting code. Bottom: procedures.



8 M.K. Aguilera, E. Gafni, and L. Lamport

procedure compare(c)

{

sl: outcome := “unknown”;
s2: while (outcome # “success”) {

(* advance round *)
$6: round := round + 1;
sT: call multisussus(round, c);
s8: if (outvalue # L) {

otherc : = outvalue; (* remember outvalue *)
1

}; (* while *)
$9: if (¢ # otherc)

Flag[self] : = [Timestamp — round, Rel — “#7];
else Flag[self] : = [Timestamp — round, Rel — “="];
s10: return;
b
procedure multisussus(rnd, v) (* output: outcome and outvalue *)
{

sst:  Alrnd, self] 1= v;
ss2:  outvalue := A[rnd, 1 — self];
ss3: if (outvalue = L)

outcome : = “sSUCCesS”;
else {
ssd: Blrnd, self] : = “done”;
ss5: if (B[rnd, 1-— self} = J_)
outcome := “unknown’;
else outcome := “success”;
s
556: return;

s

Fig. 4. Non-blocking algorithm with large flag values (2/2)

trivial extension of the code in Figure [l Shared variable Notes, used in the mailbox
problem definition, is not shown in the code: for clarity, we replaced it with two shared
variables, A and B. These variables should be regarded as fields Notes. A and Notes.B
of Notes. Procedure check writes its return value to process-local variable hasmail,
since in TCAL, a procedure call has no mechanisms for returning a value.

Intuitively, the algorithm works because the rounds provide a way to order operation
executions, ensuring linearizability. Roughly speaking, we can assign each operation
execution to a round, as follows:

— An execution of remove or deliver by a process is assigned the first round in its ex-
ecution in which the other process learns the process’s value or the process obtains
outcome success from sussus.
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— Anexecution of check is assigned the larger of the timestamps it reads from Flag|[0]
and Flag[1].

We now order operation executions according to their assigned round number. If two
operation executions are assigned the same round number, we order deliver before
remove before check operations. This ordering ensures that if some operation execution
op completes before another operation execution op’ starts then op is ordered before
op’. For example, if an execution of deliver by the postman completes in round % then
a subsequent execution of remowve by the wife cannot be assigned to round £ or smaller.
This is because it is impossible for the postman to learn the wife’s new value in round
k or smaller since the postman already executed them.

Theorem 1. The algorithm in FiguresBland@lis a non-blocking algorithm that solves
the mailbox problem with the strong access restriction.

A fortiori, the algorithm is also a non-blocking algorithm that solves the mailbox prob-
lem with the weak access restriction.

3.3 Non-blocking Algorithm with Small Flag Values

We now give an algorithm that uses flags with small values. We do so by modifying
the algorithm in the previous section, which uses unbounded timestamps, to use instead
timestamps that assume only 7 different values.

In the new algorithm, as in the previous one, processes execute in (asynchronous)
rounds. However, in the new algorithm, the timestamp that a process uses in round £ is
not k; it is a value chosen dynamically at the end of round k—1 according to what the
process sees in that round.

Let tsy, ; be the timestamp that process 4 uses in round k. To understand how tsy, ;
is chosen, we consider some properties that it must have. Let us assume that the sussus
protocol in round % returns outcome success for process i—otherwise tsy ; does not
get written to Flag|[i] and so it is irrelevant. In the previous algorithm of Section 3.2
sk ;=k. Such a timestamp has the property that it is larger than any timestamps from
previous rounds. This is too strong a property to try to satisfy with bounded times-
tamps. However, closer inspection reveals that it is sufficient for ¢sy, ; to be larger than
previous-round timestamps that could appear in Flag[1—i] at the same time that tsy, ;
appears in Flag[i]. It turns out that there are only two such timestamps: the timestamp
already in Flag[1—1] when process i ends round £—1, and the last timestamp learned
by process 7 when process 4 ends round k—1. Thus, at the end of round k—1, process
needs to pick tsy, ; so that it dominates these two timestamps.

Therefore, to bound the number of timestamps, we must choose them from a finite set
TS with an antisymmetric total relation >~ such that, for any two elements ¢1, o€ TS,
there is an element s € TS that strictly dominates both ¢; and ¢ under >~. This would
be impossible if we required the relation > to be transitive, but we do not. A computer
search reveals that the smallest set with the requisite relation > contains 7 elements. We
take 7S = 1..7 to be our 7-element set and define
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Array = ((1,0,1,1,1,0,0),
(1,1,1,0,0,0,1),
(0,0,1,0,1,1,1),
(0,1,1,1,0,1,0),
(0,1,0,1,1,0,1),
(1,1,0,0,1,1,0),
(1,0,0,1,0,1,1))

vz w = (Arrayfo][w] = 1)

A

Vo= w VE WAV E W
dominate(v,w) = CHOOSEz €1..7:z>=vAz>w

Figures[3land [@l shows the detailed code of the algorithm sketched above. Figure[3is
very similar to Figure[3 The significant changes to the algorithm are in Figure[6] where
asterisks indicate a difference relative to Figure Fl

Theorem 2. The algorithm in Figures[Q and[@lis a non-blocking algorithm that solves
the mailbox problem with the strong access restriction. It uses a Flag with two 14-
valued single-writer atomic registers.

variables (* shared variables *)
same as before except for this minor change:

Flag=[i € 0..1 — [Timestamp—1, Rel—“="]];

process (proc € 0..1)
variables (* process-local variables *)

same as before, with the following additions

ts =1, (* current timestamp *)
nextts = 2, (* next timestamp to use *)
otherts =1, (* last known timestamp of other process *)
same as before

}

procedure deliver() same as before
procedure remove() same as before

procedure check ()
same as before, except replace

if (t_f0. Timestamp > t_f1. Timestamp){
with
if (t_f0. Timestamp + t_f1. Timestamp) {

procedure multisussus(rnd, v) same as before

Fig. 5. Non-blocking algorithm with small flag values (1/2). This part is very similar to Figure 3]
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procedure compare(c)
sl:  outcome := “unknown”;
s2:  while (outcome # “success”) {
(* advance round *)

$6: round := round + 1;
* ts : = nextts; (* use timestamp chosen at end of last round *)
* sT: call multisussus(round, [Timestamp — ts, Count — c]);

(* record with Timestamp and Count fields set to ts and ¢ *)

s8: if (outvalue # 1) {
* otherts : = outvalue. Timestamp; (* remember timestamp of other process *)
* otherc : = outvalue. Count; (* remember counter of other process *)

JE

* nextts : = dominate(otherts, Flag[l — self]. Timestamp); (* for next round *)

}; (¢ while *)
if (¢ # otherc)

»
N

* Flag[self] : = [Timestamp +— ts, Rel — “#”]; (* use ts as timestamp *)
* else Flag[self]: =[Timestamp — ts, Rel — “="];
s10:  return;
1

Fig. 6. Non-blocking algorithm with small flag values (2/2). Asterisks indicate changes relative
to Figure dl

3.4 Wait-Free Algorithm with Small Flag Values

The algorithms of Sections [3.2] and 3.3 are non-blocking but not wait-free, because a
process completes a deliver or remove operation only when it obtains outcome suc-
cess from the sussus protocol. Thus, if the process keeps getting outcome unknown in
every round, the process never completes its operation. Closer examination reveals this
could only happen with the wife, because of the way processes invoke operations: if
the postman got stuck forever in a deliver execution, the wife would execute enough
remove operations for the mailbox to be empty, which would cause her to stop invoking
remove (since she invokes remowve only if check returns TRUE), and this would allow
the postman to eventually obtain outcome success and complete his operation.

Therefore, the algorithm fails to be wait-free only in executions in which the postman
executes infinitely many deliver operations while the wife gets stuck executing remowve.
But there is a simple mechanism for the wife to complete her operation. Because the
postman’s counter is monotonically increasing, if the wife knows that the postman’s
counter is larger than her own, she can simply complete her operation and leave her
flag unchanged, since her flag already indicates that her counter is smaller than the
postman’s — otherwise she would not be executing remove in the first place. This
mechanism is shown in Figure[Zlin the statement labeled “s3”.

We have also included a simple optimization in which, if process i sees that its
round r; is lagging behind the other process’s round r;_;, then process ¢ jumps to
round r;_;—1. The reason it is possible to jump in this case is that process ¢ will obtain
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maz(z,y) 2 Fr> y THEN z ELSE y

procedure compare(c)
variables t_round, t_otherround;

{
sl: outcome := “unknown”;
s2: while (outcome # “success”) {
*  s3: if (self = 0 A ¢ < otherc) return; (* wife process *)
(* advance or skip round *)
* sk t_otherround := Round[l — self];
* 85 t_round := maz(Round[self] + 1, t_otherround — 1);
*  s6: Round|self] := t_round,
ts : = nextts;
s7: call multisussus(t_round, [Timestamp +— ts, Count — c]);
s8: if (outvalue # 1) {
otherts := outvalue. Timestamp;
otherc : = outvalue. Count;
ks

nextts : = dominate(otherts, Flag[l — self]. Timestamp);
}; (* while *)
$9: if (¢ # otherc)

Flag[self] : = [Timestamp +— ts, Rel — “#”];
else Flag[self]: =[Timestamp +— ts, Rel — “="];
s10: return;

IS

Fig.7. Wait-free algorithm with small flag values: compare procedure. Asterisks indicate
changes relative to the non-blocking algorithm with small flag values.

an outcome unknown from the sussus protocol in every round from r; to r1_;—1. In
each of these rounds, the process would learn the value of the other process, but what it
learns in a round is subsumed by what it learns in a higher round. Therefore, the process
only needs to execute round r1_;—1. This optimization is shown in Figure [l in the
statements labeled “s4” through “s7”. It uses an additional shared array Round|[i] that
stores the current round of process 4 (this used to be in process-local variable round,
which no longer is used), where initially Round[i] = 0 for i = 0, 1.

Theorem 3. The algorithm in Figures B and[Ais a wait-free algorithm that solves the
mailbox problem with the strong access restriction. It uses a Flag with two 14-valued
single-writer atomic registers.

4 Impossibility

We now show that it is impossible to solve the mailbox problem when Flag has only
two bits, each writable by a single process. This result holds even if Notes can hold
unbounded values.
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Theorem 4. There is no non-blocking algorithm that solves the mailbox problem with
the strong access restriction when Flag is an array with two 2-valued single-writer
atomic registers.

Proof sketch. We show the result by contradiction: suppose there is such an algorithm
A. Let Flag[0] and Flag[1] denote the two 2-valued single-writer atomic registers. We
show how to use A to solve consensus using only registers, which is impossible [2/9]].

If Flag[0] and Flag[1] are writable by the same process, it is easy to get a contradic-
tion. Without loss of generality we can assume Flag|0] is writable by the wife (process
0) and Flag[1] is writable by the postman (process 1).

A solo execution of an operation is one where only one process takes steps (the other
does nothing).

We define a function C' such that C'(Fg, F'1) is the value returned by a solo execu-
tion of check when Flag[i] = F; at the beginning of the execution. This is well-defined
because (1) with the strong access restriction, operation check returns a value that de-
pends only on what it reads from Flag, and (2) in a solo execution of check, the value
of Flag does not change.

Assume without loss of generality that initially Flag[0]=Flag[1]=0.

Claim. C(0,0)=C(1,1)=FALSE and C(0,1)=C(1,0)=TRUE.

To show this claim, note that initially check returns FALSE as no letters have been
delivered. Moreover, initially Flag[0]=Flag[1]=0. Therefore C'(0,0) = FALSE.

From the initial system state, a solo execution of deliver by the postman must set
Flag[1] to 1 (otherwise a subsequent execution of check incorrectly returns C'(0,0) =
FALSE) and we have C'(0,1) = TRUE.

After this solo execution of deliver, suppose there is a solo execution of remove by
the wife. This execution sets Flag[0] to 1 (otherwise a subsequent execution of check
incorrectly returns C'(0, 1) = TRUE) and we have C'(1,1) = FALSE.

After these solo executions of deliver and remove, suppose there is a solo execution
of deliver. Then, it sets Flag[1] to 0 and we have C'(1,0) = TRUE. This shows the claim.

Let S be the system state after a solo execution of deliver from the initial state. In
state S, Flag[0]=0 and Flag[1]=1.

We now give an algorithm that we will show solves consensus for the two processes.
Process 7 first writes its proposed value into a shared variable V'[¢]. Then, starting from
state S, process 0 executes operation remove of algorithm 4 and process 1 executes
operation deliver of A. If process i ends up with a different value in Flag[i] than when
it started, then it decides on the value of V' [0]; otherwise, it decides on the value of V[1].

This algorithm solves consensus because (a) if process 0 executes by herself then
remove flips the value of Flag[0] so the process decides on V[0]; (b) if process 1
executes by himself then deliver leaves Flag[1] unchanged so the process decides on
V[1]; (c) if both processes execute then, after they finish, the values of Flag[0] and
Flag[1] either both flip or both remain the same (it is not possible for only one of them
to flip, because C'(0,0) = C(1,1) = FALSE and operation check must return TRUE
afterwards), and so both processes decide the same value.

This consensus algorithm uses only atomic registers and it is wait-free since A4 is
non-blocking and each process invokes at most one operation of .A. This contradicts the
consensus impossibility result [2/9].
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5 Bounded-Signaling Problems

The mailbox problem is an instance of a broader class of problems, called bounded-
signaling problems, which we now define. In a bounded-signaling problem, each pro-
cess ¢ = 0,1 has an input v; that can vary. From time to time, a process wishes to
know the value of a finite-range function f(vg, v1) applied to the latest values of v
and v. Each input v; could be unbounded and, when it varies, process i can access all
of shared memory. However, when a process wishes to know the latest value of f, it is
limited to accessing a small amount of state.

For example, in the mailbox problem, vq is the number of letters that the wife has
removed, v1 is the number of letters delivered by the postman, and f(vg, v1) indicates
whether v9 = vy or vg # v1. The mailbox problem places some problem-specific
restrictions on how vg and v; can change. For instance, they are monotonically nonde-
creasing and vy < vy because if check returns FALSE then the wife does not execute
remove. Other bounded-signaling problems may not have restrictions of this type.

A precise statement of a bounded-signaling problem is the following. We are given
a finite-range function f (1, y), and we must implement two operations, change(v) and
readf (). If operations never execute concurrently, readf must always return the value of
f(vo, v1) where v, is the value in the last preceding invocation to change(v) by process
i or v; = L if process i never invoked change(v). The concurrent specification is
obtained in the usual way from this condition by requiring linearizability. Furthermore,
the implementation of readf must access a small amount of persistent state. We consider
two alternative interpretations of this requirement:

— (Weak access restriction) Operation readf accesses at most one shared variable, of
finite range; and it accesses this variable only by reading.

— (Strong access restriction) Operation readf accesses at most one shared variable,
of finite range; it accesses this variable only by reading; and it returns a value that
depends only on what it reads from the shared variable.

It turns out that the algorithm in Section[3.3]can be changed as follows to solve any
bounded-signaling problem with the strong access restriction. We replace deliver and
remove with a single procedure change(v) that sets counter to v, and we modify the
end of procedure compare to compute f with arguments ¢ and otherc (instead of just
comparing ¢ and otherc), and write the result and timestamp to Flag. The resulting
algorithm is non-blocking. It is an open problem whether there exist wait-free algo-
rithms for the general problem. Our wait-free algorithm in Section 3.4] does not solve
the general problem since it relies on problem-specific restrictions on the inputs v;.

6 Related Work

The mailbox problem is a type of consumer-producer synchronization problem, with
the unique feature that the consumer must determine if there are items to consume by
looking only at a finite-range variable.

Work on bounded timestamping shows how to bound the timestamps used in certain
algorithms (e.g., [SI1]]). That work considers a fixed-length array that holds some finite
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set of objects that must be ordered by timestamps. In our algorithms, it is not evident
what this set should be. However, we believe some of the binary relations devised in that
body of work could be used in our algorithms instead of the relation given by Matrix
in Section[3.3] (but this would result in much larger timestamps than the ones we use).

Acknowledgements. We are grateful to Ilya Mironov for pointing out to us that the
relation of Section [3.3] should exist for sufficiently large sets, and to the anonymous
reviewers for useful suggestions.
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Abstract. We present a general implementation for providing the prop-
erties of digital signatures using MACs in a system consisting of any
number of untrusted clients and n servers, up to f of which are Byzan-
tine. At the heart of the implementation is a novel matriz signature
that captures the collective knowledge of the servers about the authen-
ticity of a message. Matrix signatures can be generated or verified by
the servers in response to client requests and they can be transmitted
and exchanged between clients independently of the servers. The imple-
mentation requires that no more than one third of the servers be faulty,
which we show to be optimal. The implementation places no synchrony
requirements on the communication and only require fair channels be-
tween clients and servers.

1 Introduction

Developing dependable distributed computing protocols is a complex task. Prim-
itives that provide strong guarantees can help in dealing with this complexity
and often result in protocols that are simpler to design, reason about, and prove
correct. Digital signatures are a case in point: by guaranteeing, for example, that
the recipient of a signed message will be able to prove to a disinterested third
party that the signer did indeed sign the message (non repudiation), they can
discourage fraudulent behavior and hold malicious signers to their responsibil-
ities. Weaker primitives such as message authentication codes (MACs) do not
provide this desirable property.

MACs, however, offer other attractive theoretical and practical features that
digital signatures lack. First, in a system in which no principal is trusted, it is
possible to implement MACs that provide unconditional security—digital sig-
natures instead are only secure under the assumption that one-way functions
exist [I], which, in practical implementations, translates in turn to a series of
unproven assumptions about the difficulty of factoring, the difficulty of comput-
ing discrete logarithms, or both. Second, certain MAC implementations (though
not the ones that guarantee unconditional security!) can be three orders of mag-
nitude faster to generate and verify than digital signatures [2].

* This work was supported in part by NSF grant CSR-PDOS 0720649.

G. Taubenfeld (Ed.): DISC 2008, LNCS 5218, pp. 16 2008.
© Springer-Verlag Berlin Heidelberg 2008
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Given these rather dramatic tradeoffs, it is natural to wonder whether, under
different assumptions about the principals, it is possible to get the best of both
worlds: a MAC-based implementation of digital-signatures. It is relatively easy
to show that such an implementation exists in systems with a specific trusted
entity [3]—in the absence of a specific trusted entity, however, the answer is
unknown.

The few successful attempts to date at replacing digital signatures with MACs
[2H4I5I6/7] have produced solutions specific only to the particular protocols for
which the implementation was being sought—these MAC-based, signature-free
protocols do not offer, nor seek to offer, a generic mechanism for transform-
ing an arbitrary protocol based on digital signatures into one that uses MACs.
Further, these new protocols tend to be significantly less intuitive than their
signature-based counterparts, so much so that their presentation is often con-
fined to obscure technical reports [2§].

In this paper we study the possibility of implementing digital signatures using
MAC:s in a system consisting of any number of untrusted clients and n servers,
up to f of which can be Byzantine. We show that, when n > 3f, there exists
a general implementation of digital signatures using MACs for asynchronous
systems with fair channels. We also show that such an implementation is not
possible if n < 3 f—even if the network is synchronous and reliable.

At the heart of the implementation is a novel matriz signature that captures
the collective knowledge of the servers about the authenticity of a message. Ma-
trix signatures can be generated or verified by the servers in response to client
requests and they can be transmitted and exchanged between clients indepen-
dently of the servers.

Matrix signatures do not qualify as unique signature schemes [9]. Depending
on the behavior of the Byzantine servers and message delivery delays, the same
message signed at different times can produce different signatures, all of which
are admissible. Unique signature schemes have a stronger requirement: for every
message, there is a unique admissible signature. We show that unique signature
schemes can also be implemented using MACs, but that any such implementation
requires an exponential number of MACs if f is a constant fraction of n.

In summary, we make four main contributions:

— We introduce matrix signatures, a general, protocol-agnostic MAC-based
signature scheme that provides properties, such as non-repudiation, that so
far have been reserved to digital signatures.

— We present an optimally resilient implementation of a signing and verification
service for matrix signatures. We prove its correctness under fairly weak
system assumptions (asynchronous communication and fair channels) as long
as at most one third of the servers are arbitrarily faulty.

— We show that no MAC based signature and verification service can be imple-
mented using fewer servers, even under stronger assumptions (synchronous
communication and reliable channels).

— We provide an implementation of unique signatures, and show a bound on
the number of MACs required to implement them.
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2 Related Work

Matrix signatures differ fundamentally from earlier attempts at using MACs in
lieu of signatures by offering a general, protocol-agnostic translation mechanism.

Recent work on practical Byzantine fault tolerant (BFT) state machine repli-
cation [2I4U516] has highlighted the performance opportunities offered by substi-
tuting MACs for digital signatures. These papers follow a similar pattern: they
first present a relatively simple protocol based on digital signatures and then
remove them in favor of MACs to achieve the desired performance. These trans-
lations, however, are protocol specific, produce protocols that are significantly
different from the original-—with proofs of correctness that require understanding
on their own— and, with the exception of [2], are incomplete.

[10] addresses the problem of allowing Byzantine readers to perform a write
back without using digital signatures; however, it uses secret-sharing and relies
on having a trusted writer.

Srikanth and Toueg [7] consider the problem of implementing authenticated
broadcast in a system where processes are subject to Byzantine failures. Their
implementation is applicable only to a closed system of n > 3f processes, with
authenticated pairwise communication between them. They do not consider the
general problem of implementing signatures: in their protocol, given a message
one cannot tell if it was “signed” unless one goes through the history of all
messages ever received to determine whether the message was broadcast—an
impractical approach if signed messages are persistent and storage is limited. In
contrast, we provide signing and verification primitives for an open asynchronous
system with any number of clients.

Mechanisms based on unproven number theoretic assumptions, are known to
implement digital signatures using local computation without requiring any com-
munication steps [LTII2]. Some also provide unconditional security [I3]; but, they
bound the number of possible verifiers and allow for a small probability that a ver-
ifier may be unable to convince other verifiers that the message was signed.

If there is a trusted entity in the system signatures can be implemented over
authenticated channels (or MACs) [3]. In the absence of a known trusted princi-
pal, implementing digital signatures locally requires one-way functions [I]. Our
results show that even with partial trust in the system, implementing digital
signatures is possible without requiring one-way functions.

3 MACGs and Digital Signatures

Digital Signatures and MACs allow a message recipient to establish the authen-
ticity of a message. Unlike MACs, digital signatures also allow a message recipient
to prove this authenticity to a disinterested third party [I4]—mnon repudiation.

3.1 Digital Signatures

A signature scheme over a set of signers S and a set of verifiers V' consists of a
signing procedure Sg v and a verification procedure Vg y:
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Ssyv: X" = X" Vs,v : " x X — Boolean x X*

The signing procedure Sg,y is used to sign a message. It outputs a signature,
which can convince the verifier that the message was signed.

The set S contains all the processes that can invoke the signing procedure.
The set V' contains all processes that may verify a signature in the signature
scheme.

The verification procedure, Vs, takes as input a message and a signature
and outputs two values. The first value is a boolean and indicates whether the
verification procedure accepts or rejects the signature. The second value is a
signature, whose role needs some explaining.

The signature schemes we define guarantee that (i) a verifier always accepts
signatures that are generated by invoking the signing procedure and that (ii) any
message whose signature is accepted was, at some point, signed by a member of §
by invoking the signing procedure although the signature that the verifier accepts
may not be the one produced by the signing procedure. We call these second type
of signatures derivative.

In traditional, non-distributed, implementations of signatures, one does not
expect that a verifier be presented with a derivative signature that was not
explicitly generated by the signing procedure. In a distributed implementation,
and for reasons that will become clear in Section [, when we discuss the actions
that Byzantine nodes can take to disrupt a MAC-based signature scheme, the
existence of derivative signatures is the norm rather than the exception, and one
needs to allow them in a definition of signature schemes. Furthermore, because
the non-deterministic delays and Byzantine behavior of faulty servers, there exist
derivative signatures that may nondeterministically be accepted or rejected by
the verification procedure. It may then be impossible for a verifier who accepted
the signature to prove to another the authenticity of a message.

So, from the perspective of ensuring non repudiation, derivative signatures
present a challenge. To address this challenge, we require the verification proce-
dure, every time a verifier v accepts a signed message m, to produce as output
a new derivative signature that, by construction, is guaranteed to be accepted
by all verifiers. This new signature can then be used by v to authenticate the
sender of m to all other verifiers. Note that, if the first output value produced
by the verification procedure is false, the second output value is irrelevant.

Digital signature schemes are required to satisfy the following properties:

Consistency. A signature produced by the signing procedure is accepted by the
verification procedure.

Ss,v(msg) =0 = Vsv(msg,o) = (true,o’)

Validity. A signature for a message m that is accepted by the verification pro-
cedure cannot be generated unless a member of S has invoked the signing pro-
cedure.

Vs,v(msg, o) = (true,o’) = Ss,v(msg) was invoked
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Verifiability. If a signature is accepted by the verification procedure for a mes-
sage m, then the verifier can produce a signature for m that is guaranteed to be
accepted by the verification procedure.

Vs,v(msg,o) = (true,d’) = Vs,v(msg,o') = (true,o”)

Verifiability is recursively defined; it ensures non-repudiation. If the verification
procedure accepts a signature for a given message, then it outputs a signature
that is accepted by the verification procedure for the same message. In turn, the
output signature can be used to obtain another signature that will be accepted
by the verification procedure and so on.

Any digital signature scheme that meets these requirements provides the gen-
eral properties expected of signatures. Consistency and validity provide authen-
tication; verifiability provides non-repudiation.

Unique Signature Schemes. Unique signature schemes are signature schemes
for which only one signature can be accepted by the verification procedure for a
given message. If (Ss,v, Vg, v) is a unique signature scheme, then, in addition to
consistency, validity and verifiability, it satisfies:

V(msg, o) = (true, oproor) A V(msg,o') = (true, oproof) = o=0

It follows from the definition that oproof = 0,0,y = 0 = o', implying that, for
unique signatures, the signature produced in output by the verification procedure
is redundant . It also follows from the definition and the consistency requirement
that unique signatures have deterministic signing procedures.

3.2 Message Authentication Codes

MACs are used to implement authentication between processes. A message au-
thentication scheme consists of a signing procedure Sy and a verifying procedure
V.
Sy X' — X Vy : X¥ x X" — Boolean

The signing procedure Sy takes a message and generates a MAC for that mes-
sage. The verification procedure Vy takes a message along with a MAC and
checks if the MAC is valid for that message. For a given MAC scheme, the set
U contains all processes that can generate and verify MACs for the scheme.

MACs are required to ensure authentication, but not non-repudiation. For-
mally, they are required to satisfy:

Consistency. A MAC generated by the signing procedure will be accepted by
the verifying procedure.

Su(msg)=p = Vy(msg,p) = true

Validity. A MAC for a message m that is accepted by the verification procedure
cannot be generated unless a member of U has invoked the signing procedure.

Vu(msg, u) = true =  Su(msg) was invoked
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3.3 Discussion

Keys, Signatures, and MACs. Formal definitions of signature schemes typically
include signing and verification keys. In our work we omit the keys for simplicity
and assume they are implicitly captured in Sg v and Vg y. In our setting, S is
be the set of processes that know the key needed to sign and V is the set of
processes that know the key needed to verify.

MACs are also typically defined with reference to a symmetric secret key K
that is used to generate and verify MACs. In our setting, processes that know
K are members of the set U of signers and verifiers. In proving a lower bound
on the number of MAC schemes needed to implement unique signatures, we find
it convenient to identify a MAC scheme with the key K it uses. In this case,
we distinguish between the name of the key, K, and the value of the key k as
different schemes might use the same key value.

Signers and Verifiers. Since we will be considering Byzantine failures of servers
and clients (participants), the composition of the sets S or U for a given scheme
might change because a participant can give the secret signing key to another
participant. To simplify the exposition, we assume that the sets of signers (ver-
ifiers) include any participant that can at some point sign (verify) a message
according to the scheme.

Semantics. Formalisms for MACs and digital signatures typically express their
properties in terms of probabilities that the schemes can fail. For schemes that
rely on unproven assumptions, restrictions are placed on the computational pow-
ers of the adversary. In this paper we are only interested in implementing sig-
nature using a finite number of black box MAC implementations. We state our
requirement in terms of properties of the executions that always hold without
reference to probabilities or adversary powers. This does not affect the results,
but leads to a simpler exposition

4 Model

The system consists of two sets of processes: a set of n server processes (also
known as replicas) and a finite set of client processes (signers and verifiers).
The set of clients and servers is called the set of participants. The identifiers of
participants are elements of a completely ordered set.

An execution of a participant consists of a sequence of events. An event can be
an internal event, a message send event or a message receive event. Two particu-
lar internal events are of special interest to us. A message signing event invokes a

1 Our implementations use only finitely many MACSs, consequently the probability
of breaking our implementation can be made arbitrarily small if the probability of
breaking the underlying MAC implementations can be made arbitrarily small. Also,
our requirements restrict the set of allowable executions, which in essence place a
restriction on the computational power of the verifiers. In particular, they do not
allow a verifier to break the signature scheme by enumerating all possible signatures
and verifying them.
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signing procedure. A message verification event is associated with the invocation
of a verification procedure. In our implementations of signature schemes we only
consider communication between clients and servers to implement the signing
and the verification procedures.

Clients communicate with the servers over authenticated point-to-point chan-
nels. Inter-server communication is not required. The network is asynchronous
and fair—but, for simplicity, our algorithms are described in terms of reliable
FIFO channels, which can be easily implemented over fair channels between
correct nodes.

Each process has an internal state and follows a protocol that specifies its
initial states, the state changes, and the messages to send in response to messages
received from other processes. An arbitrary number of client processes and up to
f of the server processes can exhibit arbitrary (Byzantine) faulty behavior [15].
The remaining processes follow the protocol specification.

5 Signatures Using MACs

We first present the high level idea assuming two trusted entities in the system.
One trusted entity acts as a signing-witness and one acts as a verifying-witness.
The two witnesses share a secret-key IC that is used to generate and verify MACs.

Signing a message. A signer delegates to the signing witness the task of signing
a message. This signing witness generates, using the secret key K, a MAC value
for the message m to be signed and sends the MAC value to the signer. This
MAC-signature certifies that the signer s wants to sign m. It can be presented
by a verifier to the verifying-witness to validate that s has signed m.

Verifying a signature. To verify that a MAC-signature is valid, a verifier (client)
delegates the verification task to the verifying witness. The verifying witness
computes, using the secret key K, the MAC for the message and verifies that it
is equal to the MAC presented by the verifier. If it is, the signature is accepted
otherwise, it is rejected.

Since the two witnesses are trusted and only they know the secret key K, this
scheme satisfies consistency, validity and verifiability.

6 A Distributed Signature Implementation

In an asynchronous system with n > 3f + 1 servers, it is possible to delegate the
tasks of the signing witness and the verifying witness to the servers. However,
achieving non-repudiation is tricky.

6.1 An Illustrative Example: Vector of MACs

Consider a scheme, for n = 3f 4 1, where each server i has a secret key K; is
used to generate/verify MACs. The “signature” is a vector of n MACs, one for
each server.
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hi1 hi2 his hig hi1 hi2 hi3 hia ? hi2 77
h21 h22 h23 haa h21 ha2 hasz hoa ?7 hoo 7 7
hs,1 hs,2 hs s hsa 707 7 7 77 7 7
hai ha2 has haa ?7 0?7 7 7 707 7 7
A Matrix-signature Valid Signature Admissible Signature

Fig. 1. Example Matrix-signatures

To sign a message, the signer contacts the servers to collect the MACs. How-
ever, due to asynchrony, it cannot collect more than (n — f) = (2f + 1) MACs.

To verify a signature, the verifier contacts the servers to determine which
MACs are correct. Since, up to f Byzantine nodes could have sent wrong values
to the signer, ensuring consistency requires that the verifier accept the “signa-
ture” even if only f+ 1 MAC are accepted by the servers.

This allows the adversary to fool a non-faulty verifier into accepting a vector
that contains only one correct MAC value. If that happens, the verifier will not
be able to convince other verifiers that the message was signed.

6.2 Matrix Signatures

To deal with the difficulties raised in the illustrative example, we propose matriz
signatures. A matrix signature consists of n? MAC values arranged in n rows
and n columns, which together captures the servers’ collective knowledge about
the authenticity of a message.

There are n signing-witness-servers and n verifying-witness-servers; both im-
plemented by the same n servers. Each MAC value in the matrix is calculated
using a secret key K; ; shared between a signing-witness-server ¢ and a verifying-
witness-server j é

The it row of the matrix-signature consists of the MACs generated by the it"
signing-witness-server. The j* column of the matrix-signature consists of the
MAC s generated for the j* verifying-witness-server.

Clients can generate (or verify) a signature by contacting all the signing-
witness (or, respectively, verifying-witness) servers. The key difference with the
protocol described in the previous section is that the signature being used is a
matrix of n x n MACs as opposed to a single MAC value.

We distinguish between valid and admissible matrix signatures:

Definition 1 (Valid). A matriz-signature is valid if it has at least (f + 1)
correct MAC values in every column.

Definition 2 (Admissible). 4 matriz-signature is said to be admissible if it
has at least one column corresponding to a non-faulty server that contains at
least (f +1) correct MAC values.

2 Although signing-witness-server i and verifying-witness-server k are both imple-
mented by server i, for the time being, it is useful to think of them as separate
entities.
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Admissibility and validity respectively capture the necessary and sufficient con-
ditions required for a matrix-signature to be successfully verified by a non-faulty
verifier. Thus, every valid signature is admissible, but the converse does not hold.

6.3 Protocol Description
The protocol for generating and verifying matrix-signatures is shown in Figure[2

Generating a Signature. To generate a matrix-signature, the signer s sends
the message Msg to be signed, along with its identity, to all the signing-witness-
servers over authenticated channels. Each signing-witness-server generates a row
of MACs, attesting that s signs Msg, and responds to the signer. The signer
waits to collect the MAC-rows from at least (2f + 1) signing-witness-servers to
form the matrix-signature.

The matrix-signature may contain some empty rows corresponding to the
unresponsive/slow servers. It may also contain up to f rows with incorrect MAC
values, corresponding to the faulty servers.

Verifying a Signature. To verify a matrix-signature the verifier sends (a) the
matrix-signature, (b) the message, and (c) the identity of the client claiming to
be the signer to the verifying-witness-servers. A verifying-witness-server admits
the signature only if at least (f + 1) MAC-values in the server’s column are
correct; otherwise, it rejects. Note that a non-faulty server will never reject a
valid matrix-signature.

The verifier collects responses from the servers until it either receives (2f + 1)
(ADMIT,...) responses to accept the signature, or it receives (f+1) (REJECT)
responses to reject the signature as not wvalid.

Regenerating a valid signature. Receiving (2f+1) (ADMIT,...) responses does
not guarantee that the signature being verified is valid. If some of these responses
are from Byzantine nodes, the same signature could later fail the verification if
the Byzantine nodes respond differently.

Verifiability requires that that if a signature passes the verification procedure,
then the verifier gets a signature that will always pass the verification procedure.
This is accomplished by constructing a new signature, that is a valid signature.

Each witness-server acts both as a verifying-witness-server and a signing-
witness-server. Thus, when a witness-server admits a signature (as a verifying-
witness-server), it also re-generates the corresponding row of MAC-values (as
a signing-witness-server) and includes that in the response. Thus, if a verifier
collects (2f + 1) (ADMIT,...) responses, it receives (2f + 1) rows of MAC-
values, which forms a wvalid signature.

Ensuring termination. The verifier may receive (n — f) responses and still not
have enough admit responses or enough reject responses to decide. This can
happen if the signature being verified, o, is maliciously constructed such that
some of the columns are bad. This can also happen if the signature o is wvalid,
but some non-faulty servers are slow and Byzantine servers, who respond faster,
reject it.
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Signature Client-Sign (Msg Msg) { void Signing-Witness-Server(Id i) {
Vi:onsg,sli)]] =1 while(true) {
send (SIGN, Msg, S) to all rcv (SIGN, Msg, S) from S
do { Vj : compute o;[j] := MAC(K ; ;, S : Msg)
// Collect MAC-rows from the servers send (o;[1...n]) to S
rcv(o;[l...n]) from server i
oMsg,si][l...n] == o3[1...n] }

} until received from > 2f 4 1 servers
return oarsg, s

(bool, Signature) Client-Verify(Msg M sg,

Signer S, Signature o) { void Verifying-Witness-Server(Id j) {
Vi: Onewld|[] :=L; Vi:resp[i] :=1; while(true) {
send (VERIFY, Msg, S,o[ ][ ]) to all rcv (VERIFY, Msg, S, o) from V
do { correct_cnt := |{3 : o[i][j] ==
either { MAC(K ;5,5 : Msg)}|
rcv (ADMIT, o;[1...n]) from server 4 if (correct_cnt > f + 1)
Onewlt][1...n] :=0;[1...n] V1 : compute o;[l] := MAC(K ;;, S: Msg)
resp[i] := ADMIT send (ADMIT, o;[1...n]) to V
if ( Count(resp, ADMIT) > 2f + 1) else
return (true, opew); send (REJECT) to V
}or { }
rcv (REJECT) from server ¢ }

if (resp[i]) =1) { resp[i] := REJECT }
if ( Count(resp, REJECT) > f+ 1)
return (false, 1);
b
// If can neither decide, nor wait — Retry
if (Count(resp, L) < f)
send (VERIFY, Msg, S, onewl ][ ]) to
{ r : resp[r] # ADMIT}
} until (false)

Fig. 2. Matrix-signatures

To ensure that the verifier gets (2f +1) (ADMIT,...) responses it retries by
sending oyew, €ach time 0, is updated, to all the servers that have not sent
an (ADMIT,...) response. Eventually, it either receives (f + 1) (REJECT)
responses from different servers (which guarantees that o was not walid), or it
receives (2f + 1) (ADMIT,...) responses (which ensures that the regenerated
signature, o,ew, is valid).

6.4 Correctness

Algorithm described in Figure [2 for matrix-signatures satisfies all the require-
ments of digital signatures and ensure that the signing/verification procedures
always terminate for n > 3f + 1 [16].

Lemma 1. Matriz-signature generated by the signing procedure (Fig[d) is valid.
Lemma 2. Valid signature always passes the verification procedure.

Proof. A valid signature consists of all correct MAC-values in at least (f + 1)
rows. So, no non-faulty server will send a (REJECT) message. When all non-
faulty servers respond, the verifier will have (2f + 1) (ADMIT,...) messages.
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Lemma 3. If a matriz-signature passes the verification procedure for a non-
faulty verifier, then it is admissible.

Lemma 4. An adversary cannot generate an admissible signature for a message
Msg, for which the signer did not initiate the signing procedure.

Proof. Consider the first non-faulty server (say j) to generate a row of MACs
for the message Msg for the first time. If the signer has not initiated a the
signing procedure then j would generate the row of MACs only if it has received
a signature that has at least f + 1 correct MAC values in column j. At least
one of these MAC values has to correspond to a non-faulty server (say 7). K;
is only known to the non-faulty servers ¢ and j, thus it is not possible that the
adversary can generate the correct MAC value.

Lemma 5. If a signature passes the verification procedure then the newly re-
constructed matriz-signature is valid.

Lemma 6. If a non-faulty verifier accepts that S has signed Msg, then it can
convince every other non-faulty verifier that S has signed M sg.

Theorem 1. The Matriz-signature scheme presented in Figure [A satisfies con-
sistency, validity and verifiability.

Proof. Consistency follows from Lemmas [[l and Bl Validity follows from Lem-
mas [B] and @ Verifiability follows from Lemmas 2 and

Theorem 2. The signing procedure always terminates.

Theorem 3. The verification procedure always terminates.

Proof. Suppose that the verification procedure does not terminate even after
receiving responses from all the non-faulty servers. It cannot have received more
than f (REJECT) responses. Thus, it would have received at least (f + 1)
(ADMIT,...) responses from the non-faulty servers that is accompanied with
the correct row of MACs. These (f + 1) rows of correct MACs will ensure that
the new signature o, is Valid.

Thus all non-faulty servers that have not sent a (ADMIT, .. .) response will do
so, when the verifier retries with 0y,¢,. The verifier will eventually have (n— f) >
(2f +1) (ADMIT,...) responses.

6.5 Discussion

Our distributed implementation of digital signatures is based on an underlying
implementation of MACs. We make no additional computational assumptions
to implement the digital signatures. However, if the underlying MAC implemen-
tation relies on some computational assumptions (e.g. collision resistant hash
functions, or assumptions about a non-adaptive adversary) then the signature
scheme realized will be secure only as long as those assumptions hold.
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7 The n < 3f Case

We show that a generalized scheme to implement the properties of signatures
using MACs is not possible if n < 3 f. The lower bound holds for a much stronger
system model where the network is synchronous and the point-to-point channels
between the processes are authenticated and reliable.

7.1 A Stronger Model

We assume that the network is synchronous and processes communicate with
each other over authenticated and reliable point-to-point channels. We also as-
sume that processes can maintain the complete history of all messages sent and
received over these authenticated channels.

This model, without any further set-up assumptions, is strictly stronger than
the model described in Sectiondl A lowerbound that holds in this stronger model
automatically holds in the weaker model (from Section M) where the network is
asynchronous and the channels are only guaranteed to be fair.

In this model, we show that it is possible to implement MACs over authen-
ticated channels. If; in this model, signatures can be implemented using MACs
with n < 3f, then they can also be implemented over authenticated channels
with n < 3f. Using signatures, it is possible to implement a reliable-broadcast
channel with just n > f+1 replicas [I7]. So, it would be possible to implement a
reliable-broadcast channel assuming a MAC-based implementation of signatures
with n servers, where (f +1) < n < 3f.

But, it is well known that implementing a reliable-broadcast channel in a syn-
chronous setting over authenticated point-to-point channels, without signatures,
requires n > 3f 4+ 1 [I7]. We conclude that implementing signatures with MACs
is not possible if n < 3f.

It only remains to show that MACs can be implemented in the strong model.

Lemma 7. In the strong system model, MACs can be implemented amongst any
set of servers, U, using authenticated point-to-point channels between them.

Proof. (outline) To sign a message, the sender sends the message, tagged with
the identity of set U, to all the servers in U over the authenticated point-to-point
channels. Since the network is synchronous, these messages will be delivered to all
the servers in U within the next time instance. To verify that a message is signed,
a verifier looks into the history of messages received over the authenticated
channel. The message is deemed to have been signed if and only if it was received
on the authenticated channel from the signer.

8 Unique Signatures

We provide an implementation of unique signatures when n > 3f. By Lemma[7]
it follows that the implementation is optimally resilient. Our implementation
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requires an exponential number of MAC values. We show that any implemen-
tation of unique signatures requires that an exponential number of MAC values
be generated if f is a constant fraction of n. The implementation is optimal if
n = 3f + 1; the number of MAC values it requires exactly matches the lower
bound when n = 3f + 1.

Our implementation uses unique MAC schemes. These are schemes for which
only one MAC value passes the verification procedure for a given message and
that always generate the same MAC value for a given message. Many widely
used MAC schemes are unique MAC schemes, including those that provide un-
conditional securityﬁ

8.1 A Unique Signature Implementation

We give an overview of the implementation; detailed protocol and proofs can be
found in [I6].

In our unique signature scheme, the signing procedure generates signatures
which are vectors of N' = (, ") MAC values, one for each subset of 2 f +1 servers.
The ¢’th entry in the vector of signatures can be generated (and verified) with
a key K; that is shared by all elements of the i’th subset G; of 2f + 1 servers,
1 <i< (2 foH)' For each K;, the MAC scheme used to generate MAC values is
common knowledge, but K is secret (unless divulged by some faulty server in G;).

To sign a message, the signer sends a request to all the servers. A server
generates the MAC values for each group G; that it belongs to and sends these
values to the signer. The signer collects responses until it receives (f+1) identical
MAC values for every group G;. Receiving f + 1 identical responses for every
(G, is guaranteed because each G; contains at least f + 1 correct servers. Also,
receiving (f + 1) identical MAC values guarantees that the MAC value is correct
because one of the values must be from a non-faulty server.

To verify a unique signature, the verifier sends the vector of N MACs to all
the servers. The i’th entry M; is verified by server p if p € G; and M; is the
correct MAC value generated using K;. A verifier accepts the signature if each
entry in the vector is correctly verified by f 4 1 servers. The verifier rejects a
signature if one of its entries is rejected by f + 1 servers. Since the underlying
MAC schemes are unique and each G; contains 2f + 1 servers, a signature is
accepted by one correct verifier if an only if it is accepted by every other correct
verifier and no other signature is accepted for a given message.

8.2 Complexity of Unique Signature Implementations

Implementing MAC-based unique signature schemes requires an exponential
number of keys. Here we outline the approach for the proof; details can be

3 For many MAC schemes the verification procedure consists of running the MAC
generation (signing) procedure on the message and comparing the resulting MAC
value with the MAC value to be verified. Since the signing procedure is typically
deterministic, only one value can pass the verification procedure.
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found in [I6]. We identify the MAC schemes used in the implementation with
their secret keys and, in what follows, we refer to K; instead of the MAC scheme
that uses K;. We consider a general implementation that uses M secret keys.
Every key K; is shared by a subset of the servers; this is the set of servers that
can generate and verify MAC values using K;. We do not make any assumptions
on how a signature looks. We simply assume that the signing procedure can be
expressed as a deterministic function S(msg, k1, ke, ..., kyr) of the message to
be signed (msg), where ki, ..., ky are the values of the keys Ki,..., Ky used
in the underlying MAC schemes.

The lower bound proof relies on two main lemmas which establish that (1)
every key value must be known by at least 2f + 1 servers, and (2) for any set of
f servers, there must exist a key value that is not known by any element of the
set. We can then use a combinatorial argument to derive a lower bound on the
number of keys.

Since we are proving a lower bound on the number of keys, we assume that
the signature scheme uses the minimum possible number of keys. It follows, as
shown in the following lemma, that no key is redundant. That is, for every key
K, the value of the signature depends on the value of K; for some message and
for some combination of the values of the other keys.

Lemma 8 (No key is redundant). For each key K;, 3msg, k... ki—,, k%, k?,
ki_;_z,...,kM.' S(msg,kl,...,ki_l,kf‘,kiﬂ,...,kM) = 01, S(msg, kl,...,ki_l,
kiﬂ7k‘i+17...7kM):UQ andal 750'2

Proof. (Outline) If the signature produced for a message is always independent
of the key K;, for every combination of the other keys. Then, we can get a smaller
signature implementation, by using a constant value for K;, without affecting
the resulting signature.

Lemma 9 (2f + 1 servers know each key). At least (2f + 1) servers know
the value of K.

Proof. We show by contradiction that if K; is only known by a group G, |G| <
2f, servers. the signature scheme is not unique. If |G| < 2f, G is the union
of two disjoint sets A and B of size less than f + 1 each. From Lemma [§]
Amsg, k. ki, kO kD Ry, ke S(msg k.. ko, kY. k) = o,
S(msg, ]411, JSPP k'i—l, ]41;6, ki+1, ey k‘M) = 02, and 01 75 02

Consider the following executions, where message msg is being signed. In all
executions, the value of K is k; for j # 1.

— (Exec ) The symmetric key value for K; is k&. All servers behave correctly.
The resulting signature value is o;.

— (Exec o) The symmetric key value for K; is k. Servers not in B behave
correctly. Servers in B set the value of K; to be kf instead of kf*. The
resulting signature value is also o1 because the signature scheme is unique
and tolerates up to f Byzantine failures and |B| < f.

— (Exec ) The symmetric key value for K is kf . All servers behave correctly.
The resulting signature value is os.
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— (Exec (') The symmetric key value for K; is kf . Servers not in A behave
correctly. Servers in A set the value of K; to be k{ instead of kf . The
resulting signature value is also o2 because the signature scheme is unique
and tolerates up to f Byzantine failures and |A| < f.

Executions o/ and 3’ only differ in the identities of the faulty servers and are
otherwise indistinguishable to servers not in G and to clients. It follows that the
same signature value should be calculated in both cases, contradicting the fact
that g1 75 g92.

Lemma 10 (Faulty servers do not know some key). For every set of f
servers, there exists a secret key K; that no server in the set knows.

Proof. If a given set of f servers has access to all the M secret keys, then, if all
the elements of the set are faulty, they can generate signatures for messages that
were not signed by the signer, violating validity.

We can now use a counting-argument to establish a lower bound on the number
of keys required by a MAC-based unique signature implementation [16].

Theorem 4. The number of keys used by any MAC-based implementation of a
unique signature scheme is > (?)/("_(foﬂ))

It follows that for n = 3f + 1, the unique signature implementation described
in Section is optimal. In general, if the fraction of faulty nodes % > %, for
k > 3, then the number of MACs required is at least (£5)7.
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Abstract. This paper addresses the following question: what is the
minimum-sized synchronous window needed to solve consensus in an oth-
erwise asynchronous system? In answer to this question, we present the
first optimally-resilient algorithm ASAP that solves consensus as soon
as possible in an eventually synchronous system, i.e., a system that from
some time GST onwards, delivers messages in a timely fashion. ASAP
guarantees that, in an execution with at most f failures, every process
decides no later than round GST + f + 2, which is optimal.

1 Introduction

The problem of consensus, first introduced in 1980 [25[22], is defined as follows:

Definition 1 (Consensus). Given n processes, at most t of which may crash:
each process p; begins with initial value v; and can decide on an output satisfying:
(1) Agreement: every process decides the same value; (2) Validity: if a process
decides v, then v is some process’s initial value; (3) Termination: every correct
process eventually decides.

In a seminal paper [I0], Dwork et al. introduce the idea of eventual synchrony
in order to cirumvent the asynchronous impossibility of consensus [I1]. They
study an asynchronous system in which, after some unknown time GST (global
stabilization time), messages are delivered within a bounded time. They show
that consensus can be solved in this case if and only if n > 2t + 1.

Protocols designed for the eventually synchronous model are appealing as they
tolerate arbitrary periods of asynchrony: in this sense, they are “indulgent” [13].
Such protocols are particularly suited to existing distributed systems, which are
indeed synchronous most of the time, but might sometimes experience periods of
asynchrony. In practice, the system need not be permanently synchronous after
GST; it is necessary only that there be a sufficienly big window of synchrony for
consensus to complete.

This leads to the following natural question: For how long does the system need
to be synchronous to solve consensus? In other words, how fast can processes
decide in an eventually synchronous system after the network stabilizes? The
algorithm presented in [T0] guarantees that every process decides within 4(n+1)
rounds of GST, i.e., the required window of synchrony is of length 4(n + 1). On
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the other hand, in [7], Dutta and Guerraoui show that, in the worst case, at
least ¢ + 2 synchronous rounds of communication are needed. They also present
an algorithm for ¢ < n/3 that matches this lower bound, but they leave open
the question of whether there is an optimally resilient algorithm that decides in
any synchronous window of size ¢ + 2. In this paper, we once and for all resolve
this question by demonstrating a consensus algorithm that guarantees a decision
within ¢ + 2 rounds of GST.

Early decision. Even though, in the worst case, at least ¢ + 2 synchronous
rounds are needed to solve consensus, in some executions it it is possible to
decide faster. Lamport and Fisher [21] showed that, in a synchronous system, if
an execution has at most f < ¢ failures, it is possible to decide in f + 2 rounds.
Dolev, Reischuk, and Strong [B] showed that this bound was optimal. It has
remained an open question as to whether there is an optimally resilient early
deciding protocol for eventually synchronous systems.

Intuitively, eventual synchrony requires one additional round: t+1 synchronous
rounds to compute the decision, and one additional round to determine that the
execution was, in fact, synchronous. Similarly, early-deciding algorithms require
one additional round: f + 1 synchronous rounds to compute the decision, and one
round to determine that there were only f failures. Thus, the question at hand is
whether these rounds can be merged: can we verify in just one round both that
the execution was synchronous and that there were only f failures? The algorithm
presented in this paper achieves exactly that feat, terminating within f 42 rounds
after GST in an execution with at most f failures.

Results. In this paper, we present the ASAP algorithm which solves consensus
and ensures the following properties: (1) Optimal resilience: ASAP can tolerate
up to t < n/2 crash failures; notice that no consensus algorithm can tolerate
> n/2 failures in an eventually synchronous system. (2) Farly deciding: in every
execution with at most f < ¢ failures, every process decides no later than round
GST + f + 2; again, notice that this is optimal.

Key ideas. The ASAP algorithm consists of three main mechanisms. The first
mechanism is responsible for computing a value that is safe to decide; specifically,
each process maintains an estimate, which is updated in every round based
on the messages it receives. The second mechanism is responsible for detecting
asynchrony; processes maintain (and share) a log of active and failed processes
which helps to discover when asynchronies have occurred. Finally, the third
mechanism is responsible for determining when it is safe to decide; specifically,
a process decides when it has: (1) observed < f failures for some f < ¢; (2)
observed at least f + 2 consecutive synchronous rounds; and (3) observed at
least two consecutive rounds in which no process appears to have failed. The
ASAP algorithm combines these mechanisms within a full information protocol,
meaning that in each round, each process sends its entire state to every other
process. (Optimizing the message complexity is out of the scope of this paper.)

Perhaps the key innovation in the ASAP algorithm is the mechanism by
which a process updates its estimate of the decision value. We begin with the
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naive approach (as in [24]) in which each process adopts the minimum estimate
received in each round. In a synchronous execution with at most f <t failures,
this guarantees that every process has the same estimate no later than round
f + 1. We augment this simple approach (generalizing on [7]) by prioritizing an
estimate from a process that is about to decide. Moreover, we break ties among
processes about to decide by giving priority to processes that have observed
more consecutive synchronous rounds. This helps to ensure that if a process
does, in fact, decide, then every process has adopted its estimate. This same
prioritization scheme, however, poses a problem when a process that has been
given priority (since it is about to decide), finally does not decide (due to a newly
detected asynchrony). To resolve this issue, we sometimes waive the priority on
an estimate: when a process p; receives an estimate from another process p;
that is about to decide, p; examines the messages it has received to determine
whether or not p; (or any process that has received p;’s message) can decide. If
p; can prove that process p; does not decide, then p; can treat the estimate from
process p; with normal priority. Otherwise, if p; cannot be certain as to whether
p; will or will not decide, p; makes the conservative decision and prioritizes the
estimate from p;. This notion of selective prioritization is at the heart of our
ASAP algorithm, and may be of use in other contexts, such as k-set agreement
and Byzantine agreement.

2 Related Work

Beginning with Dwork et al. [I0], a variety of different models have been used to
express eventual synchrony, including failure detectors [3l4] and round-by-round
failure detectors (RRFD) [I2]. These approaches have led to the concept of indul-
gent algorithms [7,[I3}[T4]—algorithms that tolerate unreliable failure detectors,
expressed in the RRFD model. More recently, Keidar and Shraer [I7,[18] intro-
duced GIRAF, a framework that extends the assumptions of RRFD.

An important line of research has approached the question we address in this
paper in a different manner, asking how fast consensus can terminate if there are
no further failures after the system stabilizes. Keidar, Guerraoui and Dutta [§]
show that at least 3 rounds are needed after the system stabilizes and failures
cease, and they present a matching algorithnﬂ. Two further papers [T7[I8] also
investigate the performance of consensus algorithms under relaxed timeliness
and failure detector assumptions after stabilization.

Paxos-like algorithms that depend on a leader form another class of algorithms
in this line of research. Work in [19/23] and [I2] minimizes the number of “stable”
synchronous communication rounds after a correct leader is elected that are

! Tt may appear surprising that we can decide within f 42 rounds of GST, as [§] shows
that it is impossible to decide sooner than three rounds after failures cease. Indeed,
a typical adversarial scenario might involve failing one processor per round during
the interval [GST + 1, GST + f], resulting in a decision within two rounds of failures
ceasing. However, this is not a contradiction as these are worst-case executions in
which our algorithm does not decide until 3 rounds after failure cease.
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needed to reach agreement, matching lower bounds in [20] and [I6], respectively.
A related algorithm is presented in [9], which guarantees termination within
17 message delays after stabilization, for the case where no failures occur after
stabilization. In fact, it is conjectured there that a bound of O(f) rounds is
possible in the case where f failures occur after stabilization. Our paper resolves
this conjecture in the affirmative.

Note that our approach to network stabilization differs from both of these
previous approaches in that it focuses only on the behavior of the network,
independent of failures or leader election.

Finally, Guerraoui and Dutta [6,[7] have investigated the possibility of early-
deciding consensus for eventual synchrony and have obtained a tight lower bound
of f + 2 rounds for executions with f < ¢ failures, even if the system is initially
synchronous. They also present an algorithm for the special case where t < n/3
(not optimally resilient) that solves consensus in executions with at most f
failures within f + 2 rounds of GST, leaving open the question of an optimally
resilient consensus algorithm, which we address in this paper.

3 Model

We consider n deterministic processes II = {p1,...,pn}, of which up to t < n/2
may fail by crashing. The processes communicate via an eventually synchronous
message-passing network, modeled much as in [7L[10,17]: time is divided into
rounds; however, there is no assumption that every message broadcast in a round
is also delivered in that round. Instead, we assume only that if all non-failed
processes broadcast a message in some round r, then each process receives at
least n — t messages in that round . We assume that the network is eventually
synchronous: there is some round GST after which every message sent by a
non-failed process is delivered in the round in which it is sent.

4 The ASAP Consensus Algorithm

In this section, we present an optimally-resilient early-deciding consensus algo-
rithm for the eventually-synchronous model that tolerates ¢ < n/2 failures and
terminates within f + 2 rounds of GST, where f < t is the actual number of
failures. The pseudocode for ASAP can be found in Figures [l and

4.1 High-Level Overview

The ASAP algorithm builds on the idea of estimate flooding from the classi-
cal synchronous “FloodSet” algorithm (e.g., [24]) and on the idea of detecting
asynchronous behavior introduced by the “indulgent” A; o algorithm of [1].

2 A simple way to implement this would be for each node to delay its round r + 1
message until at least n — ¢ round r messages have been received, and ignoring
messages from previous rounds; however, this affects the early-deciding properties of
the algorithm, as a correct process can be delayed by asynchronous rounds in which
it does not receive n — t messages.
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Each process maintains an estimate, along with other state, including: for each
round, a set of (seemingly) active processes and a set of (seemingly) failed pro-
cesses; a flag indicating whether the process is ready to decide; and an indicator
for each round as to whether it appears synchronous. At the beginning of each
round, processes send their entire state to every other process; ASAP is a full-
information protocol. Processes then update their state and try to decide, before
continuing to the next round. We briefly discuss the three main components of
the algorithm:

Asynchrony Detection. Processes detect asynchrony by analyzing the mes-
sages received in preceeding rounds. Round r is marked as asynchronous by a
process p if p learns that a process ¢ is alive in a round 7’ > r, even though it be-
lieves q to have failed in round r. Notice that a process p may learn that process
q is still alive either directly—Dby receiving a message from g—or indirectly—Dby
receiving a message from a third process that believes ¢ to be alive. The same
holds for determining which processes have failed. Thus, a process merges its
view with the views of all processes from which it has received messages in a
round, maximizing the amount of information used for detecting asynchrony.

Decision. A process can decide only when it is certain that every other process
has adopted the same estimate. There are two steps associated with coming to
a decision. If a process has observed [ failures, and the previous f + 1 rounds
are perceived as synchronous, then it sets a “ready to decide” flag to true. A
process can decide in the following round under the following circumstances: (i)
it has observed f failures; (ii) the last f + 2 rounds appear synchronous; and
(iii) there are no new failures observed in the last two rounds. Once a process
decides, it continues to participate, informing other processes of the decision.

Updating the Estimate. The procedure for updating the estimate is the key
to the algorithm. Consider first the simple rule used by the classic synchronous
consensus protocol, where each process adopts the minimum estimate received in
every round. This fails in the context of eventual synchrony since a “slow” process
may maintain the minimum estimate even though, due to network delays, it is
unable to send or receive messages; this slow process can disrupt later decisions
and even cause a decision that violates safety. A natural improvement, which
generalizes the approach used in [7], is to prioritize the estimate of a process
that is about to decide. Notice that if a process is about to decide, then it
believes that it has seen at least one failure-free synchronous round, and hence
its estimate should be the minimum estimate in the system. However, this too
fails, as there are situations where a process has a synchronous view of f + 1
rounds with f failures without necessarily holding the smallest estimate in the
system. Thus, we award higher priority to messages from processes that are
ready to decide, but allow processes to de-prioritize such estimates if they can
prove that no process decides after receiving that estimate in the current round.

3 Note that, throughout this paper, we use terms like “knowledge” and “belief” in
their colloquial sense, not in the knowledge-theoretical sense of [15].
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procedure propose(v;);
begin

1
2
3 est; < v;; 1y < 1; msgSet; «— 0; sFlag; «— false
4 Active; « []; Failed; «— []; AsynchRound; < [ ]
5 while true do
6 send( est;, ri, sFlag;, Active;, Failed;, AsynchRound;, decide; ) to all
7 wait until received messages for round r;
8 msgSet;[r;] < messages that p; receives in round r;
9 Active;[r;] < processes from which p; gets messages in round r;
10 Failed;[r;] < II \ Active;[r;]
11 f «— |Failed;[r;]|
12 updateState() /* Update the state of p; based on messages received */
13 if (checkDecisionCondition() = false) then
14 est; < getEstimate()
15 if (sCount; > f+ 1) then sFlag; = true
16 else sFlag; = false
17 end
18 ri — 1 +1
19 end
20 end

Fig. 1. The ASAP algorithm, at process p;

It remains to describe how a process p can prove that no process decides upon
receiving ¢’s message. Consider some process s that decides upon receiving ¢’s
message. If p can identify a process that is believed by ¢ to be alive and which
does not support the decision being announced by ¢, then p can be certain that s
will not decide: either s receives a message from the non-supporting process and
cannot decide, or s does not receive its message and thus observes a new failure,
which prevents s from deciding. Thus, a sufficient condition for discarding ¢’s flag
is the existence of a third process that: (i) ¢ considers to be alive in the previous
round, and (ii) receives a set of messages other than ¢’s in r — 1 (Proposition [).
Although this condition does not ensure that p discards all flags that do not lead
to decision, it is enough for ASAP to guarantee agreement.

4.2 Detailed Description

We now describe the pseudocode in Figures[[land 2l When consensus is initiated,
each process invokes procedure propose() (see Figure [I]) with its initial value. A
decision is reached at process p; when decide; is first set to true; the decision is
stored in est;. (For simplicity, the algorithm does not terminate after a decision;
in reality, only one further round is needed.)

State Variables. A process p; maintains the following state variables: (a) r; is
the current round number, initially 1. (b) est; is p;’s estimate at the end of round
ri. (c) Active;[] is an array of sets of processes. For each round ' < r;, Active;[r']
contains the processes that p; believes to have sent at least one message in round
r’. (d) Failed;[] is an array of sets of processes. For each round " < r;, Failed;[r']
contains the processes that p; believes to have failed in round 7. (e) msgSet; is
the set of messages that p; receives in round r;. (f) AsynchRound;[] is an array
of flags (booleans). For each round 7’ < r;, AsynchRound,[r'] = true means that
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r’ is seen as asynchronous in p;’s view at round r;. (g) sCount; is an integer
denoting the number of consecutive synchronous rounds p; sees at the end of r;.
More precisely, if sCount; = x, then rounds in the interval [r; — z + 1,7;] are
seen as synchronous by p; at the end of round r;. (h) sFlag, is a flag that is set
to true if p; is ready to decide in the next round. (i) decided; is a flag that is set
to true if process p; has decided.

Main algorithm. We now describe ASAP in more detail. We begin by outlining
the structure of each round (linesBHIE] Figure[). Each round begins when p; broad-
casts its current estimate, together with its other state, to every process (line[d);
it then receives messages for round r; (line[7)). Process p; stores these messages in
msgSet, (line[), and updates Active;[r;] and Failed;[r;] (lines QHIT]).

Next, p; calls the updateState() procedure (line [[2)), which merges the newly
received information into the current state. It also updates the designation of
which rounds appear synchronous. At this point, checkDecisionCondition is called
(line [I3)) to see if a decision is possible. If so, then the round is complete. Oth-
erwise, it continues to update the estimate (line [[4)), and to update its sFlag,
(line [[GHIG). Finally, process p; updates the round counter (line [[8), and pro-
ceeds to the next round.

Procedure updateState(). The goal of the updateState() procedure is to
merge the information received during the round into the existing Active and
Failed sets, as well as updating the AsynchRound flag for each round. More
specifically, for every message received by process p; from some process p;, for
every round 7’ < r;: process p; merges the received set msg ;. Active;[r'] with its
current set Active;[r']. The same procedure is carried out for the Failed sets.
(See lines of updateState(), Figure [2).

The second part of the updateState procedure updates the AsynchRound flag
for each round. For all rounds r" < r;, p; recalculates AsynchRound;[r'], marking
whether / is asynchronous in its view at round r; (lines QHI4]). Notice that a
round r is seen as asynchronous if some process in Failed;[r] is discovered to also
exist in the set Active;[k] for some k > r, i.e., the process did not actually fail in
round 7, as previously suspected. Finally, p; updates sCount;, with the number
of previous consecutive rounds that p; sees as synchronous (line [IH]).

Procedure checkDecisionCondition(). There are two conditions under which
p; decides. The first is straightforward: if p; receives a message from another pro-
cess that has already decided, then it too can decide (linesBHG). Otherwise, process
p; decides at the end of round 74 if: (i) p; has seen < f failures; (ii) p; observes
at least f 4 2 consecutive synchronous rounds; and (iii) the last two rounds ap-
pear failure-free, i.e. Active;[rq] = Active;[rq — 1] (line B)). Notice that the size
of Failed;[r;] captures the number of failures that p; has observed, and sCount;
captures the number of consecutive synchronous rounds.

Procedure getEstimate(). The getEstimate() procedure is the key to the
workings of the algorithm. The procedure begins by identifying a set of pro-
cesses that have raised their flags, i.e., that are “ready to decide” (lines BHZ).
The next portion of the procedure (lines[BHI3)) is dedicated to determining which
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of these flagged messages to prioritize, and which of these flags should be “dis-
carded,” i.e., treated with normal priority. Fix some process p; whose message is
being considered. Process p; first calculates which processes have a view that is
incompatible with the view of p; (line [d); specifically, these processes received a
different set of messages in round r; — 1 from process p;. None of these processes
can support a decision by any process that receives a message from p;.

Next p; fixes f; to be the number of failures observed by process p; (line[f]), and
determines that p;’s flag should be waived if the union of the “non-supporting”
processes and the failed processes is at least f; + 1 (line §). In particular, this
implies that if a process p, receives p;’s message, then one of three events occurs:
(i) process p, receives a non-supporing message; (ii) process p, receives a message
from a process that was failed by p;; or (iii) process ps observes at least f; + 1
failures. In all three cases, process ps cannot decide. Thus it is safe for p; to
waive p;’s flag and treat its message with normal priority (lines OHIT]).

At the end of this discard process, p; chooses an estimate from among the
remaining flagged messages, if any such messages exist (lines [[4HI9). Specifically,
it chooses the minimum estimate from among the processes that have a maximal
sCount, i.e., it prioritizes processes that have seen more synchronous rounds.
Otherwise, if there are no remaining flagged messages, p; chooses the minimum
estimate that it has received (line [Ig]).

5 Proof of Correctness

In this section, we prove that ASAP satisfies validity, termination and agree-
ment. Validity is easily verified (see, for example, Proposition ), so we focus on
termination and agreement.

5.1 Definitions and Properties

We begin with a few definitions. Throughout, we denote the round in which
a variable is referenced by a superscript: for example, est] is the estimate of
p; at the end of round r. First, we say that a process perceives round r to be
asynchronous if it later receives a message from a process that it believes to have
failed in round r.

Definition 2 (Synchronous Rounds). Given p; € IT and rounds r,r,, we say
that round r is asynchronous in p;’s view at round r, if and only if there exists
round r’ such that r < r' < r, and Active;"[r'| N Failed;"[r] # 0. Otherwise,
round r is synchronous in p;’s view at round r,,.

A process perceives a round r as failure-free if it sees the same set of processes
as alive in rounds r and r + 1.

Definition 3 (Failure-free Rounds). Given p; € II and rounds r,r,, we
say that round r < r, is failure-free in p;’s view at round r, if and only if
Active”[r] = Active,*[r + 1].
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1 procedure updateState()
2 begin
3 for every msg; € msgSet;[r;] do
/* Merge newly received information */
4 for round r from 1 to r; — 1 do
5 Active;[r] < msg ;. Active;[r] U Active;[r]
6 Failed;[r] < msg;.Failed;[r] U Failed;[r]
7 end
8 end
9 for round r from 1 to r; — 1 do
/* Update AsynchRound flag */
10 AsynchRound;[r] < false
11 for round k from r + 1 to r; do
12 | if (Active;[k] N Failed;[r] # 0) then AsynchRound;[r] < true
13 end
14 end
15 sCount; «+ maxy(Vr; — £ < r’' < r;, AsynchRound;[r'] = true)
16 end
1 procedure checkDecisionCondition()
2 begin
3 if dmsg, € msgSet; s.t. msg, .decided, = true then
4 decide; < true
5 est; «— msg,.estp
6 return decide;
7 end
/* If the previous f + 2 rounds are synchronous with at most f failures */
8 if (sCount > |Failed;[r;]| + 2) and (Active;[r;] = Active;[r; — 1]) then
9 decide; < true
10 return decide;
11 end
12 end
1 procedure getEstimate()
2 begin
3 flagProcSet; «— {p; € Active;[r;]| msg;.sFlag; = true}
4 flagMsgSet; — {msg; € msgSet; | msg;.sFlag; = true}
/* Try to waive the priority on flagged messages. */
5 for p; € flagProcSet; do
/* Find the set of processes that disagree with p;’s view. */
6 nonSupport! — {p € Active;[r;] : msgp.Activep[r; — 1] # msg;. Active;[r; — 1]}
7 fi < |msg;.Failed;[r; — 1]|
8 if (JnonSupport? U Failed;[r; — 1]| > f; + 1) then
9 msg;.sFlag;[r; — 1] « false
10 flagMsgSet; — flagMsgSet,; \ {msg;}
11 flagProcSet; < flagProcSet; \ {p;}
12 end
13 end
/* Adopt the min estimate of max priority; higher sCount has priority. */
14 if (flagMsgSet, # 0) then
/* The set of processes that have the highest sCount */
15 highPrSet — {p; € ﬁanggSeti|msgj.sCountj = maXy, cflagMsgSet; (sCount;)}
16 est < ming; enignprse (est;)
17 else
18 est «— minijmaySeLi (EStj)
19 end
20 return est
21 end

Fig. 2. ASAP procedures
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Note that, by convention, if a process p,, completes round r but takes no steps
in round r + 1, p,, is considered to have failed in round r. We now state two
simple, yet fundamental properties of ASAP:

Proposition 1 (Uniformity). If processes p; and p; receive the same set of
messages in round r, then they adopt the same estimate at the end of round r.

Proposition 2 (Estimate Validity). If all processes alive at the beginning of
round r have estimate v, then all processes alive at the beginning of round r + 1
will have estimate v.

These properties imply that if the system remains in a bivalent state (in the sense
of [I1]), then a failure or asynchrony has to have occured in that round. Propo-
sition [7] combines these properties with the asynchrony-detection mechanism to
show that processes with synchronous views and distinct estimates necessarily
see a failure for every round that they perceive as synchronous.

5.2 Termination

In this section, we show that every correct process decides by round GST + f+2,
as long as there are no more than f < ¢ failures. Recall that a process decides
when there are two consecutive rounds in which it perceives no failures. By the
pigeonhole principle, it is easy to see that there must be (at least) two failure-free
rounds during the interval [GST + 1, GST + f + 2]; unfortunately, these rounds
need not be consecutive. Even so, we can show that at least one correct node
must perceive two consecutive rounds in this interval as failure-free.

We begin by fixing an execution a with at most f failures, and fixing GST
to be the round after which « is synchronous. We now identify two failure-free
rounds in the interval [GST+1, GST+ f+2] such that in the intervening rounds,
there is precisely one failure per round.

Proposition 3. There exists a round rqg > GST and a round r¢ > o such that:
(a) re < GST + [+ 2; (b) rounds ro and r¢ are both failure free; (c) for every
r:rg <1 <1y, there is exactly one process that fails in r; and (d) Vi > 0 such
that ro + 1 < r¢, there are no more than (ro +1i) — GST — 1 failures by the end
of round ro + 1.

The claim follows from a simple counting argument. Now, fix rounds rg and 7y
that satisfy PropositionBl For every ¢ < £: denote by r; the round ro +1; let ¢; be
the process that fails in round r;; let ¢ = L. Let S; be the set of processes that
are not failed at the beginning of round r;. We now show that, for every round
r in the interval [r,7r¢_1], if a process in S, receives a message from g, then it
decides at the end of round r. This implies that either every process decides by
the end of r¢, or, for all rounds 7, no process in S, receives a message from ¢,

Lemma 1. Assume rg+ 1 < rp, and some process in Sy does not decide by the
end of rg. Then Vi :0 < i <¥:

(i) For every process p € Sit1 \ {qit+1}, process p does not receive a message
from q; in round r;.
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(i) If process qiv+1 # L receives a message from q; in round r;, then process qi+1
decides at the end of ;.

We can now complete the proof of termination:

Theorem 1 (Termination). Every correct process decides by the end of round
GST + f +2.

Proof (sketch). If 1o+ 1 = 7y, then it is easy to see that every process decides by
the end of ry, since there are two consecutive failure-free rounds. Otherwise, we
conclude by Lemma [I] that none of the processes in Sy receive a message from
ge—1 in round ry_;. Thus every process receives messages from Sy_1 \ {qe—1}
both in rounds ry—1 and 7p, which implies that they decide by the end of 7.

5.3 Agreement

In this section, we prove that no two processes decide on distinct values. Our
strategy is to show that once a process decides, all non-failed processes adopt
the decision value at the end of the decision round (Lemmal[2). Thus, no decision
on another value is possible in subsequent rounds.

Synchronous Views. The key result in this section is Proposition [l which
shows that in executions perceived as synchronous, there is at least one (per-
ceived) failure per round. The idea behind the first preliminary proposition is
that if an estimate is held by some process at round r, then there exists at least
one process which “carries” it for every previous round.

Proposition 4 (Carriers). Letr > 0 andp € II. If p has estimate v at the end
of round r, then for all rounds 0 < ' <, there exists a process " € Activey[r']
such that est . [r' — 1] = v.

Next, we prove that processes with synchronous views see the same information,
with a delay of one round. This follows from the fact that processes communicate
with a majority in every round.

Proposition 5 (View Consistency). Given processes p; andp; that see rounds
ro+1,...,70 + £+ 1 as synchronous: ¥r € [ro + 1,70 + {], Active! ™ r +1] C
Acti@e;""‘“l [r].

The next proposition shows that if a process observes two consecutive syn-
chronous rounds r and r + 1 with the same set of active processes S, then
all processes in S receive the same set of messages during round 7.

Proposition 6. Let r,r. be two rounds such that r. > r. Let p be a process that
sees round v as synchronous from round .. If Active,®[r] = Active,®[r +1], then
all processes in Active,®[r] receive the same set of messages in round r.

The next proposition is the culmination of this section, and shows that in periods
of perceived synchrony, the amount of asynchrony in the system is limited. It
captures the intuition that at least one process fails in each round in order to
maintain more than one estimate in the system. Recall, this is the key argument
for solving consensus in a synchronous environment.
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Proposition 7. Given processes p;,p; that see roundsro +1,...,79 +{+1 as
synchronous and adopt distinct estimates at the end of round ro + ¢+ 1, then for
all 7 € [ro + 1,70 + £, | Active> ™ r +1)| < |Activel> ™ [r]].

Proof (sketch). We proceed by contradiction: assume there exists a round r €

[ro+ 1,70+ {] such that Activel* ™ [r+1] = Active> ™" [r]. This implies that

i
o] received the same set of messages in round 7 by

Proposition Bl Proposition [ then implies that all processes in Active® ™ [r]

have adopted the same estimate at the end of round r, that is, they have adopted
e St:O+e+1.

Proposition @ implies that there exists a process p € Active;”“'l [r + 1] that
adopts estimate est?””l at the end of r. By the above, this process is not in
Activel* T [r]. This, together with the fact that est[oTT! £ est;(’*'e'*'1 implies

that p € Active;”“l[r + 1]\ Activel* ™ 7], which contradicts Proposition

all processes in Active

Decision Condition. In this section, we examine under which conditions a
process may decide, and under what conditions a process may not decide. These
propositions are critical to establishing the effectiveness of the estimate-priority
mechanism. The following proposition shows that every decision is “supported”
by a majority of processes with the same estimate. Furthermore, these processes
have a synchronous view of the previous rounds.

Proposition 8. Assume process pgq decides on vq at the end of ro+ f+2, seeing
[ +2 synchronous rounds and f failures (line[Il of checkDecisionCondition). Let
S := Activel? M2 rg + f 4 2]. Then:

(i) For all p € S, Activel> 2 rg + f+1] = S and esto T/ = vg.
(ii) At the end of 1o+ f +1, processes in S see rounds ro+1,r0+2,...,70+ f+1
as synchronous rounds in which at most [ failures occur.

The proposition follows from a careful examination of the decision condition.
Next, we analyze a sufficient condition to ensure that a process does not decide,
which is the basis for the flag-discard rule:

Proposition 9. Let p be a process with sFlag = true at the end of round r > 0.
If there exists a process q such that q € Activey[r] and Activey[r] # Activey[r],
then no process that receives p’s message in round r + 1 decides at the end of
round r + 1.

Notice that if a process receives a message from p and not from ¢, then it sees ¢
as failed; otherwise, if it receives a message from both, it sees a failure in »—1. In
neither case can the process decide. The last proposition is a technical result that
bounds a process’s estimate in rounds in which it receives a flagged estimate:

Proposition 10. Let 7 > 0 and p € II. Let flagProcSet; be the set of pro-
cesses in Active;[r] with sFlag = true. Assume flagProcSet;, is non-empty,
and let q be a process such that, Vs € flagProc‘S’et;,estZ*1 <est'™! also q ¢

Failed.~'[r—1] and p receives a message from q in round r. Then est,, < estgfl.
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Safety. We now prove the key lemma which shows that if some process decides,
then every other non-failed process has adopted the same estimate. The first
part of the proof uses Propositions [{ and [1 to determine precisely the set of
processes that remain active just prior to the decision, relying on the fact that
there must be one new failure per round. The remainder of the proof carefully
examines the behavior in the final two rounds prior to the decision; we show
that in these rounds, every process must adopt the same estimate. This analysis
depends critically on the mechanism for prioritizing estimates, and thus relies
on Proposition

Lemma 2 (Safety). Let rq be the first round in which a decision occurs. If
process pq decides on value v in round rq, then every non-failed process adopts
v at the end of round rq.

Proof (sketch). Assume for the sake of contradiction that there exists a process
q such that estg? = u # v. Fix f to be the number of failures observed by process
pa and fix round 79 > 0 such that rqy = rg + f 4+ 2. The case where f € {0,1}
needs to be handled separately; in the following, we assume that f > 1.

Since pg decides at the end of ro+ f +2, Proposition [ implies that there exists
a support set S of at least n— f processes such that p, receives a message in round
ro + f + 2 from all processes in S, and Vp € S, Active;°+f+1[ro +f+1] =S5
Furthermore, processes in S have sCount > f 4+ 1 and est = v at the end of
ro + f + 1. Since process q receives at least n — ¢ messages in round rog + f + 2,
it necessarily receives a message from a process in S. Denote this process by p;.
We make the following claim:

Claim. Process g receives a message from some process p; in round ro + f +1
such that est; = u, p; ¢ S, sFlag; = true and sCount; > f + 1.

The claim follows from the observation that ¢ cannot discard p;’s flag (as per
Proposition[d), therefore there has to exist a process p; with estimate v and flag
set with priority at least as high as p;’s. Hence, at the end of round o+ f+ 1 we
have two processes p; and p; that see rounds ro+1,...,79+ f +1 as synchronous
and adopt distinct estimates. This leads to the following claim:

Claim. For every process p € SU{p;}, Active;°+f+1[ro + f1=SU{p;}.

In particular, Proposition[7limplies that p; sees one failure per round, and hence
|Active§°+f+1[ro + f]l <n— f+1. Since Activel* ™ T [rg + f +1] = S, Propo-
sition Bl implies that SU{p;} C Active;ﬁfﬂ[ro + f]. Since p; ¢ S, we conclude
that SU {p;} = Active;°+f+1[7“o + f]. A similar argument yields that, for all
p € S, Active;> ™ rg + f] = S U {p;}.

In the remaining portion of the proof, we show that no process in S U {p;}
adopts estimate max(u, v) at the end of ro+ f+1, which leads to a contradiction.
Let m := min(u,v) and M := max(u,v). Proposition Ml ensures that there exist
processes P,y € SU {p;} such that est’0*/~! = m and est?v(ff_l = M. Let
fi= |Failed;°+f+1[r0 + f + 1]|. We can then conclude:
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Claim. There exists a set S” of at least n — f; — 1 processes in S such that every
process in S U {p;} receives messages from S’ in round 79 + f + 1 and processes
in S" have est™tf < min(u,v).

To see this, notice that process p; receives exactly n — f; messages in round
ro + f + 1; one of these messages must have been sent by p; itself, while the
remaining n — f; — 1 of these messages were sent by processes in S. We denote
these processes by S’. Notice that the processes in S’ are not considered failed
by other processes in S in round 79 + f + 1 since they support pg’s decision in
round rg + f + 2. It follows that the processes in S” have received messages from
every process in S U {p;} in round ry + f. With some careful analysis, we can
apply Proposition [[0 to conclude that for all s € S’, est™+/ < m, from which
the claim follows. Finally, we show that, because of S’, no process in S U {p,}
can adopt M at the end of ro + f + 1, which contradicts the existence of either
p; or pj, concluding the proof.

Claim. For every process p in S'U {p;}, estrot/+1 <m,

This follows because every process p in S receives a message from a process s € S’
in round ro + f + 1, and no other process in S could have failed s in ¢ + f; thus
we can again apply Proposition [I0 to conclude that est;f’*f 1 <estlotf < m,
and the claim follows, which concludes the proof of Lemma

We can now complete the proof of agreement:
Theorem 2 (Agreement). No two processes decide on different estimates.

Proof (sketch). Let rq be the first round in which a decision occurs. Since major-
ity support is needed for a decision (see Proposition[]), all processes deciding in
rq decide on the same value. Lemma [2] shows that all processes adopt the same
estimate at the end of 4, and by Proposition 2] no other value is later decided.

6 Conclusions and Future Work

We have demonstrated an optimally-resilient consensus protocol for the eventu-
ally synchronous model that decides as soon as possible, i.e., within f+ 2 rounds
of GST in every execution with at most f failures. It remains an interesting
question for future work as to whether these techniques can be extended to k-
set agreement and Byzantine agreement. In particular, it seems possible that
the mechanism for assigning priorities to estimates based on what a process can
prove about the system may be useful in both of these contexts. Indeed, there
may be interesting connections between this technique and the knowledge-based

approach (see, e.g., [I5]).
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Abstract. We investigate the computability of distributed tasks in re-
liable anonymous networks with arbitrary knowledge. More precisely,
we consider tasks computable with local termination, i.e., a node knows
when to stop to participate in a distributed algorithm, even though the
algorithm is not necessarily terminated elsewhere. We also study weak
local termination, that is when a node knows its final value but con-
tinues to execute the distributed algorithm, usually in order to provide
information to other nodes.

We give the first characterization of distributed tasks that can be
computed with weak local termination and we present a new characteri-
zation of tasks computed with local termination. For both terminations,
we also characterize tasks computable by polynomial algorithms.

1 Introduction

We investigate the computability of distributed tasks in reliable anonymous net-
works with arbitrary knowledge. Impossibility results in anonymous networks
have been investigated for a long time [Ang80]. Among the notable results are
the ones of Boldi and Vigna [BV99, [BV(1], following works of Angluin
and of Yamashita and Kameda [YK96a, [YK96D|]. In [BV99], a characterization
of what is computable with arbitrary knowledge is presented. In a following pa-
per [BV0I], another characterization is presented but the processes have to know
a bound on the number of nodes in the network. To quote the introduction of
[BV99], “in a sense the whole issue becomes trivial, as one of the main problems
— termination — is factored out a priori”. That’s why we focus in this paper not
only on the way to solve a distributed task, but also on what is exactly at stake
when one talks about termination in a distributed context.

About Terminations of Distributed Algorithms. Contrary to sequential
algorithms, what is the termination of a distributed algorithm is not so intuitively
obvious. If we take a global perspective, termination occurs when there is not
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anything left to do in the network: no message is in transit and no process
can modify its state. But if we are interested in the local point of view of a
node executing a distributed algorithm, it is generally not obvious to detect
when it can stop waiting for incoming messages. And as usual in the local-global
relationship, this is not always possible, or it involves more computation.
Moreover, if we look carefully at what the distributed algorithm is aimed at,
we have to begin to distinguish between the termination of the task we want
to achieve (the associated computed values) and the termination of our tool,
the distributed algorithm. Indeed, a node does not necessarily need to detect
that the algorithm has globally terminated, but it is interesting if it can detect
it has computed its final value (local termination). For example, in the case of
composition of algorithms, or for local garbage collecting purpose, there is, a
priori, no special need to wait that everyone in the network has computed its
final value. One can define a hierarchy of termination for distributed tasks:

— amplicit termination: The algorithm is globally terminated but no node is,
or can be aware of this termination;

— weak local termination: Every node knows when it has its final value, but
does not immediately halt in order to transmit information needed by some
other nodes;

— local termination: Every node knows when it has its final value and stops
participating in the algorithm;

— global termination detection: At least one node knows when every other node
has computed its final value.

Related Works. In the seminal work of Angluin [Ang80], the first impossibility
results for distributed computability in anonymous networks were established.
Using the notion of coverings we also use in this paper, she prove that it is
impossible to elect a leader in a wide class of “symmetric” networks. She also
shows that it is impossible to have a universal termination detection algorithm
for any class of graphs that strictly contains the family of all trees.

Distributed computability on asynchronous anonymous rings have been first
investigated by Attiya, Snir and Warmuth [ASWSS]. They show that any func-
tion can be computed with a quadratic number of messages. Some results have
been presented when processes initially have ids (or inputs) but they are not
assumed to be unique. In this setting, Flocchini et al. consider Elec-
tion and Multiset Sorting. Mavronicolas, Michael and Spirakis present
efficient algorithms for computing functions on some special classes of rings. In
all these works, it is assumed that processes initially know the size of the ring.
In [DP04], Dobrev and Pelc consider Leader Election on a ring assuming the
processes initially know a lower and an upper bound on its size.

Yamashita and Kameda have investigated computability on anonymous arbi-
trary graphs in [YK96a]. They assume either that the topology of the network
or a bound on the size is initially known by the processes. They use the notion of
views to characterize computable functions. In [BV02D], Boldi and Vigna char-
acterize what can be computed in a self-stabilizing way in a synchronous setting.
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This result enables them to characterize what can be computed in anonymous
networks with an implicit termination. This characterization is based on fibra-
tions and coverings, that are some tools we use in this paper. In [BV01], Boldi
and Vigna characterize what can be computed on an anonymous networks with
local termination provided the processes initially know a bound on the size of
the network. This characterization is the same as for implicit termination.

In [BV99], Boldi and Vigna consider tasks computable with local termination
with arbitrary knowledge. Their characterization is based on partial views and is
really different from the one given in [BV01]. As explained by Boldi and Vigna in
[BV99], in all these works (except [BV99]), the processes initially know at least
a bound on the size of the network. In this case, all kinds of terminations are
equivalent: what can be computed with implicit termination can be computed
with global termination detection. In the literature, one can found different al-
gorithms to detect global termination provided that there exists a leader [DS80],
that processes have unique ids [Mat87], or that processes know a bound on the
diameter of the network [SSP85]. A characterization of tasks computable with
global termination detection is presented in [CGMT07].

Our Results. In this regard where termination appears as a natural and key
parameter for unification of distributed computability results — the link made
by Boldi and Vigna in between computability with implicit termination
on anonymous network and self-stabilization is very enlightening —, we present
here two characterizations of computability with local and weak local termina-
tions on asynchronous message passing networks where there is no failure in the
communication system. By considering arbitrary families of labelled graphs, one
can model arbitrary initial knowledge and arbitrary level of anonymity (from
completely anonymous to unique ids).

We characterize the tasks that are computable with weak local termination
(Theorem [5.2)). Such tasks are interesting, because weak local termination is a
good notion to compose distributed algorithms. Indeed, it is not necessary to en-
sure that all processes have terminated executing the first algorithm before start-
ing the second one. We show that the following intuitive idea is necessary and
sufficient for computability with weak local termination: if the k-neighbourhoods
of two processes v, w cannot be distinguished locally, then if v computes its final
value in k steps, w computes the same final value in k steps.

Then, we present a new characterization of the tasks that are computable
with local termination (Theorem B3]). Our characterization is built upon the
one for weak local termination. When we deal with local termination, one has
also to take into account that the subgraph induced by the processes that have
not terminated may become disconnected during the execution. In some cases,
it is impossible to avoid such a situation to occur (see Section [ for examples).

With the results from [CGMT07], we now get characterizations of
computability for each kind of termination we discussed. What is interesting is
that all of them can be expressed using the same combinatorial tools.

Moreover, the complexity of our universal algorithms is better than the
view-based algorithms of Boldi and Vigna and of Yamashita and Kameda that
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necessitate exchanges of messages of exponential size. It enables us to characterize
tasks that are computable with (weak) local termination by polynomial algo-
rithms, i.e., algorithms where for each execution, the number of rounds, the
number and the size of the messages are polynomial in the size of the network.

2 Definitions

The Model. Our model corresponds to the usual asynchronous message passing
model [Tel00, AW04]. A network is represented by a simple connected graph
G where vertices correspond to processes and edges to direct communication
links. The state of each process is represented by a label A(v) associated to
the corresponding vertex v € V(G); we denote by G = (G, \) such a labelled
graph. We assume that each process can distinguish the different edges that are
incident to it, i.e., for each u € V(G) there exists a bijection J, between the
neighbours of v in G and [1,degg(u)] (thus, u knows deg (u)). We denote by ¢
the set of functions {4, | © € V(G)}. The numbers associated by each vertex to
its neigbours are called port-numbers and ¢ is called a port-numbering of G. A
network is a labelled graph G with a port-numbering ¢ and is denoted by (G, ).

Each processor v in the network represents an entity that is capable of per-
forming computation steps, sending messages via some port and receiving any
message via some port that was sent by the corresponding neighbour. We con-
sider asynchronous systems, i.e., each of the steps of execution may take an
unpredictable (but finite) amount of time. Note that we consider only reliable
systems: no fault can occur on processes or communication links. We also assume
that the channels are FIFO, i.e., for each channel, the messages are delivered in
the order they have been sent. In this model, a distributed algorithm is given by a
local algorithm that all processes should execute (note that all the processes have
the same algorithm). A local algorithm consists of a sequence of computation
steps interspersed with instructions to send and to receive messages.

In the paper, we sometimes refer to the synchronous execution of an algo-
rithm. Such an execution is a particular execution of the algorithm that can be
divided in rounds. In each round, each process receives all the messages that
have been sent to it by its neighbours in the previous round; then according to
the information it gets, it can modify its state and send messages to its neigh-
bours before entering the next round. Note that the synchronous execution of
an algorithm is just a special execution of the algorithm and thus it belongs to
the set of asynchronous executions of this algorithm.

Distributed Tasks and Terminations. As mentioned earlier, when we are
interested in computing a task in a distributed way, we have to distinguish what
kind of termination we want to compute the task with. Given a family F of net-
works, a network (G, §) € F and a process v in (G, §), we assume that the state of
v during the execution of any algorithm is of the form (mem(v), out(v), term(v)):
mem(v) is the memory of v, out(v) is its output value and term(v) is a flag in
{TERM, L} mentioning whether v has computed its final value or not. The initial
state of v is (in(v), L, L) where the input in(v) is the label of v in (G, J).
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A distributed task is a couple (F,S) where F is a family of labelled graphs
and S is a vertex-relabelling relation (i.e., if ((G,\),d) S ((G',\),?’), then
G = G" and § = §') such that for every (G,d) € F, there exists (G',9) such
that (G,d) S (G',9). The set F is the domain of the task, S is the specifi-
cation of the task. The classical leader election problem on some family F of
networks is described in our settings by a task (F,S) where for each (G, 0) € F,
(G,0) § (G',9) for any G’ = (G, )N) such that there is a unique v € V(G)
with X (v) = leader. Considering arbitrary families of labelled graphs enables
to represent any initial knowledge: e.g. if the processes initially know the size of
the network, then in the corresponding family F, for each (G,d) € F and each
v € V(G), |[V(GQ)] is a component of the initial label of v.

We say that an algorithm A has an implicit termination on F if for any
execution of A on any graph (G, §) € F, the network reaches a global state where
no messages are in transit and the states of the processes are not modified any
more. Such a global final state is called the final configuration of the execution.

Given a task (F,S), an algorithm A is normalized for (F,S) if A has an
implicit termination on F and in the final configuration of any execution of A
on some (G, 9) € F, for each v € V(G), term(v) = TERM, out(v) is defined and
((G,in),0) S ((G,out),d) (i.e., the output of the algorithm solves the task S).

A task (F,S) is computable with local termination (LT) if there exists a nor-
malized algorithm A for (F,S) such that for each v € V(G), once term(v) =
TERM, (mem(v),out(v),term(v)) is not modified any more. A task (F,S) is
computable with weak local termination (WLT) if there exists a normalized al-
gorithm A for (F,S) such that for each v € V(G), once term(v) = TERM,
(out(v), term(v)) is not modified any more.

For both terminations, one can show that we can restrict ourselves to tasks
where F is recursively enumerable. A vertex v is active if it has not stopped the
execution of the algorithm, i.e., v can still modify the value of mem(v). When we
consider weak local termination, all vertices always remain active, whereas when
we consider local termination, a vertex is active if and only if term(v) # TERM.
If a vertex is not active anymore, we say that it is inactive.

3 Examples of Tasks with Different Kinds of Terminations

We present here three simple examples that demonstrate the hierarchy of ter-
minations. We consider the family F containing all networks ((G,in),d) where
for each vertex v, its input value has the form in(v) = (val(v),d(v)) where
val(v) € N and d(v) € NU{oc}. The specification we are interested in is the fol-
lowing: in the final configuration, for each (G, d) and for each vertex v € V(G),
out(v) = max{val(u) | diste(u, v) < d(v)}fl.

We add some restrictions on the possible initial value for d(v) in order to define
three different tasks. In the general case (no restriction on the values of d(v)),
the task we just described is called the MAXIMUM PROBLEM. If we consider the
same task on the family F’ containing all networks such that for each v € V(G),

! When d(v) = oo, out(v) is the maximum value val(u) on the entire graph.
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Fig. 1. Networks highlighting differences between the different kinds of termination

d(v) # oo, the corresponding task is called the LocAL MaxiMuMm PROBLEM. If
we consider the same task on the family F” containing all networks such that
for each edge {v,w}, |d(v) — d(w)| < 1, then we obtain a different problem that
is called the LocALLY BOUNDED MAXIMUM PROBLEM.

The MaxiMuM PROBLEM can be solved with implicit termination by a flood-
ing algorithm. Suppose now that there exists an algorithm A that can solve the
MaxiMuM PROBLEM with WLT. Consider the synchronous execution of A over
the graph (Cs, d) of Figure [[l where d = co and let r be the number of rounds
of this execution; after r rounds, term(v) = TERM and out(v) = 2, for each
v € V(Cs5). Counsider now the path (Ps,.14,0") on 3r + 4 vertices of Figure [l
where d = dy = oo and vals > 2. After r synchronous rounds over (Ps,.44,9),
vo gets exactly the same information as any v € V(C3) and thus after r rounds,
term(vg) = TERM and out(vg) = 2 whereas the correct output is out(vg) = vals.
Thus A does not solve the MAXIMUM PROBLEM with WLT.

The LocAL MAXIMUM PROBLEM can be solved with weak local termination
by a flooding algorithm running in waves. Suppose now that there exists an al-
gorithm A that can solve the LocAL. MaxiMuM PROBLEM with LT. Consider
the synchronous execution of A over the graph (Cs, d) of Figure [[l where d = 1
and let r be the number of rounds of this execution. Consider now the path
(P3y44,0") of Figure [[l where d = 1, valy > 2 and d; > 2r + 2. After r syn-
chronous rounds on Ps,.14, for the same reasons as before, term(vg) = TERM.
Since vg has stopped before it knows vals and since after vy has stopped, no
information can be transmitted through vg, out(v;) cannot possibly be vals,
but the correct output is out(v;) = wals. Thus A does not solve the LOCAL
MAXIMUM PROBLEM with WLT.

The LocALLY BOUNDED MAXIMUM PROBLEM can be solved with local ter-
mination by the previous wave-based flooding algorithm. Suppose now that there
exists an algorithm A that can solve the LOCALLY BOUNDED MAXIMUM PROB-
LEM with global termination detection. Consider the synchronous execution of
A over the graph (Cs,d) of Figure [l where d = 1 and let r be the number
of rounds of this execution; after r rounds, a vertex v € V(C3) is in a state
S indicating that all processes have computed their final values. Consider now
the path (Pg,.44,0") of Figure [[l where dy = d = 1, valy > 2 and on the path
Vg = wg,w1,...,Wr+1 = v3 between ve and v, for each i € [1,7], d(w;) = 1.
After r synchronous rounds on Ps,.44, for the same reasons as before v is in the
state S indicating that all processes have computed their final values. However,
since dist(vg,v3) = r + 1, after r rounds, the vertex vz does not know the value
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of valy and thus out(vs) cannot possibly be vals. Thus A does not solve the
LocaLry BOUNDED MAXIMUM PROBLEM with global termination detection.

4 Digraphs and Coverings

Labelled Digraphs. In the following, we will consider directed graphs (di-
graphs) with multiple arcs and self-loops. A digraph D = (V (D), A(D), s, t) is
defined by a set V(D) of vertices, a set A(D) of arcs and by two maps s and
t that assign to each arc two elements of V(D): a source and a target. If a is
an arc, we say that a is incident to s(a) and t(a). A symmetric digraph D is a
digraph endowed with a symmetry, that is, an involution Sym : A(D) — A(D)
such that for every a € A(D), s(a) = t(Sym(a)). In a symmetric digraph D, the
degree of a vertex v is degp(v) = |[{a | s(a) = v}| = {a | t(a) = v}| and we
denote by Np(v) the set of neighbours of v. Given two vertices u,v € V(D), a
path m of length p from u to v in D is a sequence of arcs ai,as,...a, such that
s(a1) =u, Vi € [1,p — 1], t(a;) = s(a;41) and t(a,) = v. If for each ¢ € [1,p — 1],
ai+1 # Sym(a;), © is non-stuttering. A digraph D is strongly connected if for
all vertices u,v € V(D), there exists a path from u to v in D. In a symmetric
digraph D, the distance between two vertices u and v, denoted distp(u, v) is the
length of the shortest path from u to v in D.

A homomorphism -y between the digraph D and the digraph D’ is a mapping
~v: V(D)UA(D) — V(D) U A(D') such that for each arc a € A(D), v(s(a)) =
s(y(a)) and v(t(a)) = t(vy(a)). An homomorphism v : D — D’ is an isomorphism
if v is bijective.

Throughout the paper we will consider digraphs where the vertices and the
arcs are labelled with labels from a recursive label set L. A digraph D labelled
over L will be denoted by (D, ), where X\: V(D) U A(D) — L is the labelling
function. A mapping v: V(D)UA(D) — V(D')UA(D’) is a homomorphism from
(D, \) to (D', X) if v is a digraph homomorphism from D to D’ which preserves
the labelling, i.e., such that X' (y(x)) = A(z) for every z € V(D)UA(D). Labelled
digraphs will be designated by bold letters like D, G, ...

In a symmetric digraph D, we denote by Bp (v, r), the labelled ball of center
vo € V(D) and of radius r that contains all vertices at distance at most 7 of vg
and all arcs whose source or target is at distance at most r — 1 of vy.

Given a simple connected labelled graph G = (G, \) with a port-numbering
0, we will denote by (Dir(G), d) the labelled digraph (Dir(G), (), d)) constructed
in the following way. The vertices of Dir(G) are the vertices of G and they have
the same labels as in G. Each edge {u, v} is replaced by two arcs A(uw)s A(v,u) €
A(Dir(G)) such that s(a(y,v)) =t(aw,u)) =u, t(au,w) =5(awu) =V, 6(aww) =
(0u(v), 00 (), 6(a(w,u)) = (6u(u), 6u(v)) and Sym(a(y,v)) = @(v,u)- This construc-
tion encodes that a process can answer to a neighbour, i.e., “pong” any message.

Given a set L, we denote by Dy, the set of all symmetric digraphs D = (D, \)
where for each a € A(D), there exist p,q € N such that Aa) = (p,¢) and
A(Sym(a)) = (¢,p) and for each v € V(D), A(v) € L and {p | Ja,\(a) =
(p,q) and s(a) = v} = [1,degp(v)]. In other words, Dy, is the set of digraphs
that locally look like some digraph obtained from a simple labelled graph G.
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Symmetric Coverings, Quasi-Coverings. The notion of symmetric coverings
is fundamental in this work; definitions and main properties are presented in
[BV02a]. This notion enables to express “similarity” between two digraphs.

A (labelled) digraph D is a covering of a digraph D’ via ¢ if ¢ is a homo-
morphism from D to D’ such that each arc o’ € A(D’) and for each vertex
v € ¢ (t(a’)) (resp. v € p~1(s(a’)), there exists a unique arc a € A(D) such
that t(a) = v (resp. s(a) = v) and p(a) = a/. A symmetric digraph D is a
symmetric covering of a symmetric digraph D’ via ¢ if D is a covering of D’ via
o and if for each arc a € A(D), ¢(Sym(a)) = Sym(p(a)).

The following lemma shows the importance of symmetric coverings when we
deal with anonymous networks. This is the counterpart of the lifting lemma that
Angluin gives for coverings of simple graphs and the proof can be found

in Km

Lemma 4.1 (Lifting Lemma M) If D is a symmetric covering of
D’ wvia ¢, then any execution of an algorithm A on D’ can be lifted up to an
execution on D, such that at the end of the execution, for any v € V (D), v is in
the same state as o(v).

In the following, one also needs to express similarity between two digraphs up
to a certain distance. The notion of quasi-coverings was introduced in [MMW97]
for this purpose. The next definition is an adaptation of this tool to digraphs.

Definition 4.2. Given two symmetric labelled digraphs Do, D1, an integer r, a
vertex v1 € V(D7) and a homomorphism v from Bp, (v1,r) to Dy, the digraph
D1 is a quasi-covering of Do of center vy and of radius r via v if there exists a fi-
nite or infinite symmetric labelled digraph Do that is a symmetric covering of Dy
via a homomorphism ¢ and if there exist vo € V(D3) and an isomorphism 0 from
Bp, (v1,7) to Bp,(va,r) such that for any x € V(Bp, (v1,7)) U A(Bp, (v1,71)),
Y(z) = (6(x)).

If a digraph Dj is a symmetric covering of Dy, then for any v € V(D;) and for
any r € N, Dy is a quasi-covering of Dy, of center v and of radius r. Reversely,
if D is a quasi-covering of Dg of radius r strictly greater than the diameter of
D;, then D; is a covering of Dgy. The following lemma is the counterpart of the
lifting lemma for quasi-coverings.

Lemma 4.3 (Quasi-Lifting Lemma). Consider a digraph Dy that is a quasi-
covering of Do of center vi and of radius v via v. For any algorithm A, after r
rounds of the synchronous execution of an algorithm A on D1, v is in the same
state as y(v1) after r rounds of the synchronous execution of A on D’.

5 Characterization for Weak Local Termination

We note V the set {(D,v) | D € Dr,v € V(D)}. In other words, the set V is
the disjoint union of all symmetric labelled digraphs in Dy. Given a family of
networks F, we denote by Vr the set {((Dir(G),d),v) | (G,d) € F,v € V(G)}.
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A function f : V — LU {Ll} is an output function for a task (F,S) if
for each network (G,d) € F, the labelling obtained by applying f on each
v € V(G) satisfies the specification S, i.e., (G,0) S (G',d) where G' = (G, \)
and X (v) = f((Dir(G),d),v) for all v € V(Q).

In order to give our characterization, we need to formalize the following idea.
When the neighbourhood at distance k of two processes v,v’ in two digraphs
D, D’ cannot be distinguished (this is captured by the notion of quasi-coverings
and Lemma [3]), and if v computes its final value in less than k rounds, then v’
computes the same final value in the same number of rounds. In the following
definition, the value of (D, v) can be understood as the number of rounds needed
by v to compute in a synchronous execution its final value in D.

Definition 5.1. Given a functionr : V — NU{oco} and a function f : V — L'
for some set L', the function f is r-lifting closed if for all D,D’ € Dr such that
D is a quasi-covering of D', of center vg € V(G) and of radius R via v with
R > min{r(D, vo), r(D',(v0))}, then f(D, o) = f(D',7(v0)).

Using the previous definition, we now give the characterization of tasks com-
putable with wLT. We also characterize distributed tasks computable with wLT
by polynomial algorithms (using a polynomial number of messages of polynomial
size). We denote by |G| the size of V(G) plus the maximum over the sizes (in
bits) of the initial labels that appear on G.

Theorem 5.2. A task (F,S) where F is recursively enumerable is computable
with WLT if and only if there exist a function r:V — NU {oco} and an output
function f:V — LU{L} for (F,S) such that

(i) for all D € Dy, for allv € V(D), r(D,v) # co if and only if f(D,v) # L,
(ii) fiv, and )y, are recursive functions,
(iii) [ and r are r-lifting-closed.

The task (F,S) is computable by a polynomial algorithm with WLT if and only
if there exist such f and r and a polynomial p such that for each (G,d) € F and
each v € V(G), r((Dir(G),0),v) < p(|G|).

Proof (of the necessary condition). Assume A is a distributed algorithm that
computes the task (F,S) with weak local termination. We define r and f by
considering the synchronous execution of A on any digraph D € Dy. For any
v € V(D), if term(v) = L during the whole execution, then f(D,v) = L and
r(D,v) = co. Otherwise, let r, be the first round after which term(v) = TERM;
in this case, f(D,v) = out(v) and r(D,v) = r,. Since A computes (F,S), it is
easy to see that f is an output function and that f and r satisfy (i) and (i3).
Consider two digraphs D, D’ € Dy, such that D is a quasi-covering of D’, of
center vy € V(G) and of radius R viay with R > ro =min{r(D, vg), (D', v(vo))}.
If rg = oo, then r(D,vy) = (D', v(vg)) = 0o and f(D,vy) = f(D’,v(vo)) = L.
Otherwise, from Lemma[L3] we know that after r¢ rounds, out(vg) = out(y(vp))
and term(vg) = term(y(vg)) = TERM. Thus o = r(D,vg) = r(D’,v(v)) and
f(D,vg) = f(D',v(vg)). Consequently, f and r are r-lifting closed. O
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The sufficient condition is proved in Section [7] and relies on a general algorithm
described in Section[Gl Using this theorem, one can show that there is no univer-
sal election algorithm for the family of networks with non-unique ids where at
least one id is unique, but that there exists such an algorithm for such a family
where a bound on the multiplicity of each id in any network is known.

6 A General Algorithm

In this section, we present a general algorithm that we parameterize by the task
and the termination we are interested in, in order to obtain our sufficient con-
ditions. This algorithm is a combination of an election algorithm for symmetric
minimal graphs presented in [CM07] and a generalization of an algorithm of
Szymanski, Shy and Prywes (the SSP algorithm for short) [SSP85]. The algo-
rithm described in [CM07] is based on an enumeration algorithm presented by
Mazurkiewicz in a different model [Maz97] where each computation step involves
some synchronization between adjacent processes. The SSP algorithm enables
to detect the global termination of an algorithm with local termination provided
the processes know a bound on the diameter of the graph. The Mazurkiewicz-like
algorithm always terminates (implicitly) on any network (G,d) and during its
execution, each process v can reconstruct at some computation step ¢ a digraph
D, (v) such that (Dir(G), d) is a quasi-covering of D;(v). However, this algorithm
does not enable v to compute the radius of this quasi-covering. We use a gen-
eralization of the SSP algorithm to compute a lower bound on this radius, as it
has already be done in Mazurkiewicz’s model [GMT06].

We consider a network (G, d) where G = (G, \) is a simple labelled graph
and where § is a port-numbering of G. The function A : V(G) — L is the initial
labelling. We assume there exists a total order < on L and we assume that if
the label A(v) is modified during the execution, then it can only increase for <j,.

The state of each v is a tuple (A(v),n(v), N(v), M(v),a(v), A(v)) where:

— A(v) € L is the initial label of v and if it is modified during the execution, it
will necessarily increase for <p.

— n(v) € N is the number of v computed by the algorithm; initially n(v) = 0.

— N(v) € Pan(Nx L x N2E is the local view of v. At the end of the execution, if
(m,¢,p,q) € N(v), then v has a neighbour « whose number is m, whose label
is ¢ and the arc from u to v is labelled (p,q). Initially N(v) = {(0,L,0,q) |
g € [1, dege (v)]}.

— M(v) CNx L x Pan(N x L x N?) is the mailbox of v; initially M (v) = 0. It
contains all information received by v during the execution of the algorithm.
If (m,¢,N) € M(v), it means that at some previous step of the execution,
there was a vertex u such that n(u) = m, AM(u) = £ and N(u) = N.

— a(v) € ZU {oo} is a counter and initially a(v) = —1. In some sense, a(v)
represent the distance up to which all vertices have the same mailbox as v. If
a(v) = oo, it means that v has terminated the algorithm (local termination).

2 For any set S, Pen(S) denotes the set of finite subsets of S.
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— A(v) € Pan(N x (Z U {o0})) encodes the information v has about the values
of a(u) for each neighbour u. Initially, A(v) = {(¢,—1) | ¢ € [1,dega(v)]}.

In our algorithm, processes exchange messages of the form < (n, ¢, M, a),p >.
If a vertex u sends a message < (n,?, M,a),p > to one of its neighbour v, then
the message contains following information: n is the current number n(u) of u, ¢
is the label A(u) of w, M is the mailbox of u, a is the value of a(u) and p = 0,,(v).

As in Mazurkiewicz’s algorithm [Maz97], the nice properties of the algorithm
rely on a total order on local views, i.e., on finite subsets of N® x L. Given two
distinct sets Ny, No € Pgn(N x L x N2), we define N; < Ny if the maximum of
the symmetric difference Ny A Ny = (N1 \ N2) U (N2 \ Ny) for the lexicographic
order belongs to No. One also says that (¢, N) < (¢/,N') if either £ < ¢, or
¢ =/ and N < N'. We denote by < the reflexive closure of <.

Our algorithm Ay, (¢) is described in Algorithm [Il The algorithm for the
vertex vy is expressed in an event-driven description. The first rule I can be
applied by a process v on wake-up only if it has not received any message: it takes
the number 1, updates its mailbox and informs its neighbours. The second rule R
describes the instructions a process v has to follow when it receives a message m
from a neighbour. It updates its mailbox M (v) and its local view N (v) according
to m. Then, if it discovers the existence of another vertex with the same number
and a stronger local view, it takes a new number. Then, if its mailbox has not
changed, it updates A(v) and increases a(v) if possible (according to a function
). Finally, if M (v) or a(v) has been modified, it informs its neighbours.

Later, we will add rules that enable a process to compute its final value and
we will define the function p(v) depending on the termination we are interested
in. Using the information stored in its mailbox, each v will be able to reconstruct
a digraph D such that (Dir(G),d) locally looks like D up to distance a(v).

Properties of the Algorithm. We consider a graph G with a port number-
ing ¢ and an execution of Algorithm [ on (G, ). For each vertex v € V(G), we
note (\;(v), n;(v), N;(v), M;(v), a;(v), A;(v)) the state of v after the ith compu-
tation step. The following proposition summarizes some nice properties that are
satisfied during any execution of Algorithm [ on (G, §).

Proposition 6.1 ([CMO07, [Cha06]). Consider a vertex v and a step i > 1.
Then, /\i—l('U) SL /\i(’U), ni_l(v) S ni(v), Ni_l(’U) j Ni(U), Mi_l(v) g Ml(v)
If M;—1(v) = M;(v) and if v is active at step i, then a;—1(v) < a;(v) <
ai—1(v) + 1 and a;(v) > min{a | I(q,a) € A;(v)} if I(q,a) € A;(v) with a # .
For each (m,£,N) € M;(v) and each m’ € [1,m], I(m/, &', N') € M;(v),Tv" €
V(G) such that n;(v') =m'. If m = n;(v), (¢, N) < (A\;(v), N;(v)).
If a;(v) > 1, for each w € Ng(v), there exists a step j < i — 1 such that w is
inactive at step j, or aj(w) > a;(v) — 1 and M;(w) = M;(v).

An interesting corollary of Proposition [6.1]is that if the label A(v) of each v is
modified only finitely many times, then there exists a step iy after which for any
v, the value of (A(v),n(v), N(v), M(v)) is not modified any more.
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Algorithm 1. The general algorithm Age,, ().

I: {n(vg) = 0 and no message has arrived at vg}

begin
n(vg) :=1;
M (vo) := {(n(vo), A(v0), 0)} ;
a(vo) :==0;

for i:=1 to deg(vo) do
| send < (n(vo), A(v), M(vo),a(vo)), i > through i ;

end

R : {A message < (n1, 1, M1,a1),p1 > has arrived at vg through port ¢1}
begin

Mold = M(Uo) 5

aotd := a(vo) ;

M (vo) :== M(vo) U M; ;

if n(vo) =0 or I(n(vo), ', N') € M(vo) such that (A(vo), N(vo)) < (¢',N’)

then
| n(vo) :=1+ max{n' |3I(n',¢',N") € M(vo)} ;
N(vo) == N(vo) \ {(n',€',p",q1) | 3(n',¢',p",q1) € N(vo)} U{(na,lr,p1,q1)} ;

0)
M (vo) _:M(UO)U{( (vo), A(vo), N (v0))} 5
if M(vog #* M, old then

( =
L A(vo) := {(q ,—1) [3(q',a’) € A(vo) with a’ # oo} ;
if M(vo) = M1 then
L A(vo) := A(vo) \ {(a1,a’) | I(qr,a") € A(vo)} U{(q1,a1)} ;
if V(¢',a") € A(vo),a(vo) < a’ and (¢(v) = TRUE or 3(q’,a’) € A(v) such that
a(vo) < @’ and a’ # oo) then a(vo) := a(vo) + 1 ;
if M(vo) # Mg or a(vg) # aoiq then
for g :=1 to deg(vo) do

if (¢,00) ¢ A(v) then
L | send < (n(vo), A(v), M(vo),a(vo)),q > through port ¢ ;

end

7 Tasks Computable with Weak Local Termination

In order to show that the conditions of Theorem are sufficient, we use the
general algorithm presented in Section [0l parameterized by the functions f and
r. In the following, we consider a function enumz that enumerates the elements
of F. During the execution of this algorithm on any graph (G,d) € F, for any
v € V(G), the value of A\(v) = in(v) is not modified.

Consider the mailbox M = M (v) of a vertex v during the execution of the
algorithm A, on a graph (G, 0) € F. We say that an element (n,¢,N) € M is
maximal in M if there does not exists (n, ¢', N') € M such that (¢, N) < (¢/, N").
We denote by S(M) be the set of maximal elements of M. From Proposition [6.1]
after each step of Algorithm [ (n(v), A\(v), N(v)) is maximal in M (v). The set
S(M) is said stable if it is non-empty and if for all (nq, ¢y, N1) € S(M), for all
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(na2,l2,p,q) € N1, p # 0, ng # 0 and ¢y # L and for all (nh, ¢4, NJ) € S(M),
there exists (n),¢5,p',q") € Ny if and only if ¢, = ¢4 and (ny,41,¢',p") € Nj.
From [CMO07], we know that once the values of n(v), N(v), M (v) are final, then
S(M(v)) is stable. Thus, if S(M (v)) is not stable, M (v) will be modified.

If the set S(M) is stable, one can construct a labelled symmetric digraph
D= (D, M) as follows. The set of vertices V(Dyy) is the set {n | I(n, ¢, N) €
S(M)}. For any (n,l,N) € S(M) and any (n’,¢',p,q) € N, there exists an arc
Ao pg € A(Dar) such that t(a) = n,s(a) =n', Au(a) = (p,q). Since S(M) is
stable, we can define Sym by Sym(an,n’ p.q) = @n/ n,q,p-

Proposition 7.1. If S(M(v)) is stable, (Dir(G), d) is a quasi-covering of D ps(.)
of radius a(v) of center v via a mapping v where y(v) = n(v).

Thus, once v has computed Dy (y), it can enumerate networks (K', §%) € F and
vertices w’ € V(K') until it finds a (K’, ¢%) such that K(v) = (Dir(K'), dx) is
a quasi-covering of Dy, of center w(v) € V(K) and of radius a(v) via some
homomorphism « such that y(w(v)) = n(v) (this enumeration terminates by
Proposition [IJ]). We add a rule to the algorithm, called WLT(enumz, f,7), that
a process v can apply to computes its final value, once it has computed K(v)
and w(v). We also add priorities between rules such that a vertex that can apply
the rule WLT(f,r) cannot apply the rule R of algorithm Age, (¢).

Procedure wLT(enumgz,f,r): The rule added to the algorithm for wLT

if term(vo) # TERM and a(vo) > r(K(vo), w(vo)) then
L out(vo) := f(K(vo), w(vo)) ;

term(vo) := TERM ;

We now define the function ¢ that enables a vertex v to increase a(v). The
function ¢ is true for v only if term(v) # TERM and S(M (v)) is stable (otherwise,
v knows that its mailbox will be modified in the future) and r(K(v), w(v)) > a(v)
(otherwise, v can compute its final value).

Correction of the Algorithm. We denote by Ayrr(enumg, f,7) the algorithm
defined by Agen (¢) and by wLT(enumz, f, 7). We consider a network (G, d) € F
and an execution of Awir(enumg, f,7) on (G,J). Let G’ = (Dir(G), 9).

Using Propositions and [l one can show that the execution terminates
(implicitly) and that in the final configuration, for any v € V(G), term(v) =
TERM. Since f is an output function for (F,S), the next proposition shows that
Awir(enumg, f,7) computes the task (F,S) with weak local termination.

Proposition 7.2. For any v € V(G), if term(v) = TERM, out(v) = f(G',v).

Proof. Consider a process v just after it has applied Procedure wLT(enumg, f,7):
S(M(v)) is stable, r(K(v), w(v)) < a(v) and out(v) = f(K(v),w(v)).

Since K(v) is a quasi-covering of D (,) of radius a(v) > r(K(v), w(v)) and
of center w(v) via a mapping 7 such that y(w(v)) = n(v) and since f and r are
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r-lifting closed, out(v) = f(K(v), w(v)) = f(Das(v),n(v)) and r(K(v),w(v)) =
7(D s vy, n(v)). From Proposition [T} since a(v) > r(Dys(y),n(v)) and since f
is r-lifting closed, out(v) = f(Das(v), n(v)) = f(G',v). |

8 Tasks Computable with Local Termination

When we consider local termination, one needs to consider the case where some
vertices that terminate quickly disconnect the graph induced by active vertices.

We extend to symmetric digraphs the notion of views that have been intro-
duced to study leader election by Yamashita and Kameda [YK96D] for simple

graphs and by Boldi et al. [m for digraphs.

Definition 8.1. Consider a symmetric digraph D = (D, \) € Dy, and a vertex
v € V(D). The view of v in D is an infinite rooted tree denoted by Tp(v) =
(Tp(v),N) and defined as follows:

— V(T'p(v)) is the set of non-stuttering paths ™ = a1, ..., a, in D with s(a1) =
v. For each path m = aq,...,ap, N(7) = ANt(ap)).

— for each w, 7" € V(Tp(v)), there are two arcs ar . ar = € A(Tp(v)) such
that Sym(ar »') = ar = if and only if ' = 7, a. In this case, N (ax ) = Aa)
and N (ax =) = A Sym(a)).

— the root of Tp(v) is the vertex corresponding to the empty path and its label
is A(v).

Consider the view Tp(v) of a vertex v in a digraph D € D, and an arc a such
that s(a) = v. We define Tp_,(v) be the infinite tree obtained from Tp(v) by
removing the subtree rooted in the vertex corresponding to the path a. Given
n € N and an infinite tree T, we note T [™ the truncation of the tree at depth n.
Thus the truncation of the view at depth n of a vertex v in a symmetric digraph
D is denoted by Tp(v) [™. It is easy to see that for any D € Dy, any v € V(D)
and any integer n € N, Tp(v) | is a quasi-covering of D of center v/ and of
radius n where v’ is the root of Tp(v) [".

Given a digraph D and a process vy € V(D) that stops its computation
after n steps, the only information any other process v can get from vy during
the execution is contained in the n-neighbourhood of vy. In order to take this
property into account, we define an operator split. In split(D, vg, n), we remove
vo from V(D) and for each neighbour v of vg, we add a new neighbour v, to v
that has a n-neighbourhood indistinguishable from the one of vg. Thus, for any
process v # vg, in a synchronous execution, both vy and the vertices we have just
added stop in the same state after n rounds and consequently v should behave
in the same way in the two networks and stop with the same final value after
the same number of rounds. This idea is formalized in Definition

Given a digraph D = (D, \) € Dy, a vertex vy € V(D) and an integer n € N,
split(D, vg,n) = (D', X) is defined as follows. First, we remove vy and all its
incident arcs from D. Then for each arc a € A(D) such that s(a) = vg, we add a
copy of Tp_,(vp) | to the graph. We denote by v(a) the root of this tree and we
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add two arcs ag, a1 to the graph such that Sym(ag) = a1, s(ag) = t(a1) = v(a),
s(ar) = tlaz) = t(a), N(ag) = Ma) and X' (a1) = A(Sym(a)). Note that for any
vertex v # vg € V(D), v can be seen as a vertex of split(D, vg, n).

Definition 8.2. Given a function r : V — NU{oc}, a function f : V — L’ is
r-splitting closed if for any D € Dy, for any vertex vo € V(D) and any vertex
v# vy € V(D), f(D,v) = f(split(D, vg,n),v) where n = r(D,vp).

We now give the characterization of tasks computable with Lr. The proof is
postponed to the journal version. For the necessary condition, we uses the same
ideas as for the necessary condition of Theorem 5.2l and the proof of the sufficient
condition also relies on the general algorithm presented in Section

Theorem 8.3. A task (F,S) where F is recursively enumerable is computable
with LT if and only if there exist some functions f and r satisfying the conditions
of Theorem [5.2 and such that [ and r are r-splitting closed.

The task (F,S) is computable by a polynomial algorithm with LT if and only
if there exist such f and r and a polynomial p such that for each (G,d) € F and
each v € V(G), r((Dir(G),0),v) < p(|G|).
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Abstract. In Dijkstra introduced the notion of self-stabilizing
algorithms and presented, among others, an algorithm with three states
for the problem of mutual exclusion on a ring of processors. In this work
we present a new three state self-stabilizing algorithm for mutual exclu-
sion, with a tight bound of %nz + O(n) for the worst case complexity,
which is the number of moves of the algorithm until it stabilizes. This
bound is better than lower bounds of other algorithms, including Di-
jkstra’s. Using similar techniques we improve the analysis of the upper
bound for Dijkstra’s algorithm and show a bound of 312n” + O(n).

1 Introduction

The notion of self stabilization was introduced by Dijkstra in [Dij74]. He con-
siders a system, consisting of a set of processors, and each running a program
of the form: if condition then statement. A processor is termed privileged if its
condition is satisfied. A scheduler chooses any privileged processor, which then
executes its statement (i.e., makes a move); if there are several privileged proces-
sors, the scheduler chooses any of them. Such a scheduler is termed centralized.
A scheduler that chooses any subset of the privileged processors, which are then
making their moves simultaneously, is termed distributed. Thus, starting from
any initial configuration, we get a sequence of moves (termed an ezecution). The
scheduler thus determines all possible executions of the system. A specific subset
of the configurations is termed legitimate. The system is self-stabilizing if any
possible execution will eventually get — that is, after a finite number of moves
— only to legitimate configurations. The number of moves from any initial con-
figuration until the system stabilizes is often referred to as stabilization time
(see, e.g., ICGO02, [TTKOQ]).

Dijkstra studied in the fundamental problem of mutual exclusion, for
which the subset of legitimate configurations includes the configurations in which
exactly one processor is privileged. In the processors are arranged in a
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ring, so that each processor can communicate with its two neighbors using shared
memory, and where not all processors use the same program. Three algorithms
were presented — without proofs for either correctness or complexity — in which
each processor could be in one of k > n, four and three states, respectively (n
being the number of processors). A centralized scheduler was assumed. The
analysis — correctness and complexity — of Dijkstra’s first algorithm is rather
straightforward; its correctness under a centralized scheduler is for any k > n—1,
and under a distributed scheduler for any k > n. The stabilization time under
a centralized scheduler is ©(n?) (following [CGRS7] this is also the expected
number of moves). There is little in the literature regarding the second algorithm,
probably since it was extended in [Kru79)] to general trees, or since more attention
was devoted to the third algorithm, which is rather non-intuitive. For this latter
algorithm Dijkstra presented in a proof of correctness (another proof was
given in [Kes88|, and a proof of correctness under a distributed scheduler was
presented in [BGMR89]). Though while dealing with proofs of correctness one can
sometimes get also complexity results, this was not the case with this proof of
[Dij86]. In [CSZ0O7] we provide an upper bound of 52n? on the stabilization time
of Dijkstra’s third algorithm. In a similar three state algorithm with an
upper bound of 52n? is presented. In [CSZ08a] this upper bound was improved
to 1%712, and a lower bound of n? was shown.

2 Owur Contribution

In this work we present a new three state self-stabilizing algorithm for mutual
exclusion for a ring of processors, and show a tight bound of 2n? 4+ O(n) for its
worst case time complexity. For the lower bound we provide an example that
requires %nQ —O(n) moves until stabilization. For the upper bound we proceed in
two ways. The first one is using the more conventional tool of potential functions,
that is used in the literature of self-stabilizing algorithms to deal mainly with
the issue of correctness (see, e.g., [Dol00]). In our case the use of this tool is not
straightforward, since the potential function can also increase by some of the
moves (see Section [L0]). We use this tool to achieve a complexity result; namely,
an upper bound of 1%712 + O(n). The second one is using amortized analysis.
This more refined technique enables us to achieve a tight bound of 3n? + O(n).

We use both techniques to improve the analysis for Dijkstra’s algorithm that
results in an improved upper bound of S%nz + O(n) for its worst case time
complexity. We also show a lower bound of 13n? — O(n) of Dijkstra’s algorithm.
Therefore in the worst case our algorithm has better performance than Dijkstra’s
and than the one of [BD95)].

In Section [B] we present Dijkstra’s algorithm and outline the details of the
proof of needed for our discussion. In Section ] we present our new
self-stabilizing algorithm and its analysis. In Section Bl we present the above-
mentioned lower and upper bounds for Dijkstra’s algorithm. We summarize our
results in Section [6l Most proofs are sketched only or omitted in this Extended
Abstract (for more details see [CSZ0SD]).
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3 Dijkstra’s Algorithm

In this section we present Dijkstra’s third algorithm of (to which we refer
throughout this paper as Dijkstra’s algorithm, and its proof of correctness of
[D1j86]). Our discussion assumes a centralized scheduler. In our system there are
N Processors po, 1, - - -, Pn—1 arranged in a ring; that is for every 0 < i <mn — 1,
the processors adjacent to p; are p(;—1) mod n a0d P(i+1) mod n- PrOCEssOr p; has a
local state x; € {0, 1,2}. Two processors — namely, pg and p,,_1 — run special
programs, while all intermediate processors p;, 1 < ¢ < n — 2, run the same
program. The programs of the processors are as follows:

Program for processor po:

IF 20+ 1=z THEN
xo = x0 + 2

END.

Program for processor p;, 1 <i<n—2:

IF (.’L‘i71 —1= 951) OR (.’L‘-L = Ti4+1 — 1) THEN
xi=x;+ 1

END.

Program for processor pp—_1:
IF (:L‘nfz =Tp_1= 93()) OR (anfz =xn_1+1= :L‘o) THEN
Tp—1 1= Tn-2+1

END.

The legitimate configurations for this problem are those in which exactly one
processor is privileged. The configurations xg = --- =z, and xg = --- = x; #
Tiy1 = -+ = Tp_1 are legitimate.

This algorithm self stabilizes; namely, starting from any initial configuration
the system achieves mutual exclusion. Given an initial configuration xg, z1,...,
Tn—1, and placing the processors on a line, consider each pair of neighbors p;_1
and p;, fori =1,...,n—1 (note p,—1 and pg are not considered here to be neigh-
bors). In this work we denote left arrow and right arrow, introduced in [Dij86],
by '<’ and ’>’. Notation x;_1 < z; means x; = (z;—1 + 1) mod 3 and z;—; > x;
means x; = (x;—1 — 1) mod 3. Thus, for each two neighboring processors with
states z;_1 and x;, either ;1 = x;, or x;_1 < x;, or x;_1 > x;. For a given

configuration C' = xg, 21, ..., z,—1, Dijkstra introduces the function
F(C) = #left arrows + 2#right arrows . (1)
Example 1. For n = 7, a possible configuration C' is 29 = 1,21 = 1, 29 =

0, x3 =1, 24 =2, x5 = 2, z¢ = 0. This configuration is denoted as [1 =1 > 0 <
1 < 2= 2 < 0]. For this configuration we have f(C) =3+2x 1 =5.

It follows immediately from () that for any configuration C' of n processors

0 < f(O) < 2(n—-1). (2)
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Table 1. Dijkstra’s algorithm

Type|Proc. C, C- Af
0 Po To < T1 To > T1 +1
1 Pi | XTi—1 > Xi = Tiy1 |Ti—1 = T > Tiy1| O
2 Di | Tic1 =x < Tig1 [Tic1 < T =Tip1| 0
3 Di Tim1 > X < Tig1 |Tim1 = Ti = Tit1|—3
4 Di | Tic1 > X > Xip1 |Tic1 = X < Tig1|—3
5 Di Ti—1 < i < Tig1 |Tim1 > x5 = xit1| O
6 Pn—1 |Tn—2 > Tn-1 < To Tn—2 < Tnp—1 —1
7 Pn—1 |Tn—2 = Tn-1 = To| Tn-2 < Tn-1 +1

There are eight possible types of moves of the system: one possible move for
processor pg, five moves for any intermediate processor p;, 0 < 7 < n — 1, and
two moves for p,, 1. These possibilities are summarized in Table[Il In this table
C7 and Cy denote the configurations before and after the move, respectively,
and Af = f(Cy) — f(C1). In the table we show only the local parts of these
configurations. As an example, consider the type 0 move in which pyq is privileged.
In this case C; and C5 are the local configurations zg < x; and x¢y > 1,
correspondingly. Since one left arrow is replaced by a right arrow, we have Af =
F(Co) = F(C1) = 1.

It is proved that each execution is infinite (that is, there is always at least one
privileged processor). Then it is shown that py makes infinite number of moves.
Then the execution is partitioned into phases; each phase starts with a move of pg
and ends just before its next move. It is argued that the function f decreases at
least by 1 after each phase. By (2) it follows that Dijkstra’s algorithm terminates
after at most 2(n — 1) phases.

4 New Self-stabilizing Algorithm for Mutual Exclusion

In this section we present a new algorithm A for self-stabilization. Our discussion
includes the following steps. We first describe the new algorithm; we note the
issues in which it differs from Dijkstra’s algorithm, discuss its lower bound and
prove its correctness. We then introduce a new function h, with which we achieve
an upper bound, and finally provide a proof for the tight upper bound using
amortized analysis.

4.1 Algorithm A

Algorithm A is similar to Dijkstra’s algorithm with the following changes: moves
of types 4 and 5 are not allowed, and moves of type 6 do not depend on processor
po- Informally Algorithm A allows the arrows to move and bounce (change di-
rection at pg and p,,—1) until they are destroyed by moves of type 3. New arrows
may be created by a move of type 7.
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Table 2. Algorithm A

Type|Proc. C, C, Af|Af| Ah
0 Do To < T3 To > T1 +1]+1] n—2
1 Pi Ti—1 > XTi = Tit1 |Ti—1 =X > xi41| 0 | O —1
2 Pi Ti—1 =Ty < Tit1 |Ti—1 < Tj = Ti+1 0 0 —1
3 Pi Ti—1 > X < Tit1 |Tio1 =T = Tip1| 0 | =3 —(n -+ 1)
4
5
6 Pn—1 Tp—9 > Tp—1 Tn—2o < Tp—1 |—1|—1| n—2
7 Prn—1 |Tn—2 =Tn-1, [ =0 XTn_2o<Tn_1 |+1|+1| n—1

Program for processor po:

IF z0+1=2; THEN
xo = xo + 2

END.

Program for processor p;, 1 <i<n—2:
IF (332'_1 —1= T; = 331'4,.1) OR (332'_1 =Ti = Ti+1 — 1) OR (137;_1 =T; =+ 1= 3;‘1'4,.1)
THEN
xi=x;+ 1
END.

Program for processor pp—_1:

IF (fL’n_Q =Tpn_1 = 33()) OR (an_g = Tn-1+ 1) THEN
Tn_1 1= Tpn—2+1

END.

We define the function f for any configuration C as follows:
f(C’) = (F#left arrows — #right arrows) mod 3 . (3)

Recalling (@) we get: f(C) = f(C) (mod 3) . Since *<’ (resp. ’>’) is a shortcut
for z; — x;-1 =1 (mod 3) (resp. ; — x;—1 = —1 (mod 3)), we have that
f(C) = (zn_1 —x0) (mod 3). In particular f(C) =0 iff z, ; = xo.

We summarize the moves of algorithm A in Table 2l In this table we also
include the changes in the function f and the function h (that will be introduced
in Section [LA]) implied by each move. We include the rows for moves 4 and 5
(that do not exist) to simplify the analogy to Dijkstra’s algorithm.

4.2 Lower Bound

We denote configurations by regular expressions over {<,>,=}. For example,
[<?==<>>] and [<®*=2<>?] are possible notations for the configuration zo <
1 < To < 13 = T4 = T5 < Tg > T7 > Tg. Note that this notation does not
lose relevant information, since the behavior of the algorithm is dictated by the
arrows (see Table ).
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Theorem 1. The worst case stabilization time of algorithm A is at least %nQ —

O(n).

Proof (sketch). Assume n = 3k+ 3. For any 0 <i <k, let C; := [:3i<3k_3i+2].
In particular, Cy is [<*2] and Cy is [=**<<]. One can show (see [CSZ08D])
an execution with 3k + 9i 4+ 7 moves, starting from C; and ending at C;11. Then,
starting from Cj the execution reaches Cj, in Zf:_ol(?’k +9i+7) = Bk2 4+ O(k)
moves. Substituting k = 4n — 1 we get 2n? — O(n). O

4.3 Correctness

In this section we prove the correctness of algorithm A. It is similar to that of
[Dij86], but simpler, mainly since there are fewer cases to consider.

Lemma 1 (no deadlock). In any configuration at least one processor is priv-
ileged.

Proof. Assume, by contradiction, that there is deadlock in some configuration
C = [zo,21,...,2n_1]. If &; > x;41 for some 4, then ;11 > x;yo and similarly
this will imply x; > x4, for every j > ¢; thus p,_; is privileged, a contradiction.
Hence we can assume there are no >’ arrows. Similarly there are no '<’ arrows.
Therefore C' is [:”*1]. In this case p,_; is privileged, a contradiction. a

Lemma 2. In any infinite execution, py makes an infinite number of moves.

Proof (sketch). Consider an infinite execution Cy — C; — ... — C; — ..., in
which starting from some configuration Cy,, po doesn’t move. Then p; is allowed
to make at most two moves, hence starting from some future configuration Cl,,
p1 and py do not move. By induction, for any 0 < i < n —2, there is a configura-

tion CY,, starting from which neither of po,p1,...,p; move. Now, starting from
configuration Cj, _,, pp—1 is allowed to make at most one move. Since no other
processor makes a move, we are deadlocked — a contradiction. a

Given a segment e of an execution of algorithm A4, ¢;(e) denotes the number of
type 7 moves in e. Our analysis shows that each execution eventually stabilizes,
and we are thus interested in its prefix until it reaches stabilization. For this
reason, through the paper we will denote such a prefix by E. We will use t; as a
shortcut for ¢;(E). In the discussion we will consider segments of E delimited by
two successive moves of type ¢; this will mean that each such segment starts with
the first type ¢ move and ends just before the second type ¢ move. For example,
a phase is a segment of E delimited by two successive moves of type 0.

Lemma 3. Assume e C E is a segment delimited by any two successive moves
of type 7. Then to(e) + 2tg(e) =2 (mod 3).

Proof. After the first type 7 move f =1, before the second move f = 0. The
only moves that change f in e are the moves of type 0 (resp. 6), which increases
(resp. decreases) it by 1. Therefore 1 + tg(e) —tg(e) =0 (mod 3). O
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Lemma 4. Assume e C E is a phase. Then

1. tg(e) Z 1.
2. t6(e) > t7(€) — 1.

Proof (sketch).

1. The arrow >’ that is created in the first type 0 move must disappear, in
order to allow to an arrow '<’ to reach the left end and to initiate the next
type 0 move.

2. If t7(e) < 1, the claim holds trivially. Otherwise t7(e) > 2, and there are
t7(e) — 1 segments in e each of which is delimited by two successive type
7 moves. For each such segment €', to(e’) = 0. Applying Lemma Bl we get
ts(e’) > 1. Therefore tg(e) > t7(e) — 1. |

Lemma 5. Assume e C E is a phase. Then the function [ decreases at least by
1 during e.

Proof. Using Lemma H we get that the function f decreases by (—1) - to(e) +
(+3)-t3(e)+(—1)-t7(e)+(+1)-tg(e) > —1-143-1—1-t7(e)+1-(tz(e)—1) =1. O

The above lemmas prove the following theorem:

Theorem 2 (correctness). Algorithm A self-stabilizes.

4.4 Basic Properties

Let a be the number of arrows in the initial configuration of E. Since the number
of arrows is always non-negative, we have a+t7 —2t3 > 0. Lemma[Blimplies 2t; <
to + 2tg. Starting with these basic inequalities, and exploring more properties
of the execution we derive a system of inequalities that allows us to get the
following bounds.

We start by informally introducing the term life-cycle of an arrow. We say
that a move of type 7 creates an arrow and in this way starts its life-cycle. A
move of type 3 destroys both arrows, ending their life-cycles. The life-cycle of
an arrow appearing in the initial configuration starts from that configuration.

Next we introduce the term mark. If an arrow is created by a move 7 it is
marked by ’7’. If an arrow makes a move of types 0 (resp. 6) it gets an additional
mark 0 (resp. 6). That allows us to introduce types of arrows — according to
marks collected during the execution.

Ezample 2. Arrow of type >¢o starts its life-cycle from the initial configuration,
then it reaches processor p,_1 and makes a move of type 6. Afterwards it makes
n — 2 moves of type 2, reaches processor py and makes a move of type 0. After
making some, possibly 0, moves of type 1 it is destroyed. Only one arrow of
this type can be in the given execution and such an arrow can make at most 3n
moves during its life-cycle.
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Example 3. Arrow of type >7g starts its life-cycle by a move of type 7. Then it
reaches processor py and makes a move of type 0. Afterwards, it possibly makes
some moves of type 1. Such an arrow can make at most 2n moves.

Lemma 6. The execution E may contain arrows of the following types only: >,
>0, 2705 =60, <, <7, <6-

Proof. Omitted.

The next step is to introduce the type of collision. Consider a move of type 3,
for short collision. The types of two arrows destroyed in the collision define the
type of the collision.

Example 4. Collision of type >¢0<7 is a move of type 3 that destroys arrows >¢q
and <7. Clearly, only one collision of such a type can occur during the execution.

Lemma 7. The execution E may contain collisions of the following types only:
><, ><7, ><6, >0<, >0<7, >0<6, >70<7, >60<7-

Proof. Omitted.

The following theorem presents the main property of algorithm A, and is the
basis of the subsequent analysis.

Theorem 3. t7 < %a.
Proof (sketch). We consider two cases:

1. Case 1: tg = 0. Then by Lemma Bt 2¢; < ¢y and according to Lemma [4}
to < ts. Hence, 4t7 < 2ty < 2t3 < a +t7 or 3t7 < a.

2. Case 2: tg > 0. The last move of type 6 divides the execution into two parts.
The first part ends with the last move of type 6. The second part starts after
the move and ends until stabilization. Clearly, this part is also not empty.
The first part: ...7...0...0...7...6...7...6...6...0...7...6.

The second part: ...0...7...0...0...7...0...0...0...0...7...0....
Let’s denote by to1, to2, t31, tse, t71, t7o the number of moves of types 0,
3 and 7 in the first and second parts, respectively. Clearly, to = to1 + to2,
t3 =131 + t32, 7 = t71 + tr2.

Then, the following holds:

279 < tgo < t3o — see the case 1.

2t71 < tp1 + 2t — according to Lemma [4]

t71+to1 +te < t31 — any move of type 0, 6, 7 corresponds to a specific move
of type 3 (the only collisions that can occur in the first part of the execution
are ><, ><7, ><g, >0<). By the above inequalities, using LP techniques
(details are omitted) we get: t7 < §.

O
The following inequalities follow from the above:
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Lemma 8

1. t3 < a.
2. to+te+tr —ts < ta <
3. t0+t6+t7+t3—0( )

Proof. Omitted.

1,
37

Using the inequalities of Lemma 8, we now proceed in two ways — as detailed
in Section 2l — to derive the upper bound. We first use a potential function
(Section [H), and then amortized analysis, which enables us to track the route
made by each arrow, and thus achieve a tight bound (Section E.0]).

4.5 Upper Bound Using a Potential Function

We now introduce the function h. This function decreases by 1 during each move
of types 1 or 2 and decreases by (n+1) during each move of type 3. Unfortunately,
moves of other types increase the function. This exhibits the main technical
difficulty in applying this technique for bounding the time complexity. However,
by combining results of the previous section and the properties of h we manage
to derive the upper bound on the number of moves to reach stabilization.

Given a configuration C = xg,x1,...,2,—1, we define the function h(C) as
follows:
hC) = > it Y (=) (4)
1<i<n-—1 1<i<n-—1
Ti—1 < T4 Ti—1 > X4

The changes of the function h in each of the six possible types of moves are sum-
marized in Table 2 These changes can be obtained directly from the definition
of h. For example, for a move of type 0 we get that Ah=(n—1)— (1) =n—2,
and for a move of type 3 Ah=(0) — ((i+ 1)+ (n—1)) =—(n+1).

Lemma 9. For any configuration C, 0 < h(C) < %nz.
Proof. Omitted.
Theorem 4. The stabilization time of algorithm A is bounded by 1%7124—0(71).

Proof. We denote by Ah; the changes of h in a move of type i. Let C' be the
initial configuration of E. Considering the last (may be legitimate) configuration
C’" of E, we get h(C') = h( )+ >, ti - Ah;. By Lemma[@l h(C’) > 0. Therefore
ti+la S R(C) + 32,4 0t - Ahy < R(C) + (to + 16 + 7 — t3)(n —1). Applying
Lemmas [@ and [ (part 2)7 we get: t1 +to < ZnQ + %n n = 1 n . By Lemma[§
(part 3), the number of moves of other types is O(n). O

4.6 Upper Bound Using Amortized Analysis

We define the weight of an arrow to be the number of moves of types 1 and 2
made by the arrow during its life-cycle. We also define the weight of a collision
to be the sum of weights of the two arrows participating in the collision.
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Clearly, the number of moves of both types 1 and 2 made by all arrows until
stabilization equals the sum of weights of all collisions occurred in the execution.

Consider the i*" collision, for some i > 1. Denote by a(i) the number of arrows
in the configuration in which the collision ¢ occurs. Denote by t7(i) the number
of moves of type 7 made before the collision 4. Clearly, a — 2i +¢7(i) = a(¢). The
following key lemma is the main tool for estimating the weight of a collision.

Lemma 10. Consider the it" collision in the execution E. If the collision is of
any type except >¢0<7, its weight is bounded by max{2n,2(n — a + 2i)}. If the
collision is of type >¢0<7, its weight is bounded by max{3n,3(n — a + 2i)}.

Proof (sketch). The initial configuration has a arrows and n — a empty places
where arrows are allowed to move. i collisions destroy 2i arrows. Assume first
that ¢7(7) = 0, then the number of empty places where the arrows participating
in the collision are allowed to move is bounded by n — a(i) = n — a + 2i. And
hence, the weight of the collision is bounded by 2(n — a(7)) = 2(n — a+ 2i). Now
assume t7(7) > 0. The number of empty places is now n—a(i) = n—a+2i—1t7(4).
But the weight of collision is bounded by 2(n — a(i) +t7(i)) = 2(n —a+2i). O

Using the last lemma we compute the tight bound on the number of moves until
stabilization.

Theorem 5. The stabilization time of algorithm A is bounded by %nQ + O(n).

Proof (sketch). Note that Lemma [§ (part 3) bounds by O(n) the number of
moves of all types except for types 1 and 2. The number of these moves is
bounded as follows. By Lemma [I0 we get

t3
t+ta < Zmin{?(n —a+2i),2n} +3n .

i=1
Using Lemma [ (part 1), we then derive

1 2

2¢ _ 3¢ 4 1,
t1+1t2 < ZQ(n—a—FQZ)—F Z 2n+3n = Fon — 50 +0(n) .
i=1 i:%a
Since 0 < a < n it follows that t1 + t2 < 3n* 4+ O(n). O

5 Analysis of Dijkstra’s Algorithm

In this section we present an improved analysis for the upper bound of Dijkstra’s
algorithm. Our discussion includes three steps. We first discuss its lower bound,
next we improve its upper bound by using the function i and finally provide a
proof for a better upper bound using amortized analysis. We use the definitions
and notations in earlier sections, in particular F is the prefix until stabilization
of any given execution of Dijkstra’s algorithm.
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5.1 Lower Bound

Theorem 6. The worst case stabilization time of Dijkstra’s algorithm is at least
12n% — O(n).

Proof (sketch). Assume n = 3k. For any 0 < i < k — 1, we define configuration
C; = [=31<3k=31=1] For example Cj is [<**71] and Cj—1 is [=3*"D<<]. One
can show (see [CSZ08D]) an execution that takes 3k 4 27: 4+ 13 moves to go from
C; to Ci41. Then the execution starting from Cy takes: Zi:OQ B8k +27i+ 13) =

2 k% — O(k) moves to reach Cj,_1. Substituting k = +n we get 13n* —O(n). O

5.2 Extended Properties of Dijkstra’s Algorithm

In this section we derive some properties of Dijkstra’s algorithm. They refine the
ones in [CSZ07], and enable us to improve the upper bound, as presented in the
next section.

The following is easily observed by inspection of Table Bl describing Dijkstra’s
algorithm.

Observation 1 ([CSZ07]). For any configuration C':

1. Any move of processor p;, 1 <1i < mn — 2, does not change the function f,
ie., Af =0.

2. pn_1 is privileged according to case 7 iff f(C) =0 and x,_o = Tp_1.
3. Pn—1 is privileged according to case 6 iff f(C) =2 and vp—o > Tp_1.
4. After processor p,_1 makes a move (case 6 or 7), we reach a configuration

C such that f(C) =1.

We summarize the changes of the functions f implied by each move in Table
In this table we also include the changes of function i (to which we will return
back later).

For any execution E, we denote by |E| the number of moves in E. Let a,
(resp. a;) be the number of ">’ (resp. '<’) arrows in the initial configuration of
given execution. Let also a = a; + a,. Moves of types 3, 4 and 5 are termed
collisions. Intuitively, an execution with maximal number of moves must contain
no moves of type 3, since such collisions destroy two arrows while other collisions
destroy only one arrow. The following key lemma allows to focus on executions
E with t3(FE) = 0, and is the basis for the amortized analysis in Section B3

Lemma 11. For every ewecution E, there is an execution E’ containing no
moves of type 3, such that |E'| > |E| — O(n).

Proof. See [CSZ08b).

In particular for any worst case execution E there is an execution E’ (t3(E’) = 0)
with the same number of moves up to a term of O(n). As we are interested in
O(n?) bounds, we will ignore this term and assume without loss of generality
that a worst case execution does not contain type 3 moves.

From now on we consider only executions, such that t3 = t3(F) = 0.
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Table 3. Dijkstra’s algorithm

Type|Proc. C, C, Af|Af Ah
0 Do xro < X1 xo > X1 +1|+1 n—2
1 Pi Ti—1 > Ti = Titl |Ti—1 = Ti > Ti+1 0 0 —1
2 Pi Ti—1 =T < Tit1 |Ti—1 < Tj = Ti+1 0 0 —1
3 Di Ti—1 > X < Tit1 |Ti—1 =3 = Xig1| 0 |=3 —(n+1)
4 Di Tic1 > X > Tit1 |Tie1 =X < Xig1| 0 | =313t —2n+2<n—4
5 Pi Tic1 <X < Tit1 |Tic1 > xi=xi+1| 0| 0 |n—-3i—-—1<n—-4
6 Prn—1 |Tn—2 > Tn—1, [ =2| Xp_o<xpn—1 |—1]—1 n—2
7 Prn—1 |Tn—2=2Tn—1, [=0| Xp_o<xn_1 |+1]+1 n—1

Lemma 12 ([CSZ07])

1.

2.

3.

Assume e C E is a segment delimited by any two successive moves of pro-
cessor p,—1 where the second move is of type 6. Then to(e) > 1.

Assume e C E is a segment delimited by any two successive moves of pro-
cessor p,—1 where the second move is of type 7. Then to(e) > 2.

Assume e C E is a phase. Then ty(e) > 1.

Lemma 13

1.

2.
3.

Assume e C E is a segment delimited by any two successive moves of pro-
cessor pn—1 where the second move is of type 6. Then ts(e) > 1.

ap — 2ty +1t5+tg—16 >0 .

a;—2ts+ty —to+ts+t7 >0 .

Proof (sketch). The proof of 1 is omitted. The proofs of 2 and 3 follow from
counting the number of left and right arrows in any configuration. O

We summarize all constraints of Lemmas [[2] and [[3] in the following system:

te + 2t7 < o

Lo <ty

te <ts

0 <ap—2ty+ts +to —ts

0 <ap—2t5+ 1ty —to+te + U7
ar+a, <a

Using LP techniques (whose details are omitted here) it can be shown that:

Lemma 14

1.
2,
3.
4.

t7§ a.

t0§ a.

ty +t5 < Za.
to+ts+1t5 +t6 + 7 < 32a < 32n.

QORI
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5.3 Upper Bound Analysis

We now present the upper bound analysis for Dijkstra’s algorithm. We start
by using the tool of potential functions. It turns out that we can use the same
function h above (see #)). Clearly, all the properties of this function, including
Lemma[@ are applied here too, and we can get:

Theorem 7. The stabilization time of Digkstra’s algorithm is bounded by 4%712

+O(n).

Proof (sketch). Since t3 = 0: t1 +ta < h(C) + (to + ta + t5 + t6 + t7)(n — 1).
Applying Lemmas @ and [ (part 4), we get t1 +t2 < 3n?+32n-n =430 O

As in the case of algorithm .4, the amortized analysis tool enables us to derive a
better bound. We extend the notation from Section [£6 a move of type 4 (resp.
5) destroys two arrows and creates a new arrow of type <4’ (resp. ">5’).

Ezxample 5. An arrow of type <js¢ starts its life-cycle by being created by a move
of type 5, then it reaches processor p,_1 and makes a move of type 6. Afterwards,
it possibly makes some moves of type 2. Clearly, such an arrow may make at
most 2n moves during its life-cycle.

Example 6. An arrow of type >¢o is possible in the execution. Assume an arrow
makes a move of type 6, as the execution is before stabilization, the configuration
contains other arrows (necessarily at the left side of the arrow). All these arrows
must be destroyed to allow the arrow to reach processor pg. At the same time new
arrows may be created by type 7 moves, so that the system remains unstabilized.

Lemma 15. The execution E may contain arrows of the following types only:
>, >5; 20, 40, 270, <, <4, <7, <6, <56-

Proof. Omitted.

Example 7. A collision of type <s6<sg is a collision of two arrows having the
same type <sg. Clearly, the weight of the collision is bounded by 4n.

Lemma 16. The execution E contains at most one collision of type <¢<sg, and
at most %to collisions of type <s56<s6-

Proof (sketch). We omit the proof of the first part of the lemma. The second
part is implied by the the fact that between two such collisions there are two
moves of type 7 and two moves of type 6, and hence between every two collisions
of that type there are at least 6 moves of type 0. O

Our purpose is to find an estimation for the sum of weights of all collisions
occurred in the execution. Let’s consider i collision (i > 1). We denote by a(i)
the number of arrows in the configuration in which the collision ¢ occurs. Recall
that a denotes the number of arrows in the initial configuration. Let’s denote
by t7(i) the number of moves of type 7 made before the collision i occurs. Since
ts =0, a—i+t7(i) = a(i) holds. The following key lemma allows tighter estimate
of the weight of collisions (its proof is similar to that of Lemma [I0):
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Lemma 17. Consider the it" collision in the execution E. If the collision is
of any type except <s6<se and <e¢<se, its weight is bounded by min{3n,3(n —
a +1)}. If the collision is of type <se<se or <¢<se, its weight is bounded by
min{4n,4(n —a+1i)}.

Using the last lemma we compute a tighter bound on the number of moves until
stabilization.

Theorem 8. The stabilization time of Digkstra’s algorithm is bounded by 3%712

+O(n).

Proof (sketch). Note that Lemma [[4 bounds by O(n) the number of moves of
all types except for types 1 and 2. In order to estimate the number t; + t2 of
these moves, we consider two cases:

1. The execution does not contain collisions of types <z5<s6 or <g<s¢. In this

case
tatis a 3@ 1
. . _ . 2
ti+ty < E_l min{3(n—a+1i),3n} = E_l 3(n—a+i)+ E_ 3n < 3§n +0(n) .

2. The execution contains collisions of types <z5<s¢ or <g<ss. According to
Lemmal[I6] the number of <56<s5¢ collisions is bounded by %to < %a7 and the
number of <g<s6 collisions is bounded by one. In this case we estimate the
total weight of all collisions by giving 4n weight to the last %a + 1 collisions:

a %a—%a—l %a
13
t1+t2§23(n—a+i)+ Z 3n+ Z 4n§3ﬁn2+0(n).
i=1 i=a i:%afgafl

O

6 Conclusion

In this work we presented a new three state self-stabilizing algorithm for mutual
exclusion for a ring of processors, and showed a tight bound of %nQ + O(n)
for its time complexity. For the upper bound we used two techniques: potential
functions and amortized analysis; the first technique is simpler, but the second
one leads to the tight bound. Our algorithm has a better worst case performance
than two known three-state algorithms; namely, Dijkstra’s algorithm and the one
in [BD95]. We also improved the analysis of Dijkstra’s algorithm and showed an
upper bound of 313n? + O(n) and a lower bound of 13n? — O(n).
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Abstract. We give deterministic distributed algorithms that given § >
0 find in a planar graph G, (1 £ ¢)-approximations of a maximum in-
dependent set, a maximum matching, and a minimum dominating set.
The algorithms run in O(log™ |G|) rounds. In addition, we prove that no
faster deterministic approximation is possible and show that if random-
ization is allowed it is possible to beat the lower bound for deterministic
algorithms.

1 Introduction

In recent years, there has been a growing interest in designing distributed ap-
proximation algorithms for special families of networks. In particular, efficient
(in the model described below) distributed algorithms for some problems in
constant-degree graphs, unit-disc graphs, or planar networks have been recently
proposed. In contrast, for general networks most of the problems that admit easy
solutions in special classes of graphs seem either unapproachable or are prov-
ably intractable (see for example [KMWO04]). In this paper, we give determin-
istic distributed approximation algorithms for the maximum independent set,
the maximum matching, and the minimum dominating set problems in planar
graphs. The algorithms run O(log" |G|) rounds and find a (1 + §)-approximation
in a planar graph G. In addition, we prove lower bounds for the time complex-
ity of deterministic approximation algorithms and show that if randomization is
allowed then it is possible to beat the lower bound for deterministic procedures
and give faster solutions.
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1.1 Model of Computations and Notation

We will work in a synchronous, message-passing model of computations (model
LOCAL in [Pe0(]). In this model a graph is used to represent an underlying
network. Vertices of the graph correspond to computational units, and edges
represent communication links. The network is synchronized and in one round a
vertex can send, receive messages from its neighbors, and can perform some local
computations. Neither the amount of local computations nor the size of messages
sent is restricted in any way. Consequently, in this model in a graph of diameter
t, any graph-theoretic function can be computed in O(t) rounds. In addition, we
assume that vertices have unique identifiers from {1,...,|G|} where |G| is the
order of the underlying graph G. In some applications graphs will have additional
weights. The interpretation of the weights depends on specific applications and
they do not impact the communication in any way. We will mostly follow [D05]
in graph-theoretic terminology. In particular, we will use |G| to denote the order
of graph G and ||G|| to denote the size of G.

1.2 Related Work

Theory of distributed approximation algorithms has attracted some attention re-
cently. For a nice overview of important results in this area the reader is referred
to the survey by Elkin [E04]. Although there are very few deterministic dis-
tributed approximation algorithms that run in o(|G|) rounds in a general graph
G, in the case when the underlying network has additional properties, algorithms
that give a non-trivial approximation are much easier to design. The most em-
inent example is the classical algorithm of Cole and Vishkin from [CV86]. The
algorithm finds in O(log" |G|) rounds a maximal independent set in a constant-
degree graph GG and provides therefore a constant approximation for the maxi-
mum independent set problem in this type of a network. Results of Linial ([L92])
and Naor ([N91]) give matching 2(log™ |G|) lower bounds for the running time
of deterministic and randomized distributed algorithm that find a maximal inde-
pendent set in a cycle and show that the log™ |G| running time cannot be beaten
if one expects exact, non-approximate, solutions. Similarly, in the case of unit-
disk graphs, it is possible (see [KMNWO05a|, [KMNWO05D], [CHOGD], or [SWOS])
to give fast approximation algorithms for many graph-theoretic problems that
seem intractable in general networks.

In planar graphs, approximations that run in the poly-logarithmic number of
rounds and give the approximation error of (14 O(1/log" |G|) are known for all
problems discussed in this paper ([CHS06], [CHOGal). However if one is willing
to accept a larger approximation error (for example (1+4)) but in a much faster
fashion (say in O(log™ |G|) or O(1) rounds) then the methods from [CHS06] or
[CHO64] do not give any indication if such algorithms are possible to obtain. In
addition, it has not been clear if approximation problems are significantly easier
than the original Maximal Independent Set problem and if it is possible to beat
the log™ |G| bound and give O(1)-running time algorithms that find approximate
solutions. In this direction, very recently and independently of the work in this
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paper, Lenzen, Oswald, and Wattenhofer ([LOWOS]) gave a 71-approximation for
the minimum dominating set problem that runs in O(1) rounds and Lenzen, Wat-
tenhofer proved in [LWO§| a lower bound which is identical with our result from
Section Il The arguments from [LWO08| and Section E T are completely different.

1.3 Results

We will prove a few results on distributed approximations in planar graphs.
The main result is a collection of deterministic distributed algorithms which ap-
proximate a maximum independent set, a maximum matching, and a minimum
dominating set in planar graphs. The algorithms run in O(log” |G|) rounds. In
addition, we prove that no deterministic algorithm can run faster and give an ap-
proximation error achieved by our algorithms. At the same time, we note that an
easy randomized procedure beats the lower bound for deterministic algorithms
and with high probability finds a (14 4§)-approximation and runs in O(1) rounds.

More formally, we show that there is a deterministic distributed algorithm
which for a given § > 0 finds in a planar graph G an independent set I of size
which is at least (1 — §)a(G) where a(G) is the independence number of G.
The algorithm runs in O(log™ |G|) rounds (Theorem ). Algorithms with a simi-
lar performance can be obtained for the maximum matching problem (Theorem
B), and for the minimum dominating set problem (Theorem [B]). In addition, in
the case of the maximum independent set problem, the weighted version of the
problem can be approximated in O(log™ |G|) rounds (Theorem Hl). These results
are complemented by some lower bounds. We prove that for any ¢ > 0, no de-
terministic distributed algorithm can find a c-approximation of the maximum
independent set in a planar graph G in o(log” |G|) rounds, nor there is a de-
terministic distributed algorithm that finds a c-approximation of a maximum
matching in a planar graph G in o(log”™ |G|) rounds (Section F1]). In the case of
the dominating set problem the situation is different and it is possible to find
a O(1)-approximation in O(1) rounds (see [LOWOS] or Section B3] but for any
§ > 0 there is no deterministic algorithm which in o(log™ |G|) rounds finds a
(5 — d)-approximation of a minimum dominating set in a planar graph G (Sec-
tion [T)). Finally, we note that an easy randomized procedure can find with high
probability a (1 —d)-approximation of the maximum independent set in a planar
graph in O(1) rounds (Section [2) and so in the case randomness is allowed,
approximation is significantly easier than solving the Maximum Independent Set
problem.

1.4 Organization

In the next section, we describe a partitioning algorithm which is used in Section[3]
to obtain deterministic approximations for the maximum independent set, the
maximum matching, and the minimum dominating set problems. In Section ] we
give lower bounds and discuss randomized algorithms.
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2 Clustering Algorithm

In this section, we give a deterministic algorithm which in O(log"™ |G|) rounds
finds a partition of a weighted planar graph with the property that the weight
of the edges between different partition classes is significantly smaller than the
total weight of the graph. The procedure is invoked in the next section to give
approximation algorithms. We will consider weighted graphs with weights de-
fined on vertices as well as weights defined on edges. For a graph G = (V, E) we
will use w : V — R7 to denote a vertex-weight function and @ : £ — R™ to
denote a edge-weight function. In addition, we will sometimes slightly abuse the
notation and if F is a subgraph of G = (V, E) with@ : E — RT (orw : V — RT)
then @(F) (or w(F)) will be used to denote w(E(F)) (or w(V(F))). If P is a
path then the length of P will be the number of edges in P (i.e |P| —1).

In the course of computations we will be contracting connected subgraphs
of a planar graph and recomputing the weights. Specifically, if G = (V| E) is a
planar graph, @ : E — RT , and Uy, Us, ..., U, are pair-wise disjoint subsets of
V such that G[U;] is connected then we define G to be the weighted graph in

which every Uj; is contracted to a vertex and for u, v’ € V(G) with u # v’ we set

selwd)= Y @ley) 1)

zeU,ycU’

where U = U, if u is obtained by contracting U; and U = {u} otherwise (the
same for U’). We proceed with a few auxiliary definitions and facts.

Definition 1. A directed graph T such that the mazimum out-degree in F is
one is called a pseudo-forest.

If F is a directed graph then we use F to denote the graph obtained from ia by
ignoring the orientation of edges.

Fact 1. Let G = (V, E) be a planar graph with edge-weight function w : E —
R™. There is a distributed procedure which in two steps finds a pseudo-forest ia
such that F is a subgraph of G and &(F) > ©(G)/6.

Proof. First we show that there exists a pseudo-forest T such that Fisa subgraph
of G and @(F) > @(G)/3. Indeed, since G is planar its edge set is the union of at
most 3 forests by the theorem of Nash-Williams. Now, select the heaviest forest
and root the trees to obtain the desired graph F' with w(F') > @(G)/3. Next we
prove that a desired pseudo-forest can be obtained by a distributed procedure.
Consider the following simple algorithm. Every vertex v selects the heaviest edge
{u,v} incident to v and puts the orientation from v to u. If an edge has been
assigned the orientation in both directions then one of them is selected arbitrarily.
Clearly the obtained graph is a pseudo-forest. Since G is the union of three forests
F1, F5, F5 and 20(F') > max{@(F;)}, we have @(F) > @(G)/6. ]

In addition we have the following simple fact.

Fact 2. Ifﬁ 18 a connected pseudo-forest such that the diameter of F' is d then
contains a directed path of length at least d/2.
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We develop some more notation which will be used in the next procedure. Let
T be a pseudo-forest vertices of which are properly colored with colors from
some set S. For a vertex v and for a set of colors C' C S, let in(v,C) be the set
of arcs (u,v) (from u to v) such that the color of w is in C' and let out(v, C') be
defined analogously. If C' is empty then in(v,C) and out(v,C) are empty and
their weights are equal to zero.

HEAVYSTARS

1. Find a pseudo-forset FinG using the procedure from Fact [l

2. Use Cole-Vishkin algorithm [CV86] to properly color the vertices of T using
colors from {1, 2, 3}.

3. For every non-isolated vertex v in parallel:

(a) If color of v is 1 then v marks all edges from in(v,{2, 3}) if @(in(v,{2, 3}) >
w(out(v,{2,3})) and v marks the edge from out(v, {2, 3}) otherwise.

(b) If color of v is 2 then v marks all edges from in(v, {3}) if @(in(v,{3})) >
w(out(v,{3})) and v marks the edge from out(v,{3}) otherwise.

4. Let @;’s denote connected components of the graph induced by marked
edges. In parallel, find in each @; vertex-disjoint stars with weight of at least
w(Q;)/2 and return them. (This is easily accomplished by rooting @;’s and
considering odd and even levels.)

Lemma 1
diam(Q;) < 10.

Proof. Suppose diam(Q;) > 10. Then from Fact [ there is a directed path of
length at least 5. If there is an internal vertex v in the path of color 1 then
either the edge coming to v or coming out of v (but not both) is marked by 3(a).
Otherwise, since the length is at least 5, there must be an internal vertex of color
2 with both of its neighbors of color 3 and by 3(b) only one of these edges can
be marked. O

Lemma 2. HEAVYSTARS returns stars of weight at least 0(G)/24 and runs in
O(log" |G]) rounds.

Proof. From Fact [[I we have w(F) > @(G)/6. Every edge of F' has either one
endpoint in color 1 and the second from {2, 3} or one endpoint in color 2 another
in color 3. Consequently the edges considered in steps 3(a) and 3(b) form a
partition of E(F) and so the weight of the union of @;’s is at least half of the
the weight of F'. Finally, the stars will have at least half of the weight of @);’s and
so the weight of them is at least w(G)/24. The first, third, and the fourth step
require O(1) rounds and the coloring from step two can be found in O(log" |G])
rounds. O
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We will now describe the clustering algorithm. The procedure takes 0 < e < 1
as an input.

CLUSTERING

1. H:=G
2. Tterate [(log (1)/log (33))] times:
(a) Call HEAVYSTARS to find vertex-disjoint stars in H.
(b) Modify H by contracting each star to a vertex and computing the weights
as in ().

3. Let W denote the set of vertices contracted to w. Return {W|w € V(H)}.

Lemma 3. Given 0 < e < 1, CLUSTERING finds a partition (V1,...,V;) of V(G)
such that if G is obtained by contracting each of V;’s and recomputing the weights
as in () then )
@(G) < ew(qQ).

The algorithm runs in O(log”™ |G|) rounds.

Proof. From Lemma [2] in each iteration the algorithm contracts the stars of
weight which is at least 1/24 of the total weight of the graph. Consequently
after [ iterations the weight of graph H is at most (%)IQ(G) < ew(G) ifl =
[(log (£)/1log (33))]. The running time is O(log" |G|) from Lemma 2 ]

3 Approximating Algorithms

In this section, we will use the clustering procedure from the previous section to
give deterministic distributed approximations.

3.1 Maximum-Weight Independent Set

We will start with the maximum-weight independent set problem. Let G = (V, E)
be a planar graph with w : V' — R™. For an edge {u,v} € F, define

@({u, v}) = min{w(u),w(v)}. (2)
We have the following fact.

Fact 3
w(G) < 3w(G).

Proof. From Nash-Williams theorem G has an orientation such the out-degree is
at most three. For an oriented edge (u,v) (from u to v) we have the weight of
the edge to be at most w(u). Since the out-degree is at most three, a vertex can
be the starting point of at most three edges. O

To approximate a maximum-weight independent set we will invoke a modified
procedure from [CHO6c]. This algorithm proceeds as follows. First, consider the
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edge-weighted graph with weights from () and invoke CLUSTERING to find a
partition (V1,...,V}) of V(G). Then find optimal independent sets I; in each of
the G[V;]. (Note that the diameter of G[V;] is O(1).) Finally correct the solution
obtained in the previous step by deleting u from I; if {u,v} is the edge with
v € I; and w(u) < w(v) (In the case the weights are equal use the identifiers
to break the symmetry). Using a similar argument to the one from [CH0Gd] we
obtain:

Theorem 4. There is a deterministic distributed algorithm which for given 0 <
d < 1 finds in a planar weighted graph G = (V,E) with w : V. — RT an
independent set I of weight which is at least (1 — 0)OPT where OPT denotes
the weight of a maz-weight independent set. The algorithm runs in O(log™ |G|)
rounds.

Proof Outline. Since G is planar, OPT > w(G)/4 as x(G) < 4. Let I be the union
of I;’s before the correction step. Then w(I) > OPT as the procedure finds the
optimal solution in each of G[V;]’s and the restriction of any independent set
to V; is an independent set. In the correction step, for every edge between two
different clusters we delete one of its endpoints, weight of which is at most the
weight of the edge by ([@). Consequently, the total weight of deleted vertices is
at most the weight of edges between different clusters. By Fact B, the weight of
deleted vertices is at most

e0(G) < 3ew(G) < 12¢0PT = 60OPT
provided € = §/12. O

Unlike the maximum independent set problem, in the case of matchings and
dominating sets we can only give algorithms for the un-weighted versions of
these problems. The reason is very simple, since G is planar, we know that
the optimal solution to the maximum-weight independent set problem is of size
proportional to w(G). This however is not the case for the weight of an optimal
solution to the max-wight matching or the min-weight dominating set problem.
In fact, even when the weights are all equal to one, an optimal solution to the
above two problems can be substantially smaller than the order of the graph.
However, in the case a graph G is un-weighted, one can use simple preprocessing
to reduce G to a graph where optimal solution is of size which is proportional
to its order.

3.2 Maximum Matching

In the case of the maximum matching problem we can adopt the ideas from
[CHS06] to show:
Theorem 5. There is a deterministic distributed algorithm which for given 0 <
d < 1 finds in a planar graph G = (V, E) in O(log" |G|) rounds a matching M
such that

[M| = (1-0)B(G)

where B(G) is the size of a mazimum matching in G.
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Proof Outline. The algorithm is similar to the one from [CHS06]. First, from
ICHS06] (Lemma 6), we know that if induced stars of size at least two and
induced double stars of size at least three are eliminated from G so that only
one edge from a star and two paths of length two from each double star are left
(which can be done in O(1) rounds) then the matching in the new graph G’ will
be of size 2(|G’]). Since at most one edge from a single star and at most two
edges from a double star can be in a matching in G, we have §(G) = G(G).
Second, in G’ we invoke the procedure CLUSTERING and find a partition of G’
(the edge weights are initially equal to one). Finally, in each subgraph induced by
partition classes we find an optimal solution, which can be done in O(1) rounds,
and return the union. The fact that the error of approximation is as claimed can
be verified in the same way as in the argument for Theorem Ml O

3.3 Minimum Dominating Set

In the case of the dominating set, we must do some more preprocessing. Specif-
ically, the algorithm first finds a constant approximation of the minimum dom-
inating set in O(1) rounds and then proceeds to improve this approximation
and finds a dominating set of size (1 — 0)y(G) where v(G) is the size of a min-
imum dominating set in G. To complete the second step O(log™ |G|) rounds
are needed. As noted in the introduction, recently in [LOWO0S], a O(1)-rounds
71-approximation of the minimum dominating set for planar graphs is given.
Although the constant approximation is not the focus of this paper we briefly
describe an alternative way for finding a O(1)-approximation in Section[Al Using
a similar argument as in the case of matchings we have:

Theorem 6. There is a deterministic distributed algorithm which for given 0 <
d <1 finds in a planar graph G = (V, E) in O(log™ |G|) rounds a dominating set
D such that

ID| < (1+6)v(G)

where v(Q) is the size of a minimum dominating set in G.

Proof. The algorithm is similar to the one from [CHOGa]. After a constant ap-
proximation is obtained using the procedure from Lemma [ from Section [A] or
the algorithm from [LOWOS]|, we proceed in the following fashion. Let D =
{w1,...,w;} denote the dominating set obtained from the preprocessing phase.
Then

|D| < ey(G) (3)

for some constant c¢. A partition (Wi,...,Wy) of V(G) is obtained by every
vertex of G joining the group of exactly one of the vertices from D that dominates
it. Then k = |D| and each V; induces a graph of diameter at most two in G. We
contract V;’s to obtain a planar graph H and set the weights of the edges to be
equal to one. Note that ||H|| < 3k. Set ¢ = 6/(6- ¢) and use CLUSTERING to find
a partition (Vi,...,V;) of V(H) which by Lemma [ is such that the weight of
the edges between different clusters is at most €||H||. Un-contract V;’s and W;’s
to obtain a partition (Us,...,U;) of V(G). Finally in each of G[U;]’s (which has
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a constant diameter) find an optimal dominating set D; and return the union
of these dominating sets. The running time of the algorithm is O(log™ |G|). To
prove the approximation error, let D* be a minimum dominating set in G and
let D be obtained from D* by adding all vertices w; from D with the property
that a vertex in W; C U; has a neighbor in V' \ U;. We have

D] < |D*| + 2¢€|H|| < 7(G) + 6¢|D| < 7(G)(1 +9)

from ([@). In addition
JDil <D

as DN U, is a dominating set in G[U;] and D; is an optimal solution in G[U;].
Therefore, || D;| < (1 + §)v(G). ]

4 Lower Bounds and Randomization

In this section, we will establish lower bounds for deterministic approximation
algorithms and discuss randomized procedures.

4.1 Lower Bounds

Our lower bounds will be based on the general Ramsey’s theorem (see for ex-
ample [We01]). It is known (see [Pa99]) that Ramsey’s theorem can be used to
argue that no deterministic distributed algorithm can properly color a cycle C'
with O(1) colors and run in o(log™ |C|) rounds. We will first use this method
to establish similar results for approximation algorithms. Let R(2,m;[) denote
the least number of vertices n such that in any 2-coloring of the edges of the
complete [-uniform hypergraph on n vertices there is a monochromatic com-
plete sub-hypergraph on m vertices. The general Ramsey’s theorem shows that
R(2,m;l) is finite and a proof of the theorem provides a tower-type upper bound
(height of tower is proportional to ) for R(2,m;l).

Lemma 4. For any positive integer T' there is no deterministic distributed algo-
rithm that finds in a cycle on n vertices an independent set of size ©(n/ log**) n)
i T rounds. There is no deterministic distributed algorithm that finds an inde-
pendent set of size O(n/log" n) in a cycle on n vertices in o(log™ n) rounds.

Proof. For notational convenience we will assume that if S = {i1,...,4;} is a
subset of [n] := {1,...,n} with [ elements then the elements are indexed so that
ir < iy when k < [. Let C be a cycle with V(C) = [n]. For a distributed algorithm
A that finds in T rounds an independent set in C, let Fy : (27[311) — {0,1} be
defined by Fa({i1,...,t274+1}) = 1 if and only if ip41 is selected by A to the
independent set provided i1, 49, ...i27r4+1 is a path in C. Then Fj4 is a 2-coloring
of the edges of the complete (27 + 1)-uniform hypergraph H with V(H) = [n].
Let m be such that n > R(2,m;2T + 1). Then, from the Ramsey’s Theorem,
H contains a monochromatic complete hypergraph K on m vertices. Observe
that if m > 27 + 1 then the color of the edges in K cannot be one. Indeed,
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if {i1,... 92712} is a subset of V(K) then by definition of Fa, ir41 and izyo
are selected by A to the independent set if the path i1, ..., 2712 is a subgraph
of C. Consequently every edge in K has color zero and if K = {vy,...,v,}
then none of vp41,...,v,—7 is in the independent set returned by A provided
P :=w1,...,vy is the subgraph of C'. Therefore, out of m vertices in K, m — 2T
are not in the independent set returned by A. If n —m > R(2,m;27T + 1) then
we can repeat the above argument to the hypergraph induced by [n] \ V(K).
Let p denote the number of times we will repeat the above reasoning. Then the
size of the independent set returned by the algorithm A when the ordering of
vertices in C' is determined by the repeated application of the Ramsey’s theorem
is at most 2T'p + R(2,m; 2T + 1) which is at most 2nT/m + R(2,m;2T + 1) as
pm < n. It is known (see [N95]) that for some constant c,

gcm

R(2,m;2T +1) < 2%

where the number of 2’s in the tower is 27". Thus for any constant T if m =
O(log® n) then the size of the independent set is at most O(n/log®*™) n). In
addition, very similar computations give that for the size of an independent
set to be 2(n/log"n), T must be 2(log” n). Indeed, let € > 0 and for n large
enough let m and T be two integers with (log"n)?/(2¢) < m < (log*n)?/c and
elog"n/(8-¢) <2T'+1<e-log"n/(4-c). Then

2nT/m < en/(2log" n).
At the same time, for n large enough,

log®T* Y R(2,m; 2T + 1) < 2loglog* n

(2T+1) (2T+1) (

and 2loglog”n < 0.5log n < log en/(2log” n)). Consequently, the
size of the independent set returned by the algorithm is smaller than en/log" n.
O

A very similar lower bound can be obtained for matchings. In the case of
the dominating set the situation is different and it is possible to find a O(1)-
approximation in zero rounds. On the other hand, one can show that no de-
terministic a-approximation with o < 2 can run in o(log” |G|) rounds. We will
prove something slightly stronger for planar graphs.

Fact 7. There is no deterministic distributed algorithm which for every § > 0
finds in o(log™ |G|) rounds a dominating set of size which is at most (5— 6)y(G)
in a planar graph G.

Proof. Let 6 > 0 be fixed and suppose that there is a deterministic distributed
algorithm that finds a dominating set in any planar graph G of size at most
(5 —9)v(@). From a cycle C on n vertices (with 10|n), we create a graph G in
the following way. Let G = (V, E), where V = V(C) and E = E(C) U {v,u €
V,dc(v,u) = 2}. Note that this virtual graph can be obtained from C by a
distributed algorithm, G is 4-regular, v(G) = n/5, and G is planar. From a
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dominating set D in G returned by the algorithm we can obtain an independent
set I in C' as follows. Consider C'[D] and add to I all isolated vertices. For every
vertex v € D with degc(v) = 1, if the neighbor of v, w, has dege(w) = 1 then
add the vertex with a smaller identifier to I and if dego(w) = 2 then add v
to I. Let D; be the subset of D with vertices of degree ¢ in C[D]. Note that if
v € Dy, that is v has degree two in C[D], then every vertex from V \ D which
is dominated by v in G is also dominated by a vertex from D;. Therefore, we
have |I| > |Dy|+ |D1|/2 and 4|Dg|+ 3|D1| > n—|D|. Since |D| < (5—0)y(C) =
(1—0/5)n, 4|Do|+3|D1| > on/5 and so |I| > |Do|+|D1|/2 > én/30. By Lemma
@ this is not possible. O

4.2 Randomized Algorithms

In this section we will briefly discuss randomized algorithms. We focus on the
maximum independent set problem as algorithms for other problems can be
obtained using similar consideration.

Lemma 5. Let G be a graph with maximum degree at most A. Then there is
distributed randomized algorithm which in two rounds finds an independent set
I in G such that with probability larger than 1 — exp{—|G|/(24T*(A% +1))} the
size of I is at least |G|/(24F2(A2 4-1)).

Proof. The algorithm is trivial and we will only outline it. It proceeds in two
rounds and in the first round every vertex marks itself with probability 1/2,
choices made independently. In the second round a marked vertex un-marks itself
if at least one of its neighbors is marked. Let S be a maximal set of vertices at
distance at least three in G. Note that |S| > |G|/(A? + 1) and the events that
two vertices from S are marked after the second round are independent. The
expected number of vertices selected from S is at least |G|/(2411(A? + 1)) and
by Chernoff’s bound the probability that it is smaller than |G|/(2412(A% + 1))
is less than exp{—|G|/(24T4(A% +1))}. 0

Lemma 6. Let K be a positive integer and let G = (V, E) be a weighted planar
graph with @ : E — {1,...K}, the maxzimum degree A, and with no isolated
vertices. Then there exist pair-wise disjoint subsets Vi,...,V; of V(G) such that

— diam(G[Vi]) < 2(M — 1);
— A(G) < AM, max{w(e)le € E(G)} < KAM;

~ ®(G) < 98(G)/10

where M := [10g(1_1 /(5.82.210)) (5571 and G is obtained from G by contracting
Vi’s and recomputing the weights as in ().

Proof. Let € := 1/(20K A) and let M be as above. Let I = {v € V(G)|dega(v) <
9}. Clearly |I]| > 2|G|/5. Use the algorithm from Lemma[Blto find an independent
set I; C I with |I1]| > |G|/(5-82-2'9). Repeat the process in V'\ I to find I of
size (|G| —|I1])/(5-82-219) and continue M times. Let I1, ..., I5; be independent
sets obtained by repeating the above procedure M times. Then with parameters
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as above every vertex v € I; has at most nine neighbors in V'\ (I; U---UI;) and
with high probability, > |I;| > (1 —€)|G|. For every j and every v € I;, v selects
one edge from v to the set V' \ (I; U--- U ;) of the largest weight if it has at
least one neighbor in V'\ (I; U---UI;). The subgraph obtained in this way is a
forest with trees T1,...,T; each of diameter at most 2(M —1). Let V; := V(T3).
Note that the total weight of edges incident to V' \ (I; U---U Ips) is at most
K - A-¢€|G] provided )" |I;] > (1 — €)|G]|. Therefore,

D w(T) > (@(G) - K- A-€G])/9 > ©(G)/10

as € = 1/(20K A) and @(G) > |G|/2. In addition, A(G) < AM as there are at
most (AM —1)/(A — 1) vertices in T; and consequently max{@(e)le € G} <
KAM _ Finally, note that the probability that the above procedure fails is at
most O(M exp{—O(¢|G|)} by Lemmal[ilas if in the course of computations |G| —
(1] + - - -+ |14]) < €|G] for some ¢ < M then we have )" |I;| > (1 — ¢)|G| with
probability one. a

Corollary 8. There exists a randomized distributed algorithm which for a given
0 > 0 finds in the constant number of rounds (the constant depends on § only) an
independent set I in a planar graph G the size of which is with high probability
larger than or equal to (1 — 0)a(G).

Proof. Let R = 48/ and let V = {v € V(GQ)|degg(v) > R}. Then |V| <
§a(G)/2 as a(G) > |G|/4. Let G’ be the subgraph of G induced by V' \ V and
define w(e) := 1 when e € E(G’). We apply Lemma [f L times with L such
that (0.9)L < §/16 contracting subsets repeatedly and putting aside isolated
vertices if any arise. Now we consider partition of V into Vi,..., V] obtained
by un-contracting the vertices (some of the V;’s can be singletons). We have
diam(G[V;]) < C where C depends on § only and we call a vertex v € V; border
if it has a neighbor in V(G) \ V;. Disregard all the border vertices to obtain V;’s
and find optimal independent sets I;’s in G[V;]’s. Finally return the union of I;’s.
The solution returned by the procedure has size of at least «(G) — |B| where B
is the set of border vertices and |B| < §a(G)/2 + 2(0.9)F|G| < §a(G). O
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A Appendix

A.1 Constant Approximation of the Minimum-Dominating Set

Our algorithm follows from the next few observation. Let K be a positive integer
which is large enough (the precise bound for K follows from computations and in
the current argument is significantly larger than 71, the constant from [LOWOS])
and let G = (V, E) be a planar graph. We define B := {v|deg(v) > K}, S :=
V\ B, and B’ := {v € B||N(v) N S| > 20%}.

Definition 2. Let u,v € B’. Vertex u is called v-redundant if the following
conditions are satisfied.

(a) |IN(u) N N(v)NS| > |N(u)NS|/10.
(b) Either |[N(v)NS| > |N(u)NS| or |N(v)NS| = |N(u)NS| and ID(v) > ID(u).

Note that the constant 10 in (a) is almost arbitrary and the reason for part (b) is
to break symmetry. In particular, from part (b), a vertex u is never u-redundant.
We first observe a few simple facts about redundant vertices.

Fact 9. Let u,v € B’ be such that |[N(u) " N(v) N S| > |N(u) N S|/10. Then
either u is v-redundant or v is u-redundant.

Fact 10. If u is v-redundant then v is not u-redundant.

Finally we note that u cannot be v-redundant with too many v’s.

Fact 11. Let G = (V, E) be a planar graph. Then for uw € B’ there are at most
19 vertices v € B’ such that u is v-redundant.

Proof. Since G is planar, we have [N (u) N (v)NN(w)| < 2 for any three distinct

vertices u, v, w. Assume u is v-redundant for every v € {vy,...,v}. Then
EIN() S|,
> _ AT P
u) N S| Z|N YA N(v;)N S| 2(2> 0 k% > |N(u)N S|
when k£ = 20. g
Lemma 7

(G") < K~(G).

Proof. First notice that to obtain G’ only edges between S and B’ can be deleted
from G. Let D be a dominating set in G. We will add some vertices to D to
obtain a dominating set D’ in G'. If w € D N B’ and degg(u) # dege:(u) then
add to D all vertices v such that u is v-redundant. By Fact [[1] there are 19 such
v's. If w € DN S and degg(u) # degar(u) then degg(u) < K — 1 and add all
neighbors of v in G to D. Then |D’| < K|D| as K > 20 and D’ is a dominating
set in G’. Indeed, any vertex v which is dominated by a vertex v € D with
w € E\ E' isin D’. |
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Lemma 8. Let H = (V, E) be a planar graph with no redundant pairs, let K
be a positive integer which is large enough, and let B = {v € Hl|degy(v) > K}.
Then
1B 4]

2 K%

Proof. Let D be a dominating set in H. Consider D1 = DN B and Dy = D\ D;.
Every vertex from Dj has the degree of at most K — 1 and so there are at most
K|Ds| vertices dominated by Ds. Let W be the set of vertices dominated by Ds.
If |W| > |H|/K then |Ds| > |H|/K? and we are done. Assume therefore that
W] < |H|/K and let A =V \ (W U B). Since H is planar, |B| < 6|H|/K and
so |A] > (1 — 7/K)|H| with every vertex from A dominated by a vertex from
Dy C B. Consider the bipartite subgraph H' of H with bipartition (B, A) and all
edges of H with one endpoint in B, another in A and let dy,...,d; be vertices
from D; that dominate A. Every vertex a from A chooses one i € {1,...,k}
such that d; dominates a and joins the group of d;. In this way we obtain stars
S1,...,Sk with centers in dy,...,d; and every a € A belonging to exactly one
star. Let B = {b € Bldegpn'(b) > degu(b)/2}. We note that

~(H) > min

5= (1- 1) 18 0

as otherwise 2||H[B]|| > $2|B|K/2 > 6|B| but H[B] is planar. Note that if
b € B then degly(b) > K/2 > 20? and so b € B’. Since there are no redundant

pairs in H, for every b,d; € B" we have [Ny (b) N Ny (d;)] < W. Now
consider the planar graph H” obtained from H by contracting each of the stars
to a single vertex. Every vertex from B has degree of at least 10 in H” and H"
is planar. Thus,

51B| < |[H"|| < 3(1B] + k)
which gives

|Di| > k>

3 =

if K > 24. O

Lemma 9. There is a distributed algorithm that finds a 2(1)-approzimation of
a minimum dominating set in a planar graph in O(1) rounds.

Proof. After fixing K in the argument above, graph G’ is obtained by delet-
ing edges as described in Lemma [[l Then in H all vertices from B = {v €
H|dege:(v) > K} are added to the dominating set and finally all vertices in G’
which are not dominated in G’ by B are added to the dominating set. The domi-
nating set has size 2(7(G)). Indeed, from Lemmall v(G) = 2(7(G")) and from
Lemma[§ v(G") = 2(|B]|)+ 2(|C|) where C' is the set of vertices not dominated
by B in G’ (Clearly these vertices can only be dominated by vertices of degree
at most K —1in G’). 0
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Abstract. First-Come-First-Served (FCFS) mutual exclusion (ME) is
the problem of ensuring that processes attempting to concurrently access
a shared resource do so one by one, in a fair order. In this paper, we close
the complexity gap between FCFS ME and ME in the asynchronous
shared memory model where processes communicate using atomic reads
and writes only, and do not fail. Our main result is the first known FCFS
ME algorithm that makes O(log N) remote memory references (RMRs)
per passage and uses only atomic reads and writes. Our algorithm is also
adaptive to point contention. More precisely, the number of RMRs a
process makes per passage in our algorithm is @ (min(k, log N)), where k
is the point contention. Our algorithm matches known RMR complexity
lower bounds for the class of ME algorithms that use reads and writes
only, and beats the RMR complexity of prior algorithms in this class
that have the FCFS property.

1 Introduction

Coordinating access to shared resources is a key problem in programming mul-
tiprocessors. Mutual exclusion [I], also known as locking, is the approach most
popular in practice for allowing multiple processes to access a shared resource
safely. We consider this problem under the customary assumptions that pro-
cesses are asynchronous (i.e., execute at arbitrary speeds) but do not fail. A
mutual exclusion algorithm for a shared memory multiprocessor consists of a
trying protocol (TP) and an exit protocol (EP) that surround the critical section
(CS). The latter contains code that actually accesses the shared resource. A sin-
gle execution of the TP, CS, and EP is called a passage. When a process is not
inside the TP, EP, or CS, we say that it is in the non-critical section (NCS).

The trying and exit protocols ensure that at most one process can be in the
critical section at a time, while also guaranteeing that processes wanting to access
the resource can eventually do so. We can state the correctness properties of a
mutual exclusion algorithm more precisely as follows:

Mutual Exclusion (ME): If a process p is in the CS, then no process ¢ # p
is in the CS concurrently with p.
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Lockout Freedom (LF): If a process p enters the trying protocol, then p even-
tually enters the CS.

Bounded Exit (BE): If a process enters the exit protocol, then the process
returns to the NCS in a bounded number of its own steps.

Note that to satisfy lockout freedom, we must make the (standard) assumption
that every process is live, meaning that as long as it is outside the NCS, it
continues to take steps until it returns to the NCS.

The above properties do not preclude situations where a process waits inside
the trying protocol for a long time while other processes are repeatedly granted
entry to the critical section. This may be undesirable, and a mutual exclusion
algorithm that grants processes entry into the critical section in an order that is
more fair may be preferred. One form of fairness is captured by the First-Come-
First-Served (FCFS) property [2], which informally requires that processes are
granted entry into the critical section in the order in which they execute the
beginning of the trying protocol. To define this more precisely, we split the
trying protocol into two parts: the first part, the doorway (DWY), which a
process completes in a bounded number of its own steps; and a second part, the
waiting room (WRM). We can now define FCFS as follows:

First-Come-First-Served (FCFS): If a process p finishes the doorway before
a process q # p starts the doorway, then ¢ does not enter the CS before p
does in the corresponding passages.

A natural way to measure the time complexity of a mutual exclusion algorithm
is to count the number of memory accesses performed during a passage. This is
problematic in the asynchronous model as a process may execute an unbounded
number of memory accesses while busy-waiting for another process to clear the
critical section. Instead, we measure time complexity by counting only the remote
memory references (RMRs) performed during a passage, where an RMR is a
memory access that traverses the processor-to-memory interconnect. We refer
to this measure as an algorithm’s RMR complexity.

To classify memory accesses as local or remote, we consider two shared mem-
ory architectures: the Distributed Shared Memory (DSM) model, and the Cache-
Coherent (CC) model [3]. In the DSM model, each processor is associated with
a memory module that it can access locally, and that others may access only
remotely. In the CC model, on the other hand, any memory location can be
made locally accessible by storing its contents in a local cache, which is kept up
to date (by either updating or invalidating stale entries) by a coherence protocol.
Different varieties of the CC model exist, all satisfying the following property
under ideal conditions: once a variable is loaded into a cache, it remains cached
at least until it is overwritten by another process.

Algorithms that perform all busy-waiting using local memory references (e.g.,
repeatedly testing the value of a cached variable) are known as local-spin; they
have bounded RMR complexity and offer practical performance benefits [4].
The RMR complexity of an ME algorithm may depend on the number of pro-
cesses contending for access to the CS. Point contention describes this quantity
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precisely; for our purposes it is defined as the maximum number of processes
simultaneously outside of the NCS during an execution fragment. An ME algo-
rithm whose RMR complexity grows gradually with point contention is known
as adaptive (to point contention).

Summary of results. Our main technical contribution is an FCFS ME algorithm
based on reads and writes only, which has RMR complexity O(min(k,log N))
when point contention is k and there are N processes. The complexity of our
algorithm is optimal, at least when k € O(loglog N) [5] or k € O(N) [6]. Prior
algorithms either require stronger synchronization primitives, lack the FCFS
property, or have suboptimal RMR complexity.

Our algorithm uses as building blocks two novel wait-free components: a set-
like data structure called SpecialSet, and a ticket dispensing mechanism. The
SpecialSet records a set of process IDs, and has two operations: INSERTSELF(),
which a process can use to add its ID to the set, and REMOVESELF(), which a
process can use to remove itself from the set and also to learn the ID of exactly
one other process in the set (if any). Our SpecialSet and the ticket dispenser are
accessed according to certain restrictions on parallelism, which simplifies their
implementation.

As a complexity upper bound, our algorithm has several implications regard-
ing mutual exclusion:

(1) The worst-case RMR complexity of FCFS ME using only reads and writes
is no greater than for ordinary (i.e., deadlock-free) ME; both problems are
solvable using O(log N) RMRs per passage, matching the recent lower bound
of Attiya, Hendler and Woelfel [6].

(2) FCFS ME can be solved using only reads and writes with RMR complexity
adaptive to point contention, matching the linear lower bound of Kim and
Anderson for k € O(loglog N) [5] in addition to the logarithmic worst-case
lower bound [6].

(3) As a consequence of (1) and (2), and the fact that the lower bounds on ME
RMR complexity [65] hold even if comparison primitives (such as COMPARE-
AND-SWAP) are available, FCFS ME and adaptive FCFS ME are no more
costly to solve (in terms of RMRs) using reads and writes only than using
reads, writes, and comparison primitives. This strengthens somewhat a prior
result of Golab, Hadzilacos, Hendler and Woelfel [7], which implies the anal-
ogous conclusion for ME algorithms that do not have FCFS or bounded exit.

2 Related Work

The mutual exclusion problem was first solved by Dijkstra [I], although his
solution did not satisfy lockout freedom. Rather, it satisfied a weaker progress
property, called deadlock freedom:

Deadlock Freedom: If some process p is stuck forever in the trying protocol,
then some process ¢ # p executes through the critical section infinitely often.
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FCFS mutual exclusion was first formulated and solved by Lamport in [2],
where he presented his famous Bakery algorithm. Lamport [8] was also the first
to study fast mutual exclusion. Fast mutual exclusion ensures that a process
takes a constant number of steps entering the CS when there is no contention,
but provides no performance guarantees otherwise. In adaptive mutual exclusion
the performance of an algorithm instead degrades gradually as the contention
for the CS increases. Adaptive mutual exclusion algorithms were presented by
Styer [9], Choy and Singh [I0], and Attiya and Bortnikov [IT]. These algorithms
are adaptive to metrics different from RMR complexity, and moreover, the RMR
complexity of these algorithms is unbounded.

Yang and Anderson (YA) [12] presented the first mutual exclusion algorithm
that uses only reads and writes and has RMR complexity O(log V). Kim and
Anderson [I3] (KA) later presented an adaptive mutual exclusion algorithm,
also using only reads and writes, that used as building blocks parts of Lamport’s
fast mutual exclusion algorithm and the YA algorithm. Its RMR complexity is
O(min(k,log N)), where k denotes point contention. This improves upon the
adaptive algorithm of Afek, Stupp and Touitou [T4].

Several lower bounds exist for the RMR complexity of mutual exclusion and
adaptive mutual exclusion. Kim and Anderson [5] showed that the RMR com-
plexity of adaptive ME algorithms based on reads and writes only must grow
at least linearly with point contention up to {2(loglog N), which is matched by
algorithm KA. Attiya, Hendler and Woelfel [6] later showed that the worst-case
RMR complexity for the same class of algorithms is ©(log V), which is matched
by algorithm YA. (This builds on prior results by Cypher [I5], Anderson and Kim
[16], and Fan and Lynch [I7].) A related result by Golab, Hadzilacos, Hendler
and Woelfel [7] implies that the ©(log N) lower bound is tight also for algorithms
that use comparison primitives, such as COMPARE-AND-SWAP (CAS), and do
not require FCFS or bounded exit.

Jayanti [I8] presented the first FCFS adaptive mutual exclusion algorithm.
It has RMR complexity O(min(k,log N)), and makes use of LOADLINKED and
STORECONDITIONAL — a pair of synchronization primitives stronger than reads
and writes.

Taubenfeld [T9] also presented an FCFS adaptive mutual exclusion algorithm.
This algorithm is a modification of Lamport’s Bakery algorithm, and uses only
reads and writes. Its RMR complexity, however, is O(k?), which is suboptimal
in light of our results.

3 FCFS Algorithm and High-Level Description

Our algorithm (shown below in Figure[Il) has the following high-level structure.
In the doorway, a process receives a ticket from a wait-free ticket dispenser
(line 4) that incurs O(min(k,log N)) RMRs per invocation. The dispenser is
similar to a modular atomic counter, which returns tickets with increasing values
from a bounded interval. As the dispenser is not actually atomic, processes that
invoke the dispenser concurrently may receive the same ticket. Also, even though
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shared variables:
Set: SpecialSet, Q: PriorityQueue, Head: array[l..N| of Boolean

(In the DSM model, Head[p] is local to process p)

private variables:
ticket: {0,..,7N — 1}, tmp_id: integer

1 loop
2 NCS
3 Set.INSERTSELF () // Doorway begins.
4 ticket := OBTAINTICKET() // Doorway ends.
5 LOCK()
6 Head|[p] := false
7 tmp_id := Set. REMOVESELF()
8 if tmp_id # 1 then

// Enqueue process tmp_id with ‘‘dummy’’ ticket.
9 L Q.INSERT((tmp_id, —1))
10 Q.REMOVE((p, —1)) // Remove (p,—1) from queue if present.
11 Q.INSERT((p, ticket)) // Reinsert p with ¢‘proper’’ ticket.
12 tmp_id :== Q.FINDMIN() // Get the head process in the queue.
13 Head[tmp_id)] := true // Notify head process to advance.
14 UNLOCK()
15 await Head[p] = true // Wait to reach the head of the queue.
16 LOCK()
17 CS // The critical section.
18 Q.REMOVE((p, ticket)) // Remove p from the priority queue.
19 DONEWITHTICKET()
20 tmp-id := Q.FINDMIN()
21 if tmp_id # L then
22 L Head[tmp_id] := true // Notify next process to advance.
23 UNLOCK()

24 end loop

Fig. 1. FCFS Mutual Exclusion Algorithm for process p € {1, ..., N}

the dispenser returns tickets from a bounded interval, the interval is large enough
to ensure that tickets are not reused too soon. After a process p obtains a ticket,
it enters the waiting room (lines 5—16) where it adds itself to a priority queue
(@) ordered by ticket (line 11). To ensure that FCFS is not violated, p waits
to reach the front of the queue before entering the CS (line 15). Once p is done
with the CS, p removes itself from the queue (line 18), and notifies its successor
(lines 20-21).

We use an auziliary lock (lines 5, 14, 16, 23) to serialize operations on . This
allows us to implement @ with a min-heap, which has time complexity O(log k).
The ME algorithm that we use for the auxiliary lock is Kim and Anderson’s
algorithm [I3], which has RMR complexity O(min(k,log N)).
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The priority queue has standard operations INSERT, REMOVE, and FINDMIN,
and its entries are pairs of the form (process ID, ticket). INSERT is idempotent,
and REMOVE has no effect if attempting to remove an item that is not in the
queue. FINDMIN() returns the process ID whose corresponding ticket is minimal
(i.e., the head element), or L if the queue is empty. What it means for a ticket to
be minimal in a collection of tickets, and more generally how tickets are ordered,
is explained in detail in Section

Processes use the Boolean array Head to notify another process when it be-
comes the head of the queue. A process can become the head of the queue after
another process removes itself from the queue in the exit protocol (line 18), or
after the queue is modified in the waiting room (lines 10-11).

Our algorithm contains additional features, not described above, to handle
the following race condition: process p finishes the doorway before ¢ starts the
doorway, but then ¢ adds itself to @) before p. By the FCFS property, p should
enter the CS before ¢, but until p is added to @, g cannot tell (from the state
of @ alone) whether it should enter the CS before or after p. To prevent ¢
from entering the CS prematurely, we use special “dummy tickets” and a shared
object, Set, of a set-like type called SpecialSet. At the beginning of the doorway,
at line 3, a process g adds itself to Set. In the waiting room, at line 7, ¢ removes
itself from Set, and also learns the ID of one other process p # ¢ in Set, if it
exists (L otherwise). If p exists, then p must be in the trying protocol at or before
the lock at line 5. In that case, ¢ adds p to @ at line 9 with a “dummy” ticket
—1, which is smaller than any “proper” ticket returned by the ticket dispenser
at line 4. The insertion of p into @ in this way guarantees that p will be ahead
of ¢ in @ until p executes the locked code at lines 6-13, where it replaces its
dummy ticket in @ with its proper ticket (lines 10-11). This ensures that ¢
cannot advance into the CS prematurely.

The set operations (line 3 and line 7), and the ticket dispenser operations
(line 4 and line 19), are explained in more detail in Sections [ and Bl respectively.

4 SpecialSet — A Set-Like Data Structure

In this section, we describe the data type of the shared object Set used in our
mutual exclusion algorithm. We refer to this type as SpecialSet, because its state
is represented by a set but it supports only a few set operations, and only in
restricted ways.

The sequential specification of SpecialSet is as follows. The state of SpecialSet
is a set of process IDs. Two operations are used to access SpecialSet:

— INSERTSELF() adds the ID of the calling process to the set, and returns
nothing.

— REMOVESELF() removes the caller’s ID from the set, and returns the ID of
one other process in the set, if it exists, otherwise returns L.
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Processes must access SpecialSet according to the following etiquette:
Condition 1

(a) The calls to INSERTSELF() and REMOVESELF() made by any process occur
in an alternating sequence, beginning with INSERTSELF(), and ending with
REMOVESELF(); and

(b) Operation REMOVESELF() is executed in mutual exclusion.

For our purposes, it suffices to make the implementation of SpecialSet for
N processes linearizable and wait-free, with step complexity O(min(k,log N)),
where k denotes point contention. (Note that by Condition [, if a pro-
cess has completed INSERTSELF() but not yet started its subsequent call to
REMOVESELF(), then it is enabled to execute another step, and so we count it
in evaluating point contention.)

Below we describe a simple but non-adaptive implementation of SpecialSet for
N processes, with step complexity O(log N). Then, we give an informal overview
of how the implementation can be made adaptive using existing ideas.

4.1 Non-adaptive Implementation

The data structure underlying the implementation of SpecialSet for N processes
is a full binary tree of height [log N|. Each node in the tree stores a process
ID or L, initially 1. We denote the value stored at node n by NodeVal[n|. In
addition to the tree, we use an array MyNode[l..N] of pointers to tree nodes
or L, initially all L. For any process ID p, we will refer to MyNode[p| as p’s
node. Informally, if MyNodel[p] = n, for some tree node n, then p is in the
set and p uses tree nodes on the path between n, and the root node to record
information about itself. In the non-adaptive implementation, n, will be a unique
and statically determined leaf node, referred to as p’s leaf node.

The INSERTSELF () access procedure for process p first determines p’s leaf node
at line 25, and then passes control to the helper function INSERTHELPER(p),
which is also used by REMOVESELF(). (Here the ID of p’s leaf node is statically
determined, but in the adaptive version of the algorithm it is not.) In function

shared variables:
NodeVal: mapping from node ID to process ID or L, initially all L

MyNode: array[l..N] of pointer to tree node or L, initially all L

Fig. 2. Variables used in SpecialSet implementation

25 MyNode[p] := ID of p’s leaf node
26 INSERTHELPER(p)

Fig. 3. INSERTSELF() for process p € {1,..., N}
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27 | := MyNode[z]

28 foreach node n on path from [ to root do
20 | NodeVal[n] := z

30 end

Fig. 4. INSERTHELPER(z)

Output: process ID or L
31 [ := MyNode[p]
32 foreach node n on the path from [ to root do

33 if n has a sibling node then

34 n' := sibling of n

35 q:= NodeVal[n']

36 if ¢ # L and MyNode[q] # L then
37 INSERTHELPER(q)

38 MyNodelp] := L

39 return q

40 end

41 end

42 end

43 MyNodelp] := L
44 return L

Fig.5. REMOVESELF() for process p € {1,...,N}

INSERTHELPER (p), the calling process traverses the binary tree from p’s node
to the root and writes p’s ID at each node visited.

The REMOVESELF() access procedure works as follows. The caller, say process
p, first determines its tree node, say I, by reading MyNode[p]. Next, p traverses
the tree from [ to the root. For each node visited, p reads the ID stored at the
sibling node (O(log N) nodes in total). For each process ID encountered, say g,
p checks whether ¢’s node is not L. If the latter condition holds, then p stops its
traversal immediately after inspecting ¢’s node, and executes INSERTHELPER(q).
(Here ¢ # p holds because p’s leaf node is statically determined.) By calling
INSERTHELPER(q) at this point, p ensures that if there are any nodes between
the current node and the root that contain the ID p, they will be overwritten
with an ID that is still in the set. If this were not done, then future calls to
REMOVESELF() might behave as though there are no remaining items in the set,
and erroneously return L. Finally, p’s execution of REMOVESELF() overwrites
MyNode[p] with L and returns g. Otherwise, if no such ¢ is found, then upon
reaching the root node, p’s execution of REMOVESELF() overwrites MyN ode[p]
with 1 and returns L.
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4.2 Adaptive Implementation

The non-adaptive implementation of SpecialSet described above can be altered
so that its step complexity becomes adaptive to k — the point contention (as
defined earlier for executions involving a SpecialSet object). The main idea is to
choose p’s node so that it has distance O(min(k,log N)) from the root, which
is difficult since p’s node must be unique among all processes that are in the
set. One approach is to build the tree dynamically using splitter-like objects,
which are based on Lamport’s “fast path” mechanism. Anderson and Kim used
such objects to construct an adaptive ME algorithm based on reads and writes
only [I3]. The RMR complexity of this algorithm is O(min(k,log N)), and key
portions of it have step complexity O(min(k,log N)).

Rather than using pieces of the Anderson and Kim algorithm to create our
adaptive implementation of SpecialSet, we execute the entire ME algorithm in
our implementation and extract certain useful information from that execu-
tion. This allows us to re-use complex synchronization machinery directly rather
than modifying it and re-proving its correctness properties. The wait-free por-
tion of the trying protocol of the Anderson-Kim algorithm is executed inside
INSERTSELF(), and the remainder in REMOVESELF(). Since REMOVESELF() is
executed in mutual exclusion by Condition[I] this means that the executing pro-
cess will never busy-wait inside the Anderson-Kim algorithm. (In fact, we can
replace the locks used therein with “no-ops”.)

5 Ticket Dispenser

Our mutual exclusion algorithm internally uses numbered tickets, much
like Lamport’s bakery algorithm [2]. Tickets are obtained by calling
function OBTAINTICKET(), which is used in conjunction with function
DONEWITHTICKET() according to the following etiquette:

Condition 2. The calls to OBTAINTICKET() and DONEWITHTICKET()
made by any process occur in an alternating sequence, beginning with
OBTAINTICKET(), and ending with DONEWITHTICKET().

Informally, we can think of OBTAINTICKET() as returning a (not necessarily
unique) element of some pool of free tickets, and DONEWITHTICKET() as clean-
ing up some internal state once a process is done using a particular ticket. (Using
a pair of functions in this way makes the ticket dispenser somewhat more com-
plex to specify, but easier to implement.)

We say that a process is participating in the ticket dispenser if it has be-
gun its call to OBTAINTICKET() but not yet completed its subsequent call
to DONEWITHTICKET(). If a participating process has completed its call to
OBTAINTICKET(), then we say that it holds the ticket returned by that call.
A ticket is active if it is held by some process, otherwise it is inactive. Tickets
satisfy the following properties:
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Specification 1

(a) The domain of tickets is the set of integers modulo mN for some integer
m > 3.

(b) At any time, the set of tickets that are active is confined to some interval of
fewer than mN/2 consecutive integers modulo mN.

We will use and as follows to define a total order on the set of tickets
that are simultaneously active. Given two active tickets ¢ and j, where i < j,
we will say that ¢ is less than j (denoted i < j) if j —4i < mN/2, otherwise
we will say that ¢ is greater than j (denoted i > j). (We will also use < and >
to denote weak inequalities.) Finally, if ¢ = j then we will say i is equal to j.
For technical reasons, we also define a special dummy ticket, denoted —1, which
can be compared against and is less than any active ticket. We say that two
tickets are comparable if they are simultaneously active (or one or both is —1),
and incomparable otherwise. Finally, note that our mutual exclusion algorithm
compares tickets only implicitly, inside the priority queue.

Having defined an ordering among simultaneously active tickets, we are now
ready to specify the correctness properties of OBTAINTICKET().

Specification 2. Consider any execution at the end of which distinct processes
p and q hold tickets t,, and t,, respectively. Let C, and C, denote the calls to
OBTAINTICKET() that generated these tickets, respectively.

— If Cp occurred before Cy, then t, < tg.
— If Cp occurred after Cy, then t, > .
— If Cp and C; were concurrent, then the ordering among t,, and t, is arbitrary

To simplify the implementation of the operations OBTAINTICKET() and
DONEWITHTICKET(), we restrict concurrent executions of these functions as
follows:

Condition 3

(a) Function DONEWITHTICKET() is executed in mutual exclusion.

(b) Moreover, if processes p and q are participating simultaneously and hold tick-
ets t, and t4, respectively, where t, <t,, then p subsequently completes a call
to DONEWITHTICKET() before g does. (In other words, p stops participating
before q does.)

Condition 4. For any execution fragment during which some process p is (con-
tiguously) participating in the ticket dispenser, every other process participates
at most three times during that execution fragment.

Condition 5. For any execution fragment during which some process p is
(contiguously) executing inside OBTAINTICKET(), if another process q exe-
cutes OBTAINTICKET() (partially or completely) during that fragment, then
q does not subsequently call DONEWITHTICKET() before p finishes its call to
OBTAINTICKET() under consideration.
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For our purposes, an implementation of the ticket dispenser must satisfy the
following: given that Conditions BHEl hold, Specifications [H2] must hold, and
the INSERTSELF() and REMOVESELF() operations must have step complexity
O(min(k,log N)), where k denotes point contention. (Note that by Condition[2]
if a process has completed OBTAINTICKET() but not yet started its subsequent
call to DONEWITHTICKET(), then it is enabled to execute another step, and so
we count it in evaluating point contention.)

5.1 Adaptive Implementation

Next, we describe an implementation of the ticket dispenser that is adaptive in
the number of participating processes.

shared variables:
Tickets: array[0..7N-1] of {INUSE, FREE }
initially Tickets[0..(3N-1)] = FREE and Tickets[3N..(7N-1)] = INUSE

lastTicket: 0..7TN-1 initially 7N-1

private variables:
ticket: 0..7N-1 uninitialized

Fig. 6. Variables used in ticket dispenser implementation

a5 first := lastTicket
46 1:=1
// Find upper bound on the smallest FREE ticket.
a7 while i < 3N A Tickets[(first + i) mod 7N] = INUSE do
48 | i:=min{3N,ix 2}
// Now do binary search to find the ticket.
49 last := first +1
50 while first < last do
51 midpoint = | (first + last)/2]
52 if Tickets|midpoint mod 7N] = INUSE then

53 | first :== midpoint + 1
54 else
55 L last := midpoint

// At this point first = last holds.
56 ticket := first mod TN
57 Tickets[ticket] := INUSE
58 return ticket

Fig. 7. Implementation of OBTAINTICKET()
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// Reset a ticket that was previously active.
59 Tickets[(ticket + 3N) mod 7N] := FREE
60 lastTicket := ticket

Fig. 8. Implementation of DONEWITHTICKET()

The algorithm uses a shared circular array Tickets of length 7N, whose entries
represent the state of the correspondingly numbered tickets. Each entry is either
INUSE or FREE, indicating, as we explain later, whether the corresponding ticket
is active. The shared variable last Ticket stores the ticket that was held by the last
process that stopped participating in the ticket dispenser, i.e., the last process
that called DONEWITHTICKET(), and is used by OBTAINTICKET() to efficiently
find a FREE ticket. OBTAINTICKET() uses a two-stage search mechanism to de-
termine the next FREE ticket. First, the algorithm attempts to find an interval
of consecutive tickets, starting at lastTicket, that contains a FREE ticket. This is
done at lines 45-49 by searching rightwards from lastTicket in steps of exponen-
tially increasing size, up to a distance of 3N. Starting at lastTicket ensures that
the search is adaptive to point contention, k, and taking steps of exponentially
increasing size bounds the total number of steps taken to be O(log k). We only
need to search up to a distance of 3N from last Ticket, since, by Condition [4]
every other process participates at most three times while the search is being
done. This means there will be at most 3(N — 1) INUSE tickets after lastTicket.

Once a FREE ticket is found, the interval from lastTicket to the FREE ticket is
guaranteed to contain at least one FREE ticket. However, there may be another
FREE ticket earlier in the interval. The algorithm performs a binary search of the
interval at lines 50-55 to pinpoint such a ticket if it exists. The ticket computed
is stored in the private variable ticket at line 56, and marked INUSE at line 57.

Function DONEWITHTICKET() simply resets a previously-active ticket at
line 59 (so that it can be reused later), and then updates lastTicket at line 60.

6 Correctness of FCFS ME Algorithm

In this section we provide a very high-level overview of why the FCFS ME
Algorithm defined in Figure [0 is correct, and why it has RMR complexity
O(min(k,log N)).

The correctness of the FCFS ME algorithm relies on the correctness of the
SpecialSet and ticket dispenser implementations outlined in Sections @] and
These implementations are correct only if they are used according to the eti-
quette outlined in Conditions [Hol Our proof that these conditions hold in Fig-
ure[[relies on the ME algorithm satisfying FCFS. Our proof for FCFS, however,
relies on the correctness of the SpecialSet and ticket dispenser, which leads to
a cycle of dependencies. We deal with this cycle through careful induction on
the length of the execution history. (An execution history is an alternating se-
quence of states and process steps, where a state consists of the values assigned
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to all private and shared variables in the system, and a step is a shared memory
operation by a process.)

The proof proceeds in two parts. The first part shows that FCFS holds in any
execution history in which the SpecialSet and ticket dispenser are correct. The
second part uses induction to show that Conditions [[H5 hold in any execution
history, and hence that the SpecialSet and ticket dispenser are correct. We pro-
ceed in reverse, sketching the second part of the proof first, and then sketching
the remaining details.

Lemma 1. Conditions [HZ hold in any execution history of the algorithm.

Proof sketch. By inspection of the ME algorithm in Figure [I] Conditions
hold. To show that Conditions hold, we use induction on the length of
the execution history H. In the initial state of H, no process has taken a step,
and so the conditions hold trivially. We assume that the conditions hold up to
some state s in the execution history, and show that the conditions also hold in
the next state s’ after s. Suppose, by way of contradiction, that the conditions
do not hold in state s’. Since all conditions are satisfied up to s, it can be shown
that exactly one condition is not satisfied in s’. Due to space limitations, we
only argue for a contradiction when Condition E] does not hold. In this case,
there must be some process p contiguously participating in the ticket dispenser
while another process ¢ participates four times. Process ¢ must have started
participating for the fourth time when it took a step between s and s’. It turns
out (by Condition B that p must have finished executing OBTAINTICKET()
before ¢ went through the CS when it participated in the ticket dispenser the
second time. Thus, during ¢’s third time participating, p will have finished the
doorway before ¢ starts it. FCFS holds prior to s’, and so ¢ cannot execute
through the CS and participate a fourth time until p has executed through the
CS. But this means that when ¢ participates for the fourth time, p will no longer
be participating contiguously, contradicting the assumption that it is.

Lemma 2. The algorithm satisfies mutual exclusion.

Proof. The lemma follows from the correct use of the auxiliary lock, which sur-
rounds (among other things) the CS.

Lemma 3. The algorithm satisfies bounded exit.

Proof. The Kim and Anderson [I3] algorithm, which we use for the auxiliary
lock, satisfies bounded exit. Consequently, it follows from the structure of our
algorithm that it too satisfies bounded exit.

Lemma 4. The algorithm satisfies FCFS.

Proof sketch. Assume that some process p finishes the doorway before some
process ¢ starts the doorway, and suppose, by way of contradiction, that ¢ enters
the CS before p in the corresponding passages. Immediately before ¢ does so,
p and ¢ hold their tickets simultaneously. Since p finished the doorway before
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q started it, p’s call to OBTAINTICKET() finished executing before ¢’s call to
OBTAINTICKET() started. This and the ticket dispenser specification imply that
p’s ticket is smaller than ¢’s. If p adds itself to @) at line 11 before ¢, then ¢ has
no hope of entering the CS before p since p will be in front of ¢ in @. So it must
be the case that g adds itself to @ before p by executing the locked segment
of code at lines 6-13 before p. In this case, however, ¢’s call to REMOVESELF()
at line 7 returns tmp_id # L (possibly tmp_id = p), since Set contains p. This
means that at line 9, ¢ adds some process to @ with a dummy ticket. Process
q cannot be signalled to enter the CS while there is a dummy ticket in @, and
it turns out the latter condition holds at least until p adds itself with its proper
ticket to Q. When p does add itself to @, it will be in front of ¢, since p has
a smaller ticket than g. This implies that p will enter the CS before ¢, which
contradicts the assumption that g enters before p.

Lemma 5. The algorithm satisfies deadlock freedom.

Proof sketch. Suppose, by way of contradiction, that deadlock freedom does not
hold. That is, some process p loops forever in the trying protocol, and after some
point in the execution, no process enters the CS. It turns out that the only place
where p may be looping is at line 15, while waiting to be signalled to enter the
CS. Furthermore, since there is a point after which no process enters the CS,
there must be a last call to Q.FINDMIN() (line 12 or 20). The contradiction
that we derive is to show that after the last call to @.FINDMIN(), there must be
another call to Q. FINDMIN().

When the last call to Q. FINDMIN() occurs, it cannot return L. If it did return
L, this would mean @ is empty. But then p’s final execution of the locked segment
of code at lines 6-13 must occur after the last call to @ .FINDMIN(), otherwise
p would already be in the queue and at (or about to execute) line 15 when the
latter call occurs. This implies that p executes Q.FINDMIN() after the last call
to Q. FINDMIN().

It also follows that when the last call to @.FINDMIN() occurs, it returns the
ID of a process ¢ that is not associated with a dummy ticket. If ¢ were associated
with a dummy ticket, then ¢ must be in the trying protocol before the locked
segment of code. This means that ¢ eventually executes Q.FINDMIN() after the
last call to Q. FINDMIN().

Thus, one of the two following cases must hold: (i) the last call to
Q. FINDMIN() is at line 12 and returns the ID of the caller, a process ¢; or
(ii) the last call to @.FINDMIN() is at line 20 and returns the ID of a process ¢
that is at lines 14-16 at the time. In both cases, ¢ will eventually be signalled
to enter the CS, and so ¢ will eventually call Q. FINDMIN() at line 20, after the
last call to Q. FINDMIN().

Lemma 6. The algorithm satisfies lockout freedom.

Proof. Lockout freedom follows directly from FCFS (Lemma M) and deadlock
freedom (Lemma [).
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Lemma 7. The algorithm has RMR complexity O(min(k,log N)) in both the
DSM and CC models.

Proof sketch. The ticket dispenser operations and SpecialSet operations have
step complexity O(min(k,log N)). For the auxiliary lock at lines 5, 14, 16, 23,
we use the adaptive mutual exclusion algorithm of Kim and Anderson [13], which
has RMR complexity O(min(k,log N)). For the priority queue, we use a min-
heap implementation, which has step complexity O(log k). The busy-wait loop
at line 15 incurs O(1) RMRs in the CC model, and no RMRs in the DSM model.
Every other line of the algorithm causes at most O(1) RMRs per passage.

The preceding lemmas culminate in the following theorem:

Theorem 1. The algorithm defined by Figure [l is a correct FCFS mutual ex-
clusion algorithm, and it has RMR complexity O(min(k,log N)) in both the DSM
and CC models, where k is the point contention and N is the number of processes
in the system.
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Abstract. In the set-agreement problem, n processes seek to agree on at
most n— 1 different values. This paper determines the weakest failure de-
tector to solve this problem in a message-passing system where processes
may fail by crashing. This failure detector, called the Loneliness detector
and denoted L, outputs one of two values, “true” or “false” such that:
(1) there is at least one process where £ outputs always “false”, and (2)
if only one process is correct, £ eventually outputs “true” at this process.

Keywords: set-agreement, failure detectors.

1 Introduction

The set-agreement problem [I] has no deterministic solution in asynchronous
systems where any number of processes can fail by crashing [2I3l4] and the re-
maining processes have no information about such failures. With failure detection
however, the impossibility can be circumvented [5]. For instance, with a perfect
failure detection mechanism that accurately detects crashes, it is trivial for the
processes to reach agreement. A natural question is what failure information is
necessary and sufficient to reach agreement. In the parlance of [6], this question
can be precisely formulated using the notion of “weakest failure detector”: In
short, the weakest failure detector to solve a problem is one that (a) indeed
solves the problem and (b) can be emulated by any failure detector that solves
the problem. Property (a) conveys the sufficiency of the failure detector whereas
property (b) conveys its necessity.

Several papers have been devoted to determine the weakest failure detector
to solve the set-agreement problem in a distributed system where any number of
processes can fail by crashing [7IS[9/T0]. In particular, Zieliniski proved recently
that anti-f2 — a failure detector that outputs id’s of processes such that the id of
at least one correct process is output only finitely many times — is the weakest
failure detector for set-agreement in a shared memory system [10]. The proof of
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the result is particularly involved and builds on earlier proof techniques from [6]
and [§].

In the context of message passing however, the weakest failure detector for
set-agreement has not been determined yet and one might have hoped to derive it
somehow from anti-{2. Indeed, Zielitiski conjectured in [I1] that failure detector
X [12] — the weakest failure detector to build a shared memory in a message pass-
ing system — is both sufficient and necessary to implement set-agreement. This
would mean that some common denominator of anti-f2 and X' would constitute
the weakest failure detector for set-agreement in message passing. Nevertheless,
Delporte et al. recently disproved Zielinski’s conjecture by showing that Y is
not necessary, albeit sufficient [13]. The question of the weakest failure detector
to solve set-agreement in a message passing system remained thus open. The
contribution of this paper is precisely to close the question.

We introduce the Loneliness failure detector, denoted £, and we show that
it is the weakest failure detector for set-agreement in a message passing system.
Failure detector £ outputs, whenever queried by a process, one of two values:
“true” or “false” such that the following two properties are satisfied: (1) there
is at least one process where the output is always “false”, and (2) if only one
process is correct (does not crash), then the output at this process is eventually
“true” forever. We first give an algorithm that solves set-agreement using £. The
particularity of the algorithm is its non-symmetric nature as it heavily exploits
the total order on the identity of the processes. We then assume that there is
an algorithm A that solves set-agreement (with some failure detector), and we
show how to “extract” from A the output of £. Our approach here is, on the
one hand, different from the approach of [6] where each process locally simulates
several runs of A and, on the other hand, different from the approach of [I0],
as well as [§], where the extraction relies on the asynchronous impossibility of a
problem. In our case, the processes execute one instance of A, without knowing
the automaton of A performed at each process. The processes obtain the output
of £ by “simply” intercepting communication between these automata. This
leads to a very simple, almost trivial, extraction algorithm.

Our proof that £ is the weakest in message passing is thus remarkably simple
and this might be surprising compared to the rather involved proof of Zielinski
[10] in shared memory systems. Somehow, we show that — contrary to a wide
belief — results in message passing systems are sometimes easier to prove than
in shared memory.

We prove that — not surprisingly — failure detector L is strictly stronger than
anti-{2, the weakest in a shared memory system. (Indeed a message passing sys-
tem can be emulated by a shared memory system but the converse requires ad-
ditional assumptions, e.g., a majority of correct processes [I4].) Furthermore, we
show that no failure detector that may behave arbitrarily for any finite amount
of time is stronger than £ (but nevertheless such failure detectors can be in-
comparable with £). We also show that for n > 2, X is strictly stronger than
L, confirming the result of [I3] that emulating a shared memory requires more
information about failures than reaching agreement (Figure [II).
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Fig. 1. Relations between failure detector classes

The rest of the paper is organized as follows. We first define our model in
Section 2l Then we show that £ is sufficient for set-agreement in Section Bl and
that £ is also necessary in Section @l In Section Bl we show that £ is strictly
stronger than anti-f2. And finally, in Section [6] we show that for n > 2, X' is
strictly stronger than L.

2 Model and Definitions

2.1 Processes and Failure Detectors

The system model we consider is that of Chandra et al. [6] which we briefly recall
here. We consider a set IT = {pi,...,pn} of n > 2 processes which communi-
cate by message passing over a fully connected network with reliable links. Any
number of processes may fail by prematurely halting, i.e. they crash. However,
no process can otherwise deviate from its protocol. We assume a global clock 7°
that is used to depict steps in an execution; the clock is not accessible to the
processes.

A failure pattern is a function from time 7 to 27 that specifies for every time
t which processes have crashed by time ¢. A process p; that does not crash in a
failure pattern F is said to be correct in F (p; € correct(F)). A process is said
to be alive until it crashes. Processes that are not correct are called faulty. An
environment £ is a set of possible failure patterns. In this paper, we consider
every environment, i.e. any number of processes may crash and in particular any
process may crash at any time.

A failure detector D is a distributed oracle that provides the processes with
information about failures. A failure detector is defined by its histories. Given
a failure pattern F € &, a history H of a failure detector D is a function from
II x T to Rp, the failure detector range of D, i.e. the set of possible outputs of
D: D(F) denotes a set of failure detector histories that are allowed for F.

An algorithm A is modeled as a set of n deterministic automata, one for every
process in the system. A run of A proceeds in steps and at every time ¢ at most
one process executes a step. We assume only fair runs, i.e. every correct process
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executes infinitely many steps. A step consists of receiving a (possibly empty)
message, reading a value of a failure detector, changing the state accordingly,
and outputting a (possibly empty) message.

A failure detector is said to solve a problem in a given environment £ if there
is an algorithm that solves the problem using message passing and that failure
detector (and no other information about failures) for every failure pattern in £.
A failure detector D is said to be stronger than another failure detector D’ in an
environment & if there is an algorithm that uses only D to emulate the output
of D’ for every failure pattern in €. Similarly, detector D is weaker than D’ in £
if D’ is stronger than D in £. Failure detector D is said to be strictly stronger
than failure detector D’ in environment & if D is stronger than D’ in £ but not
vice versa.

The weakest failure detector [6] D to solve a given problem in an environment
£ is a failure detector that is sufficient to solve the problem in £ and that is also
necessary to solve the problem, i.e. D is weaker than any failure detector that
solves the problem in &.

We define D to be (strictly) stronger (resp. weaker) than D’ if D is (strictly)
stronger (resp. weaker) in every environment. Similarly, a weakest failure detec-
tor for a problem is defined to be a weakest failure detector for this problem for
every environment.

2.2 Set-Agreement

In the set-agreement problem, every process p; starts with some proposal value v;
and tries to decide a value such that the following three properties are satisfied:

Agreement: At most n — 1 different values are decided.

Validity: Every value that has been decided must have been a proposal value
of some process.

Termination: Eventually, every correct process decides a value.

2.3 Failure Detector L

We now define the Loneliness detector L. This failure detector outputs one of
two values “true” and “false”. The intuition behind the semantics of this failure
detector is that if the output at some correct process is “false” forever, then
there is another alive process in the system. By convention, we assume that if a
process is crashed at time ¢, then its failure detector output at time ¢ is “false”.
The following properties are satisfied:

— at least one process never outputs “true”, and
— if only one process is correct, then it eventually outputs “true” forever.

More formally:

Definition 1. The range of L is { “true”, “false”}. For every environment &,
for every failure pattern F € £, and every history H € L(F):

dp; € II,Vt, H(p;, t) # “true” (1)
A Vp; € II, correct(F) = {p;} = 3t,Vt' > t, H(p;,t') = “true” (2)
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3 The Sufficient Part

To show that failure detector L is sufficient to solve set-agreement in our model,
we give an algorithm that implements set-agreement with £. The algorithm is
depicted in Figure

To ensure that at most n—1 proposal values are decided, every process tries to
agree with another process on one value. To achieve this, initially some processes
send their values. To prevent a circular value exchange, i.e. a situation where the
proposal values are simply permuted, the values are only sent to processes with
a higher id. This means, that process p; sends its value to everybody (except
itself), process p; to all processes from p;;1 to p,, and process p, to nobody.

If some process received] one of these values, it sends this value to all other
processes and decides. As long as there is another correct process, every correct
process decides either through one of the messages that were initially sent or, if
it does not receive such a message (e.g., because it has a lower id than the other
correct processes), it decides through a message of an already decided process.
Note that it may be possible that a process receives its initial value back in
such a message. In this case, the sender of this message does not decide its own
proposal value.

To deal with crashes, we only execute these steps if the output of the failure
detector is “false”. But in the case of only one correct process in the system,
we do not want to wait for messages of other processes forever. Therefore, if the
output of the failure detector changes to “true” — and by its property () in the
case of only one correct process it will eventually do so — this process simply
decides its own proposal value. We can do this without violating agreement,
because by property () there will always be one process that does not decide

Algorithm for process p;:
1 to propose(v):

2 initially:

3 send (v) to all p; with j > 3;

4+ on receive (v') do:

5 send (v') to all;

6 decide v'; halt; (* decision D1 x)
7 on L = “true” do:

8 send (v) to all;

9 decide v; halt; (* decision D2 x)

Fig. 2. Implementing set-agreement with £

! For simplicity of the presentation, we assume that the code Lines [BHG and Lines RO
are executed atomically.
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due to a “true” output, and as we have argued before, processes that decide due
to a message exchange eliminate at least one value.

Proposition 1. The algorithm in Figure [3 implements set-agreement in every
environment E.

Proof. We have to prove the three properties of set-agreement, namely agree-
ment, validity, and termination.

Agreement. We start with the agreement property of set-agreement. We assume
a run where all processes decide and every process p; has a distinct initial value
v;. Without this assumption, agreement is trivially met.

By Property () of £, not all processes can have decided by decision D2.
Therefore, in such a run at least one process decides by D1. This means that
it is sufficient to show that if at least one process decides by D1, then at most
n — 1 values are decided.

Among the processes that decide by D1, consider p; as the process with the
highest id and let v" be the decided value. We distinguish between the two cases
where p; decides its initial value (v/ = v;), and where it does not.

Case 1: The only possibility that the decided value v’ is equal to p;’s value v;
is that a process p; with j > ¢ has received p;’s initial message and decided
v;. Therefore, p; and p; decide the same value and at most n — 1 values are
decided.

Case 2: If v/ is not equal to v; and ¢ = n, then v,, will never be decided because
process p, does not send its value to anybody. If i < n, then the only
possibility that v; is decided is if a process p, with k£ > ¢ has received v;
from p; and decided by D1. But as p; is the process with the highest id that
decides by D1, such a k does not exist. And therefore, v; is never decided.

Validity. The validity property of set-agreement is trivially satisfied, since only
proposal values are sent.

Termination. If some correct process decides by D1 or D2, then it sends its
decided value to all processes and all correct processes that have not yet decided
eventually receive this value and also decide.

Therefore, it remains to show that in every run some correct process decides
by D1 or D2. We distinguish two cases: the case when there exist at least two
correct processes in a run with a failure pattern F € £, and the case with only
one correct process.

Case 1: If there are at least two correct processes and none decides by D2,
then eventually, the one with the highest id receives the initial message of
the other ones and decides by D1.

Case 2: If there is only one correct process and it does not decide by D1, then
by property () of £, this process eventually decides by decision D2. O
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4 The Necessary Part

Following the approach of Chandra et al. [6], we show that failure detector £ is
necessary to solve set-agreement in our model by providing an algorithm that
emulates the output of £ given any algorithm A and failure detector D, such that
A using D solves set-agreement. Figure [3] presents such an emulation algorithm.
The output of our emulation of £ is provided through a special variable output.

The idea for the emulation of £ is that if all messages that are sent by algo-
rithm A get delayed for a very long time, the safety properties of set-agreement
still have to hold, while for the case that only one process is correct, even the
liveness property has to hold, i.e. the algorithm has to terminate. Therefore,
every process executes A with D, omits to send any messages that are generated
by algorithm A to other processes, and outputs “false” until A terminates.

Property () of £ is thus always fulfilled, because otherwise the executions
at all processes would have terminated without ever receiving a message and
therefore agreement could not have been guaranteed. But nevertheless, if there
is only one correct process p;, the algorithm A executed at p; has to terminate
and property @) of £ is also guaranteed.

Interestingly, this technique works for every non-trivial problem in which com-
munication between processes is necessary, i.e. where not all processes may termi-
nate without receiving messages from other processes. Therefore, L is necessary
for all of these problems.

Proposition 2. The algorithm in Figurel[d implements L in every environment

E.

Proof. Assume there exists a run r, where the algorithm in Figure [B] does not
fulfill property (@) of £ with a failure pattern F € £. This means, that in run r,
for every process, there exists a time when output = “true”, i.e. the execution of
algorithm A has terminated at all processes without receiving any message from
other processes at all.

Let ¢ be the time at which A has terminated at all processes in run r. Then,
since the system is totally asynchronous, it is possible to construct a valid run
r" of A with the same failure pattern F, where all messages to other processes
get delayed to a time after ¢, and all processes have terminated A at time t.

Algorithm for process p;:

1 output := “false”;
2 execute A with value ¢ and detector D, but omit sending messages to others;
3 if A has terminated, then output := “true”;

Fig. 3. Implementing £ with an algorithm A and a failure detector D that solve set-
agreement
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Note that a failure detector is solely specified as a function over a failure
pattern in an execution, i.e. it is not allowed to output any information about
the state of other processes or to give hints about the proposal values.

Therefore, to fulfill the validity property of set-agreement, the decision value
at every process p; can only be its proposal value 7. A contradiction with the
agreement property of set-agreement. Therefore, property () of £ is always
satisfied.

If for some run r of our algorithm, for some process p;, F is the failure pattern
in run r and correct(F) = {p;}, then it is possible to construct a run 74 of A in
which no faulty process is able to send a message (because the system is totally
asynchronous) and p; takes exactly the same steps as in r. By the termination
property of set-agreement, eventually algorithm A has to terminate in run r 4 at
pi- Since r and r 4 are indistinguishable for p;, it terminates the execution of A also
in r and the output changes to “true”. Thus, property (2] is also satisfied. O

Theorem 1. L is the weakest failure detector for set-agreement in a message
passing system.

Proof. We have shown in Proposition [l that £ is sufficient and in Proposition 2]
that it is necessary for set-agreement in all environments. a

5 Comparing £ and Anti-{?2

To keep our proofs as generic as possible, we first introduce the notion of eventual
failure detectors. We say that a failure detector is an eventual failure detector if
the detector can behave arbitrarily for any finite amount of time. A more formal
definition can be found in [I5] where such failure detectors are called strongly
unreliable failure detectors.

Zieliniski shows in [16] that every eventual failure detector (that satisfies some
other assumptions that are irrelevant here) is stronger than anti-{2, the weakest
failure detector for set-agreement in a shared memory [I0]. Each query to the
anti-f2 detector returns a process id. The failure detector guarantees that there
is a correct process whose id will be returned only finitely many times. Clearly,
anti-{2 is an eventual failure detector and £ is not. We show that £ is strictly
stronger than anti-f2. This means, that to implement set-agreement in message
passing there is a strictly stronger failure detector necessary than in shared
memory.

Lemma 1. L is stronger than anti-{2.

Proof. An implementation of anti-{2 using £ is given in Figure @l The basic idea
is simple: Every process p; outputs the id j of a process p; such that j is the
lowest id of all processes from which p; has not yet heard that they have had
a “true” as failure detector output. For this, the processes remember the ids
of processes that have received a “true” from L in a set lonely. The output of
anti-f2 is emulated in a special variable output.
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Algorithm for process p;:

1 initially:
2 lonely := ();
output := {1};

[

4 on L= “true” do:

5 lonely := lonely U {i};

6  send (lonely) to all;

7 output := min({1,...,n} \ lonely);

s on receive (lonely') do:

0 if lonely # lonely then send {(lonely U lonely') to all;
10 lonely := lonely U lonely';

11 output := min({1,...,n} \ lonely);

Fig. 4. Implementation of anti-{2 using £

We now show that this transformation indeed emulates anti-f2. From property
[ of the definition of £, the output of at least one process is never a “true”.
Therefore, there is always at least one id that is output (i.e. it is never lonely =
{1,...,n}).

To prove that there is a correct process whose id is output only finitely often,
note that eventually the set lonely is the same at all correct processes because it
can only grow and will always be a subset of {1,...,n} (and every correct process
relays it after every change). Therefore, eventually all correct processes have the
same output. Now assume the id of every correct process is output infinitely often
at the processes. This implies that there is only one correct process, because all
processes always output the minimum of {1,...,n}\ lonely which can only shrink
and therefore never oscillates between different process ids. But from property
of the definition of £, a single correct process eventually receives a “true” and
therefore belongs to its set lonely. A contradiction. a

Lemma 2. No eventual failure detector is stronger than L.

Proof. Assume there exists an algorithm A that transforms an eventual failure
detector D to L. Then, assume for every 1 < i < n, a run r; of A with failure
pattern F; and correct(F;) = {p;} and where the faulty processes take no steps.
If A is correct, then eventually the output at process p; in run r; has to be
“true”, say at time t;. Similarly, assume a run r of A with a failure pattern
F with correct(F) = II, but no process p; receives a message from any other
process before or at time ¢; and every p; is scheduled as in r;. Let the output
of D at every process p; before time ¢; be exactly as in run r; (this is possible,
since D may behave arbitrarily for any finite amount of time). Then, for every
process p;, run r; is indistinguishable from run r before time ¢; and every process
p; outputs “true” at time t;. But this contradicts property [ of L. g
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Theorem 2. L is strictly stronger than anti-{2.

Proof. Follows directly from Lemma [l and Lemma O

6 Comparing £ and ¥

We now show that X', the weakest failure detector to emulate a shared memory
in message-passing systems [12] is strictly stronger than £. In a sense, this indi-
cates that emulating a shared memory in message passing is strictly harder than
solving set-agreement, confirming the result of [I3]. By convention, we assume
that if a process is crashed at time ¢, then its failure detector output is IT at
time ¢. At each invocation, X' outputs a list of trusted processes and it satisfies
two properties:

Intersection: Given any two lists of trusted processes, possibly at different
times and by different processes, at least one process belongs to both lists.

Completeness: Eventually no faulty process is ever trusted by any correct
process.

Lemma 3. X is stronger than L.

Proof. The reduction is simple: At the beginning, every process outputs “false”.
For every process p;, if the output of X is {p;}, output “true”.

Assume that for every process there is some time when the output of L is
“true”. Since this happens only if at every process p;, {p;} is output, the inter-
section property of X' is clearly violated. Therefore, this will never happen and
property [l of £ is never violated.

From the completeness property follows that if a process p; is the only correct
process, the output will eventually be “true” (property 2 of L). g

For the special case that the system consists only of two processes, the specifica-
tions of set-agreement and consensus are equivalent. Delporte-Gallet et al. show
in [I7] that for this case X is the weakest failure detector for consensus. Together
with Theorem [I] this immediately implies that £ and X' are also equivalent for
this case. However, in the following lemma we show that for n > 2 this is not
the case.

Lemma 4. L is not stronger than X, if n > 2.

Proof. Assume there exists an algorithm A that transforms £ into Y. Let P =
Py, Py, P; be any partitioning of I7. Then assume two runs r; and ro where the
processes in P; are correct in run r; and all other processes are faulty from the
beginning, and the output of £ at the processes in partition P; is “true”. Since
A fulfills completeness, it eventually has to output in every run r; a subset of
P;, say at time ;.

Now imagine a run r in which the processes in P; and P» are correct and
the output of £ is “true”. Additionally, no message of a process from a different
partition is received in partition P, and P» before time ¢ (respectively ¢2) and
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the messages between the processes in P; and P, are exactly scheduled as in
runs 71 and r2. The runs r; and 79 are indistinguishable from run r before time
t1 (respectively to). Therefore, the output at time ¢; will be a subset of P; for
partition ¢ = 1, 2. But this contradicts to the intersection property of Y. So there
exists no such algorithm A. a

Theorem 3. Ifn > 2, then X is strictly stronger than L.

Proof. Lemma [ shows that X is stronger than £ and Lemma [l shows that it is
strictly stronger. a

7 Summary

We have determined the weakest failure detector for set-agreement in a message-
passing system where processes may fail by crashing. The failure detector is
called £ and it returns at every invocation “true” or “false”. It ensures that (1)
there is at least one process where the output is always “false”, and (2) if there
is only one correct process, then the output at this process is eventually “true”
forever.

Acknowledgments. We are grateful to Sam Toueg for helpful suggestions on the
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for their helpful comments.
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Abstract. We address the problem of computing with mobile agents
having small local maps. Several trade-offs concerning the radius of the
local maps, the number of agents, the time complexity and the number
of agent moves are proven. Our results are based on a generic simula-
tion scheme allowing to transform any message passing algorithm into a
mobile agent one. For instance, we show that using a near linear (resp.
sublinear) number of agents having local maps of polylogarithmic (resp.
sublinear) radius allows us to obtain a polylogarithmic (resp. sublinear)
ratio between the time complexity of a message passing algorithm and
its mobile agent counterpart. As a fundamental application, we show
that there exists a universal algorithm that computes, from scratch, any
global labeling function of any graph using m mobile agents knowing
their o(n®)-neighborhood (resp. without any neighborhood knowledge)
in O(D) time (resp. O(A + D) expected time)[, where n, D, A are re-
spectively the size, the diameter, the maximum degree of the graph and
€ is an arbitrary small constant. For the leader election problem (resp.
BFS tree construction), we obtain O(D) time algorithms under the ad-
ditional restriction of using mobile agents having only log®® n (resp.
O(n)) memory bits.

To the extent of our knowledge, the impact of local maps on mobile
agent algorithms has not been studied in previous works. Our results
prove that small local maps can have a strong global impact on the
power of computing with mobile agents. Thus, we believe that the local
map concept is likely to play an important role to a better understanding
of the locality nature of mobile agent algorithms.

Keywords: Mobile agents, local maps, time complexity.

1 Introduction

Motivation and Goals. In a mobile agent algorithm, we are given a set of
mobile entities equipped with a memory and able to move from a node to another
in the network in order to perform some computations. To evaluate the efficiency
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of a mobile agent algorithm, the most common complexity measures are time,
number of agents, number of agent moves, and memory size of the agents. The
main motivation of this paper is to understand the relationship of these classical
complexity measures, especially the time complexity, to the initial local view
complexity measure.

For an intuitive definition of the initial local view of a mobile agent, and to
show how it can interfere with the way of solving a distributed problem, let us
consider the following example. Take a non-anonymous static graph that models
a set of pairwise connected locations where some robots (i.e., mobile agents) are
scattered. The robots can move from one location to a neighboring one. They
can communicate by leaving a message in the location where they pass. Suppose
that initially each robot is given a map of its surrounding locations and they
have to agree on some location to meet, i.e., elect a location. It is clear that if
initially the robots know the entire location map (that is the common graph),
then they can choose the location having the smallest name to meet there. The
time needed to gather the robots is then dominated by the time needed to
reach that elected location. Suppose now that initially each robot is given only
an incomplete or a restricted map of its environment, for example a map of
only the closest locations. First, it is not straightforward how the information
provided by the local maps can help the robots to meet. Second, assuming that
the information given by the local maps does so, it is not obvious that the robots
can meet as fast as if they know the whole environment.

Roughly speaking, the initial local view of a mobile agent measures how small
is the local map given to it initially. More precisely, it measures the radius of
the initial map given to the agent. The purpose of this paper is to show that
small local maps have a strong global impact. In particular, our aim is to show
how local maps can help designing efficient mobile agent solutions.

Methodology and results. We tackle this problem independently of both
the distributed task and the underlying network. For that purpose, we adopt a
“simulation” based approach that allows us to transform any message passing
algorithm into a mobile agent one. In fact, the initial local view of a mobile
agent can be interpreted from a message passing perspective as the amount of
knowledge that a node may have about its neighborhood. Since many distributed
problems have been shown to have efficient local solutions in the message passing
setting, providing a generic and efficient simulation method will also lead to
design efficient local solutions using mobile agents.

Following this intuitive approach, we develop a generic scheme that allows us
to simulate message passing algorithms in the mobile agent model (see model
details in Section ). Our scheme is based on a partition of the graph into a
set of clusters. Roughly speaking, each cluster is controlled by some agents that
simulate the message passing algorithm in that cluster while collaborating with
the other agents in neighboring clusters. The computations inside a cluster are
almost for free, only computing at the border of a cluster costs high. One should
remark that the idea of using clustered representations is not new in distributed
computing and it has already been proved to be extremely useful to solve many
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distributed problems, e.g., @, E, E, , @] In this paper, we carefully combine
several related techniques concerning sparse partitions ﬂa, }, small dominating
sets [27], efficient synchronizers [2, @] and balanced tree structures [d] to derive
an efficient simulation scheme that deals with mobile agent specific issues.

Using partitions optimizing either the number of clusters, the radius of clus-
ters, or the inter-connexion between clusters, we obtain trade-offs concerning the
complexity of our simulation scheme. For instance, we show that using O(n'+1/%)
mobile agents, a message passing algorithm with time complexity 7 can be simu-
lated in 7 time such that 7/7 = £9()) (n is the size of the graph, £ is an integer). If
the number of agents is fixed to be k < n, then we obtain a time ratio of at most
O(n/Vk). The latter results hold when the initial local view of agents is £©(1)
and O(n/vk) respectively. Trade-offs concerning the number of agent moves are
also given. The most interesting corollaries are obtained for ¢ = ©(logn) or
k = o(n), where our results show that using near linear (resp. sublinear) number
of agents having local maps of polylogarithmic (resp. sublinear) radius allows to
obtain a polylogarithmic (resp. sublinear) time ratio.

Since our simulation scheme is based on some partitions with particular prop-
erties, one major difficulty to apply our scheme is to construct these partitions
distributively and to initialize the mobile agents from scratch. We describe effi-
cient distributed initialization techniques to cope with these issues. In particular,
we show that the cost of initializing the agents from scratch can be made negligi-
ble in comparison to the cost of the simulation itself. Our initialization technique
is based on an adaptation of a distributed decomposition algorithm described
in and allowing us to gain a log factor in the size of the spanners constructed
in [13] which could be of independent interest.

Based on the latter results, we derive a universal distributed algorithm that
computes in O(D) time any labeling function on any graph using in every node
one mobile agent knowing its o(n)-neighborhood, € > 0 is any arbitrary small
constant and D is the diameter of the graph. Using mobile agents with no initial
information at all, the time complexity of our algorithm becomes O(A + D)
in expectation (A is the maximum degree of the graph). These results suggest
that from a time complexity point of view mobile agents having small initial
knowledge could be as powerful as message passing.

Finally, we investigate the time complexity of computing two fundamental
distributed problems with limited memory agents: the leader election and the
Breadth First Spanning (BFS) tree. Using n mobile agents knowing their n¢-
neighborhood, and having respectively logo(l) n and 5(71) memory bits, we ob-

tain O(D) time algorithms for both problems.

Overview of related works. To the extent of our knowledge, the relation
between the initial local view as defined in this paper and the complexity of
mobile agent algorithms has not been studied in previous works. However, one
can find many seemingly related concepts.

The concept of limited visibility (see e.g., m, @, m, @, @]) is perhaps the
most closely related to the issues addressed in this paper. Roughly speaking, a
robot is said to have a limited visibility if it can sense its surrounding up to a
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fixed distance, i.e., it can look and see the positions of other robots in a ball of
a fixed radius at any time of the execution of the algorithm. It is a fact that
the computation models used to study limited visibility agents are different from
ours. Moreover, the problems studied therein are in general different from the
labeling problems addressed in this paper.

Another related concept, called oracles (or advice), araised recently for some
specific problems, e.g., broadcast / wake-up ﬂﬂ], tree exploration E], color-
ing [16], graph searching [31]. The concept of oracles is tightly related to the
concept of labeling schemes (see e.g., ﬂE7 @, @, @]) These concepts may apply
for the mobile agent model as well as for the message passing model. Informally
speaking, an oracle with respect to a given problem P is an algorithm that, given
a graph, outputs a labeling of nodes in such a way solving P by a distributed
algorithm can be done efficiently. The challenges in that context are (7) to design
an oracle minimizing the number of bits used for the labeling of nodes, and (7i)
to come out with a distributed algorithm that, using the information provided
by the oracle (the labels), solves P efficiently. Although studying oracles helps
understanding the locality of a given problem, the issues addressed by oracles
are different from those studied in this paper in many ways. In fact, paraphras-
ing the discussion made in the introduction of |26], we can say that oracles “are
centralized, in the sense that they are based on a sequential algorithm which
given a description of the entire graph outputs the entire set of node labeld.
Hence, while the resulting short labels reflect local knowledge and can be used
locally, their generation process is centralized and global”.

Many other local issues concerning specific mobile agent problems have been
extensively studied over the last few years (e.g., graph exploration @], decon-
tamination ﬂﬁ], election ﬂ], etc). Few of them have considered the impact of
the initial local knowledge on the complexity of mobile agent algorithms.

In this paper, we are addressing the problem of solving any labeling task, on
any network, in a fully distributed way, provided that some local maps are known.
One should remark that the existing approaches were not concerned with the
three previous issues. More generally, our interest in the local map concept stems
mainly from the fact that it allows to bring a new approach to understand the
locality nature of mobile agent algorithms and to think classical mobile agents
problems in a different way.

From a message passing perspective, the impact of local knowledge on solving
distributed tasks has been intensively studied over the last years. For instance,
the results presented in M] show that broadcasting in a network, where each node
knows its p-neighborhood, can be done using ©(min {m7 nHO(l)/p}) messages,
where m (resp. n) is the number of links (resp. nodes) in the network. Reviewing
all the existing results on the locality of message passing algorithms is beyond the
scope of this paper. The reader is referred to @, @, @} and the pointers there
for further details concerning the particularly rich state-of-the-art concerning the
locality of distributed message passing algorithms. One should keep in mind that

2 Exceptions exist for labeling schemes but they are problem specific or topology
specific, e.g., ﬂﬁ}
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the simulation technique presented in this paper is a tool to answer the question:
how powerful small local maps could be when designing mobile agent algorithms?
Although our results allow to give an answer to “how powerful mobile agent
algorithms could be compared to message passing ones?”, our primary goal is to
study the impact of local maps from a pure mobile agent perspective.

Only few works have studied the relationship between mobile agent algorithms
and message passing algorithms. In ﬂa, ]7 a simulation based approach provides
equivalence results between tasks that can be computed with messages and those
that can be computed with mobile agents. Roughly speaking, the research con-
cern there is on determining what tasks can be computed by mobile agents and
under what conditions, but not at what cost. More recently, it is shown in ﬂl_1|]
how to simulate message passing algorithms with mobile agents under failures
with a polynomial overhead in the number of moves per agent (for simulating
one message sending). In [20,39], the authors showed how mobile agents (from a
system engineering point of view) can define a navigational programming style
for distributed parallel computing which is competitive in many points compared
to classical message passing and shared memory systems.

Outline. In Section 2] we define the notations and the distributed models. In
Section Bl we describe two basic and independent simulation techniques. In Sec-
tion @l we describe and analyze our generic simulation scheme. In Section B, we
show how to couple our simulation scheme with some clustered representations.
In Section [G efficient initialization techniques are described. In section [1 we
apply our results to compute any function of a given graph, then to compute a
leader and a BFS tree using agents having limited memory.

2 Definitions and Models

We model a network by a connected undirected graph G = (V, E) where V is
the set of nodes and F is the set of edges. A labeled graph is a graph where
nodes and edges are assigned labels. We denote by n, m, A, and D respectively
the number of nodes (n = |V]), the number of edges (m = |E|), the maximum
degree, and the diameter of G. Each node v of G is given a unique integer
identifier of at most O(logn) bits. The ports, that is the incident links, of a
node v have distinct identifiers taken from 1 to deg,, where deg, is the degree
of v. The size n of the graph G is known. We define the radius of a subgraph
H of G as follows: Rad(H) = min,eny {max,epy {da(u,v)}}, where dg(u,v) is
the distance between the nodes u and v in G. Given a set of nodes C of G,
we denote G[C] the subgraph of G induced by the nodes of C. Given a set C
containing some sets of nodes, we denote Rad(C) = maxcec {Rad(C)} where
Rad(C) = Rad(G[C]). We denote G¢ = (Ve, E¢) the graph induced by C, i.e.,
there is an edge between two nodes in G¢ if their corresponding sets are neighbors
in G. We denote by G* the graph obtained by adding an edge between every
two nodes at distance at most ¢ in G. For the sake of simplicity, we will write
n¢ instead of n@1/vIeen) T fact, n®(1/VIogn) — o(n€) for any arbitrary small
constant € > 0. Also, we will use the O notation (O(f) & f - (logn)°™M) and
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omit precising some polylogarithmic overheads when they can be easily deduced
from the context. In the next paragraphs, we detail the two distributed models
we will be concerned with.

The message passing model. In this model, each node of a graph G is an
autonomous entity of computation that can communicate with its neighbors by
sending and receiving messages. The output of a message passing algorithm is
given by the final labeling of the graph. In the remainder, we write MSA to
denote a message passing algorithm running on a graph G. We concentrate on
message passing algorithms that detect the local termination. More precisely,
this assumption requires that each node can detect that it will not make no more
computations. Actually, our termination assumption is made only for the sake
of simplicity and clarity, but fundamentally, it does not affect our results as we
will point in Remark [l We assume the classical synchronous message passing
model M] In other words, we assume that there exists a global clock generating
the same pulses for all nodes. At each pulse a node can process some messages,
do some local computations and send messages to its neighbors. A message sent
at a given pulse arrives before the next pulse. We denote by Time(MSsA) the time
complexity of algorithm MSA, that is the number of pulses from the beginning of
the algorithm up to its termination, and Message(MsA) the message complexity
of the algorithm, that is the total number of messages exchanged by nodes.

As we will precise later, our mobile agent model is however asynchronous.
This allows us to consider the most general scenarios in term of synchrony.

The mobile agent model. In this model, a mobile agent is a computation entity
which is able to move from a node to another to perform computations. We assume
that a mobile agent is equipped with an internal memory of unlimited capacity.
Each node has a whiteboard of unlimited capacity where agents can write and read
information in a mutual exclusion manner. When an agent arrives at a node v, it
is able to distinguish the edge from which it has arrived to v among all other edges
of v. We assume that the output result computed by a mobile agent algorithm is
encoded by mean of the whiteboards of the nodes. In other words, the output is a
labeling of the graph. Let us remark that our assumptions concerning the memory
are introduced in order to focus on the high level locality issues. However, we will
take a special care to derive algorithms using small memory agents.

We consider the fully asynchronous mobile agent model. More precisely, the
mobile agent algorithms that we will describe do not exploit any assumptions
on time such as the existence of a global clock or an upper bound on the agent
delay to do some actions, etc.

In the following, we denote by AGA a mobile agent algorithm computing some
labeling of a graph G. We say that a node is in a final state if its whiteboard
will not be changed by any mobile agent. We say that a mobile agent algorithm
terminates, if the algorithm ends up with all nodes in a final state. The number
of agents used by algorithm AGA is denoted by Size(AGA). The total number of
agent moves from the beginning of the algorithm up to its termination is denoted
Cost(AGA). The time complexity of algorithm AGA, denoted by Time(AGA), is
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defined as the total number of time units from the beginning of the algorithm up
to its termination, assuming that an agent move induces a delay of one time unit
and that the computations done by agents are time negligible. The time units
are introduced only for the pure sake of analysis. We emphasis on the fact that
time units in the latter definition are with regard to a pure theoretical external
clock which is not available to agents in any way.

Now, let us define the initial local view complexity measure. Let A be the set
of mobile agents used by algorithm AGA. For every mobile agent A € A, we call
h 4 the homebase of agent A if at the beginning of the algorithm, agent A is at
node hy. We say that an agent A € A has an initial local view H 4, if at the
beginning of the algorithm agent A knows a labeled connected subgraph Ha of
G containing its homebase h 4. The initial local view of algorithm AGA, denoted
ILV(AGA), is then defined by ZLV(AGA) = maxaca {Rad(H4)}. In the
remainder, given a message passing (resp. mobile agent) algorithm MSA (resp.
AGA) solving a problem P, we will term time ratio: Time(AGA)/Time(MsA).

3 Basic Techniques

First, suppose that we have only one mobile agent knowing the whole graph
G, i.e., its initial local view is D. Then, any global labeling function of G can
be computed in O(n) time as follows: First, the agent computes a copy of the
output labeling locally at his homebase. Second, the agent explores the graph in
order to assign the final state of each node. According to our model assumptions,
only the graph exploration is time consuming. Exploring a known graph can be
done in O(n) time, using a depth first traversal for example. Thus, any labeling
function can be computed by one agent knowing the whole graph in O(n) time.

Since the time complexity of the previous technique depends only on the
time needed to traverse the graph and mark the final states of nodes, one may
ask whether we can go faster by allowing more than one agent. The answer is
positive. In fact, an efficient graph structure was given in E] in order to explore a
graph searching for black holes. That data structure represents the graph using
a forest of k trees (spanning the whole graph), each tree has at most O(n/k)
nodes. Thus, using k£ mobile agents, the agents can mark the nodes of the graph
in parallel using the “balanced tree” structure of E] Hence, we can prove:

Theorem 1. Given an integer parameter k > 1, any labeling function of G can
be computed by an asynchronous mobile agent algorithm AGA such that:

[ZLV(AcA) ] D |
Size(AGA) k

Time(AGA)||O(n/k + D)
Cost(AGA) ||O(n+ k- D)

Now, suppose that each node is assigned a mobile agent having no initial lo-
cal view. Suppose we want to simulate a given message passing algorithm MsA.
Then, a simple idea is to make each agent A, in node u simulate the instructions
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that algorithm MSA would have done at node w. Let us first consider the
following simple technique. (i) Using the whiteboard of w, agent A, creates
degy, receive-buffers corresponding to the ports of u. Each receive-buffer is iden-
tified by its corresponding port. (ii) To simulate a send instruction of a message
from node u to a node v, agent A, stores the message in its internal memory.
Then, it crosses the edge connecting u to node v. Once at node v, it writes the
message in the corresponding receive-buffer of the whiteboard of v. After that,
the agent goes back to w. (iii) To simulate a local computation instruction, agent
A,, makes the same local computation using the whiteboard of u.

Clearly, the previous technique is correct when algorithm MSA is asyn-
chronous. However, it may fail when the algorithm is synchronous. Furthermore,
it may fail even if we assume that the mobile agent model is synchronous. A
solution that solves the problems due to synchrony is to use a synchronizer-
a like algorithm [2, 29] in order to “synchronize” an agent A, with the other
agents in the neighborhood of u. More precisely, in order to simulate the send
instructions of a given pulse p, each agent A, proceeds in two stages. At the
first stage, agent A, simulates the send instructions as explained before. At the
second stage, the agent moves to each node v in its neighborhood and it writes a
special <IamSafe in p> message in the corresponding receive buffer of v saying
that it has finished simulating the instructions of pulse p. When the agent A,
learns that all the agents in its neighborhood are also safe, then it can proceed
with pulse p 4+ 1 and so on. Clearly, simulating one pulse is at most O(A) time
consuming, and requires the agents to move O(m) times. Using deg,, + 1 agents
per node, one can see that the time ratio can be reduced to O(1).

The previous techniques are resumed by the following theorem:

Theorem 2. Any synchronous message passing algorithm MSA can be simu-
lated by an asynchronous mobile agent algorithm AGA such that:

[ZLV(AcA) | 0 |
Size(AGA) n O(m)
Time(AGA)||O(A - Time(MsA))|O(Time(MsA))
Cost(AGA) O(m - Time(MsA))

4 A Generic Simulation Scheme

The idea of our generic scheme is to combine the previous basic techniques with
a clustered representation of the graph. In this section, we will consider the
following assumption:

H(C): We are given a precomputed partition C of the graph G into disjoint
regions. Each region C has a distinguished node r¢ called the center and
a precomputed spanning tree Te rooted at the center. At node rc, there
1s a mobile agent called the master, together with some other agents
called workers. Each master knows a labeled copy of the neighborhood of
its region. In particular, he knows the edges leading to different regions.
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Input: a graph G with H(C) satisfied; a message passing algorithm MsA.
Output: algorithm AGA in a region C.

1. For each pulse p in algorithm MSA, the master agent of a region C' simulates the
instructions of pulse p for all nodes in C' (locally in r¢):

(a) For every node in C, the master creates a collection of receive-buffers in the
whiteboard of r¢.

(b) To simulate a send instruction from node u € C' to node v € C, the master
writes the message in the corresponding receive-buffer created in r¢.

(c) If some nodes in C send some messages in algorithm MSA to some other nodes
belonging to a region C’ # C, then the master concatenates those messages
into only one message. Then, one worker is chosen to deliver that message to
rcor. The worker returns to r¢ once its job finished.

(d) If anode u € C makes some computations in algorithm MSA, then the master
of C' makes the same computations using the witheboard of r¢.

(e) Once the master finishes simulating the sending of messages of pulse p, it
synchronizes with other masters in neighboring region: the workers move to
neighboring regions and deliver a special <IamSafe (C,p)> message.

(f) Once the master is safe and learns that all the neighboring masters are safe,
then it proceeds with the next pulse p + 1.

2. Once a master and its workers have finished simulating the instructions of algo-

rithm MSA in C:

(a) They inform other masters in neighboring regions that the simulation is ter-
minated for region C' by delivering an <lamDone C > message.

(b) They continue synchronizing with a neighboring master in region C’ until an
<lIamDone C' > message is delivered by that master.

(¢) They mark every node in C' with its final state computed in Step 1. (Once an
<IamDone> message is delivered by each neighboring master).

Fig. 1. High level description of the simulation scheme

Distributed methods to cope with assumption H(C) will be presented later
in sections Bl and [6l For now, we concentrate on describing and analyzing our
generic simulation scheme under the hypothesis H(C).

Provided that H(C) is true, any synchronous message passing algorithm MsA
can be simulated by the generic scheme described in Fig. [l There are two key
points in our scheme: (i) The messages sent by nodes in a region C' to nodes in a
region C' (C' # C") are concatenated into only one message M¢c_.cr (Step 1.c¢).
The message M¢c_. ¢ is delivered to the master in center node r¢: by one worker
at once, thus avoiding to deliver the messages one by one. (ii) The pulses of
algorithm MSA are simulated using a combination of a synchronizer-vy like algo-
rithm and a synchronizer-a like algorithm E, ] In fact, the master synchronizes
the nodes in its region by itself (This is made possible since the master knows
the entire topology of its region). Then the master synchronizes its region with
neighboring ones.

Clearly, the simulation of a send instruction between two nodes not in the
same region dominates the overall time complexity per pulse. The concatenation
mechanism allows to deliver the messages exchanged by nodes in a region C' and
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nodes in a different region C’ at once. Therefore, assuming that each master
agent has as many workers as neighboring regions, it takes at most 2Rad(C') +
2Rad(C")+1 time to simulate all the send instructions of a given pulse. Thus, by
using at most |C| master agents plus 2 |E¢| workers, each pulse can be simulated
in O(Rad(C)) time. As for the cost complexity, one can see that simulating each
pulse requires the workers to deliver the messages of the original algorithm and
to synchronize with neighboring masters. Thus, the cost complexity is O(Rad(C)-
|Ecl|) per pulse.

After finishing the simulation of the pulses of algorithm MSsA, the nodes must
be marked with their final states (Step 2.c). This step has also a time and a cost
complexity. In the following, we denote by 7(C) the maximum time needed for
each master agent (and its workers) to mark the whiteboards of nodes in its
region with their final states. We also denote by n(C) the cost complexity of
marking the nodes with their final states, that is the total number of moves that
all agents make in order to mark the whiteboards of all nodes in the graph. The
analysis of 7(C) and 7(C) is delayed to section bl

Lemma 1. Assuming H(C), any synchronous message passing algorithm MsA
can be simulated by an asynchronous mobile agent algorithm AGA such that:

[ZZV(AGA) | Rad(C) |
Size(AGA) O(|C| + |Ec|)
Time(AcA)||  O(Rad(C) - Time(MsA)) 4+ 7(C)
Cost(AcA) ||O (Rad(C) - |E¢| - Time(MsA)) + n(C)

Remark 1. Since we have assumed the local termination detection property in
our message passing model, a master can detect when to execute Step 2. Never-
theless, suppose that we have a message passing algorithm that does not detect
the local termination, e.g., at least one node can not say whether it has finished
the computations. Then, we can modify our simulation scheme so that, at each
round a master and its workers mark the nodes in their region with the labels
computed by the message passing algorithm, instead of waiting until the end
of the simulation. Thus, at each round, the labeling of nodes will be the same
as in the message passing algorithm. Of course, this is achieved at the price of
increasing the time and the cost complexities. Roughly speaking, the overhead
is order of 7(C) (time) and 7(C) (cost) at each round. This can be shown to be
negligible compared to the complexity of the simulation itself.

5 Generic Trade-Offs

Sparse decompositions (see, e.g., E}) allow to represent a graph by a set of clus-
ters with a good compromise between the radius of the clusters and the number
of inter-cluster edges. Many distributed constructions of sparse decompositions
exist in the literature. In this paper, we use an adaptation of a distributed al-
gorithm that appeared in ﬂﬁ] and obtain the following key Lemma. We remark
that the sparseness of the partition stated in our lemma is better than the one
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of ] by a logk factor. Due to lack of space, our distributed construction and
its analysis will appear in the full version of this paper (see also ﬂﬁ]) We also
remark that partitions with slightly better properties exists (see ﬂa}) but con-
structing them distributively is time consuming.

Lemma 2. In the message passing model, there exists a deterministic (resp.
randomized) distributed algorithm that given an n-node graph G and an integer
parameter k, constructs a partition structure C such that Rad(C) = O (k) and
|Ec| = O(n*/k) in k¢ - n¢ time (resp. O(k° -logn) expected time) where c is a
constant (¢ =1log,5).

By applying Theorem [2in the context of the sparse partition algorithm given by
Lemma 2] one can derive a preprocessing mobile agent algorithm constructing
the required partition. In the following, we will denote by PRE_PART such an
algorithm. Bounding 7(C) and 1(C) in Lemma [Ilis easy when using O(n) agents.
Thus, one can prove the following:

Theorem 3. Given an integer parameter k, any graph G can be preprocessed by
an asynchronous mobile agent algorithm PRE_PART such that after the prepro-
cessing phase, any synchronous message passing algorithm MSA can be simulated
by an asynchronous mobile agent algorithm AGA satisfying:

[ZLV(Pre_Part) [ 0 | |ZLV(AGA) | O(k°) \
Size(PRE_PART) n Size(AGA) O(n'+1/F)
Time(PRE_PART) k¢A ne Time(AGA) O(k® - Time(MsA))

E (Time(PRE_PART))[[k°A logn| |Cost(AGA) O (k¢ n'T'/* . Time(MsA))

Now, we want to fix the number of agents used by our simulation scheme to be
a parameter k < n. For that purpose, we use a graph structure based on small
dominating sets. A p-dominating set S of G is a set of nodes satisfying: Vv € V|
Jds € S such that dg (v, s) < p. Given a p-dominating set of G, a partition of G
can be obtained by clustering the nodes of the graph around the nodes of the
dominating set. Based on [27], we have:

Lemma 3 ([27]). In the message passing model, there exists a deterministic
distributed algorithm that given an n-node graph G and a parameter p (< n)
constructs a partition structure C such that Rad(C) = O(p) and |C| = O(n/p) in
O(p -log" n) time.

Applying Theorem [2] to the partition given by Lemma [B] allows us to derive a
preprocessing algorithm called PRE_DOM to construct the required partition.
However, coupling algorithm PRE_DoM with Lemma [I] is less straightforward.
First, we choose p = n/\/E to obtain a number of at most k£ agents. Then, we
apply Theorem [I] inside each region of the partition to efficiently bound 7(C)
and 7(C) in Lemmal[ll because using a trivial traversal to mark the final states of
nodes will dominate the complexity of the simulation itself. More precisely, we
use vk masters with vk workers each, and a “balanced tree” structure inside
each O(n/vk)-radius region. Thus, we can prove:
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Theorem 4. Given an integer parameter k < n, any graph G can be prepro-
cessed by an asynchronous mobile agent algorithm PRE_DOM such that after the
preprocessing phase, any synchronous message passing algorithm MSA can be
simulated by an asynchronous mobile agent algorithm AGA satisfying:

TLV(AGA) 0 (n/\/E)
Size(AGA) k
Time(AGA)||O (n/\/E . Time(MSA))
Cost(AcA) [0 (n VE - Time(MSA))

IZLY(PrE_DOM) | 0 \
Size(PRE_DOM) n
Time(PrRE_DOM)| O (A -n/Vk - log* n)

6 Efficient Distributed Initialization of Agents

In the previous section, we did not care about how the agents are initialized
distributively after the preprocessing phase, i.e., how the masters and the workers
are initialized distributively. In the following, we will argue that the complexity
of initializing the agents is negligible compared to the preprocessing itself.

Suppose that initially we have one agent per node. After the preprocessing
of Theorem [3] or @ each mobile agent can say whether it is a center of a region
or not. Thus, it is easy to initialize the master agents: Each mobile agent who
identifies its homebase as the center of a region becomes master in that region. A
trivial solution to initialize the workers would be to allow a master to create as
many workers as needed. In the following, we will not make such an assumption.

A first idea to initialize the workers is to let an agent whose homebase is
not a center of a region be a worker in its region. This idea will work in the
case of Theorem [l In fact, the p-dominating set algorithm of ﬂﬂ] also allows
to partition the graph into regions having at least n/p nodes (This non trivial
property is proved in ﬂﬁ}) Hence, if each agent in a non-center node becomes
worker and joins his master (at distance p = n/v/k), then each master will have
the required number of workers. Hence, the complexity of initializing the agents
is negligible compared to the preprocessing of Theorem @l

The same idea will not work for Theorem [ since the number of required
workers could be @(n'+1/¥). One could think that if initially there are ©(n'/*)
mobile agents per node, then the previous initialization technique would hold.
This is not true since the maximum degree of the graph G¢, where C is the par-
tition constructed in Lemma 2] is not bounded by O(nl/ k). Hence, the question
is: assuming that we have ©(n'/*) agent per node, how can we initialize the
workers needed for Theorem [ efficiently?

We use the algorithm of Lemmal[2lto answer the previous question. The general
idea is to construct the partition of Lemma [2] and at the same time to choose
some preferred edges connecting the clusters, which will help to initialize the
workers. Assuming that we have ©(n'/¥) agents per node and using the set of
these preferred edges, we are able to show that the workers are initialized in
kM) time (and cost) after the preprocessing of Theorem [B, which is negligible
(see [12] for a complete proof).
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7 Fundamental Applications
7.1 On Computing Any Labeling of a Graph

We remark that any labeling function of G' can be computed by a message
passing algorithm in O(D) time in the message passing model (by collecting
the topology of G at one node, computing the labeling locally and broadcasting
the result). Moreover, if a task can be computed by a deterministic message
passing algorithm in ¢ time, then all the information used by each node is in
its t-neighborhood. Thus, if we have a mobile agent per node, and if the mobile
agents know the O(t)-neighborhood of their homebases, then each mobile agent
can construct in O(1) time a labeled copy of its O(¢)-neighborhood where the
labels assigned to nodes and edges of that neighborhood copy correspond to the
final labeling computed by the message passing algorithm.

For k = logn, we have n'/* = O(1). Hence, we can derive an efficient algo-
rithm for computing any labeling of a graph using O(1) agents per node. Actu-
ally, the following theorem provides a stronger result that holds when initially
there is exactly one agent per node:

Theorem 5. Given any graph G with one mobile agent assigned to each node,
any labeling function of G can be computed by a deterministic (resp. randomized)
asynchronous mobile agent algorithm DET_AGA (resp. RAND_AGA ) satisfying:

[ZLV(DET_AGA) | 0 | n¢ | [zev(@RanpAcA) [ 0 ]
[Time(DeT_AcA)[n - A+ O0D)OD)]  [E(Time(Rann_AcA)][O(A + D)

Remark 2. Note that for any graph G, there exists a labeling function of G that
can not be computed by n mobile agents having no initial local views in time
better than (D) or 2(m/n).

7.2 On Computing with Small Memory Agents

In previous sections, we have assumed that the agents are equipped with un-
limited memory in our simulation scheme. Actually, only the workers need to
have enough internal memory. In fact, a worker has to (i) store the concate-
nated messages (and the synchronization messages), (ii) store the route used to
go from a center node to another one, and (iii) store the information needed to
mark nodes with their final labeling. Thus, by denoting b the maximum size (in
bits) of a message of the simulated algorithm and ¢ the maximum size (in bits)
of the output labels, we can show that for k = logn in Theorem [ the required
memory size per agent is at most O(max {mb, £}) bits. Thus, assuming that ¢ is
small compared to mb, the memory size needed by a worker is dominated by the
size of the concatenated messages. Nevertheless, we remark that if a node in the
original message passing algorithm sends the same message to all its neighbors
then a worker can store only one message for that node in its internal memory,
i.e., it does not need to store the same message many times. More generally,
the memory size can be drastically improved for algorithms having particular
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behaviors. For instance, consider a message passing algorithm such that, at each
round, a node (i) sends the same message M; to a bounded number of neigh-
bors and (ii) sends the same message My to the other neighbors. Then, it is
not difficult to see that we can modify our concatenation mechanism so that the
memory size needed by a worker is at most O(n - b) bits. In particular, we can
prove:

Theorem 6. For any n-node graph G, a BFS tree with respect to a given node
can be computed in O(D) time by using n mobile agents with n® initial local view
and O(n) memory bits.

Theorem 7. For any n-node graph G, a leader can be computed in 5(D) time
by using n mobile agents with n® initial local view and logo(l) n memory bits.
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Abstract. Efficiently building and maintaining resilient regular graphs
is important for many applications. Such graphs must be easy to build
and maintain in the presence of node additions and deletions. They must
also have high resilience (connectivity). Typically, algorithms use offline
techniques to build regular graphs with strict bounds on resilience and
such techniques are not designed to maintain these properties in the
presence of online additions, deletions and failures. On the other hand,
random regular graphs are easy to construct and maintain, and provide
good properties with high probability, but without strict guarantees. In
this paper, we introduce a new class of graphs that we call 7® (resilient
random regular) graphs and present a technique to create and maintain
r® graphs. The 7® graphs meld the desirable properties of random reg-
ular graphs and regular graphs with strict structural properties: they
are efficient to create and maintain, and additionally, are highly con-
nected (i.e., 1 + d/2-node and d-edge connected in the worst case). We
present the graph building and maintenance techniques, present proofs
for graph connectedness, and various properties of > graphs. We believe
that 7® graphs will be useful in many communication applications.

1 Introduction

Regular graphs [1], i.e., graphs with fixed degree at each node, have been studied
as candidates in several computing and networking scenarios. Examples include
overlay, multicast and peer-to-peer network design [2I3] and optical networks [4].
In most problems in these domains, the graph captures the topology of the net-
work and this topology changes as nodes and edges arrive and leave the network.
Building and maintaining such evolving graphs [Bl6] efficiently is currently of
great research interest. Additionally, in most system contexts, it is highly de-
sirable that the graphs be resilient to node and edge failures. In this paper, we
study the problem of building regular graphs that are provably highly resilient. In
particular, we desire graph connectivity even with several node and edge failures.

A number of algorithms presented in the literature use offline techniques
to construct d regular graphs (i.e., regular graphs of degree d at each node)
with guaranteed bounds on resilience [TU8JOITOITT]. All these techniques are not

* Portions of this work were done when the author was visiting Avaya Labs Research.

G. Taubenfeld (Ed.): DISC 2008, LNCS 5218, pp. 137 {151, [2008.
© Springer-Verlag Berlin Heidelberg 2008
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designed to maintain the required properties in the presence of joins and leaves
of the graph nodes and edges, and are not suitable for evolving graphs. In par-
ticular, using these techniques for evolving graphs incurs large number of edge
cuts and rejoins for each node addition or deletion to maintain connectivity
properties. Additionally, some of these techniques [QT0] require a large number
of computations to explore the solution space and provide strict bounds on the
resilience.

Randomized algorithms can be effectively used to solve problems very ef-
ficiently while providing good guarantees either in the average case, or with
provably high probability [I2IT3]. Random graphs are typically good candi-
dates for distributed design. In particular, Pandurangan et al [3] present a ran-
domized graph building scheme for low diameter peer-to-peer networks with a
bounded degree. However, their scheme focuses on building low-diameter con-
nected graphs and not on guarantees on the resilience of the resulting network
to node and edge failures, which is the main focus of our paper.

Random regular graphs [T4] are fixed degree graphs built using a random-
ized approach. Such random d regular graphs have interesting properties like
d-connectivity with very high probability (specifically, asymptotically almost
surely), but not in the worst case. As an example, the Araneola multicast over-
lays [2] are built using random regular graphs and rely on the connectedness
of random regular graphs to ensure that the multicast overlay is resilient with
a high probability. There are, however, no strict guarantees on the resilience of
such graphs.

In this paper, we concentrate on the problem of constructing resilient regular
graphs. The main contribution of our paper is a simple and efficient construction
technique for regular graphs. We call the resulting graphs r® (resilient random
regular) graphs. The 73 graphs are easy to build and maintain in the presence
of node arrivals and departures. The graph building is done using constrained
random choices as each node is added to the graph, providing efficiency. We show
that the resulting graph is 1 + d/2-node and d edge-connected resulting in very
high guaranteed resilience. Intuitively, the algorithm melds the best properties
of random graph building with structured maintenance to achieve efficiency as
well as guarantees on resilience. We also describe other interesting properties
of 3 graphs that relate to their efficient construction and maintenance.

The rest of the paper is organized as follows. Section Pl explains the algo-
rithm for building 73 graphs. Section [l proves the guarantees on the connectiv-
ity properties of these graphs in the presence of edge and node removals. The
theoretical proofs are also supported by simulation results given in the latter
half of the section. Section [ gives the algorithm for deletion and introduces the
concept of “natal nodes” in the graph. Section [l describes some properties of
natal nodes in the 3 graphs and supports them with simulations and numerical
calculations. Section [B] concludes with a discussion of our results and some open
problems.
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2 Construction

We start with some preliminaries. The degree of a node v in a graph is the
number of edges incident on node v. A d regular graph is a graph in which every
node has the same degree d. If a d regular graph g has |g| = n nodes, the number
of edges must be nd/2, so that at least one of n, d must be even. The theory
is simpler when d is even, so let us assume that d is even, and d > 4 (the case
d = 2 is trivial). A graph is connected if there is a path between every pair of
nodes in the graph. A graph is said to be k-node (k-edge) connected if there does
not exist a set of k — 1 nodes (edges) whose removal disconnects the graph. The
graphs we consider in this paper are labeled. However, we do not distinguish
among different labellings if the graphs are isomorphic.

For the purposes of this paper, resilience of a graph is a measure of how large
k is, given that the graph is k-node connected. The typical cost in constructing
and maintaining graphs includes communication costs to discover appropriate
nodes/edges, and the cost for breaking and creating edges. Since communication
cost is very specific to the system implementation, in this paper, we compute
efficiency based on the graph operations (i.e., node and edge creation/deletion).
However, we do provide information on structural properties of the graphs as
they relate to communication costs. In Appendix [Bl we provide more informa-
tion about key algorithms presented in the paper, including discussion of some
implementation issues.

2.1 7?2 and r3 Graphs

Our starting point is the following algorithm for growing regular graphs:

Algorithm A. (adding a node). Given a d-regular graph g with n nodes, choose
a set of d vertices (v1, va, ..., vg) such that each of the edges (va;_1, v2;) is
present in g. Delete these edges, and insert new edges connecting each of (vy, va,
..., vq) to a new node. The result is a regular graph with n + 1 nodes. Figure [I]
illustrates algorithm A: Graph g is obtained by adding node x to graph ¢,
and graph g4 is obtained by adding node y to graph g3. Note that algorithm A
incurs O(d) edge deletions and additions for each node addition; specifically, a
node addition involves d/2 edge deletions and d edge additions.

Starting with an arbitrary d-regular graph gy, repeated application of algo-
rithm A will generate an infinite set of d-regular graphs that we name G(go).
Some graphs may be in more than one such set. An atomic graph ¢ is a graph

ST e

(a) Graph g | (b) Graph g, (c) Graph g5 (d) Graph g4

Fig. 1. Some 4-regular graphs
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that is in only one set, namely G(g). The complete graph K41 on d 4 1 nodes
is atomic. In Figure[Il graphs g; and g3 are atomic, g2 € G(g1) and g4 € G(g3).
We look more closely at atomic graphs in Section 2.2

Our main interest is in the set G(Kg11), which we call r? (resilient regular)
graphs and denote by Gy. For the graphs in Figure [l graphs ¢1,¢92 € G4, and
93,94 ¢ G4. Note that algorithm A does not specify how the edges to delete are
chosen when a new node joins the graph. We denote by 73 (resilient random
reqular) or random r? those graphs that are generated by algorithm A when the
edges to delete are chosen randomly.

There are several methods for random edge selection for algorithm A. For ex-
ample, one method is an iterative procedure that keeps a list of all eligible edges
(i.e., edges that are node-disjoint with currently chosen edges), chooses an edge
randomly from this list, and removes all edges that become ineligible because of
this choice. We use this random selection procedure for our simulation and prob-
abilistic results presented in this paper. Clearly, the randomization can be done
in several other ways. Two other possibilities include (a) iteratively selecting an
eligible node at random followed by an eligible edge incident at this node, or (b)
choosing a random d/2 matching from all possible matchings. It is easy to verify
that the edge selection probabilities under the three methods outlined above are
not always the same. While adjustments can be made [I5] to ensure that the
edge selection probabilities are the same, the joint edge selection probabilities
may vary. Furthermore, some of these random procedures can be more easily
approximated with a distributed approach than others. Computation for small
n, d suggests that none of these randomization rules make the n-node elements
of G4 equally likely. Also, if nodes are repeatedly added using algorithm A and
deleted (using the algorithm for node deletion presented in Section H]), the prob-
ability distribution over the n-node elements of G4 does not tend to the uniform
distribution.

Our worst case connection properties shown in Section [ are for all 2 graphs
(and hence, for 73 graphs also). Our simulation results in this paper are for
r3 graphs.

2.2 Characterizing Atomic Graphs

While atomic graphs are not central to the main discussion in this paper (namely,
efficient construction and resiliency of 72 and r® graphs), understanding atomic
graphs is useful in understanding the construction of such graphs. We discuss
atomic graphs here.

Lemma 1. For each d, there is an infinite number of atomic graphs.

Proof. Forn = k(d+1) (k > 2) we can construct an atomic graph with n vertices
by taking a k-cycle and replacing each node by a copy of K441 with one edge
removed.

For any graph g, let ¢’ denote the complementary graph. Graph ¢’ has edges
exactly where g does not. If g is regular with degree d, ¢’ is regular with degree
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d =n —1—d. In the following discussions, d is even and d > 4. We show the
following result; the proof appears in Appendix [Al

Lemma 2. For any reqular graph g with n > d + 4 nodes, if ¢’ is bipartite (so
n is necessarily even), then g is an atomic graph.

3 Connectivity

A major emphasis in this paper is efficiently building regular graphs that are
highly connected. Clearly, d regular graphs can at best be d-node connected.
However, some d regular graphs are not even 2-node connected (e.g., graph g4
in Figure[I}(d)).

An important property for our application is that the r? graphs that are gen-
erated by algorithm A (and in particular, the 3 graphs) have good connectivity
properties in the worst-case. Let e(g) denote the edge-connectivity and n(g) de-
note the node connectivity of a graph g. Our two main results of this section are:

Theorem. (Edge Connectivity: Theorem[Il) For g € G(go) we have e(g) > e(go).
Hence, for g € Gq, e(g) > e(K441) = d.

Theorem. (Node Connectivity: Theorem [) For g € G4, n(g) > 1+ d/2.

We now prove these results in the rest of this section.

If S and T are disjoint sets of nodes in a graph g, we use the notation ¢4(S,T)
to denote the number of edges in g between S and T', which we refer to as cross
edges. We define a lineage of g as a sequence of graphs go, ..., g, starting from
the atomic graph go and ending with ¢, = ¢ that results from a construction
of g. We first show that the number of cross edges between two sets of nodes
that partition a graph never decreases as nodes are added to the graph.

Lemma 3. If g is formed by adding one node v to g and if S and T form a
partition of g then cg(S,T) > cz(SN G, T N gG).

Proof. An edge e € § going from s € SN g tot €T N g is either left unchanged
by the construction of g or is replaced by two edges, one going from s to v and
the other from v to t, exactly one of which is a cross edge between S and T'.

Thus, the construction of g cannot decrease the number of cross edges between
S and T.

Lemma 4. If g € Gq can be partitioned as S+T, then cy(S,T) > z(1+d—z),
where x = min{d/2, |S|, |T|}.

Proof. Let g9 = K441, -- -, gn = g be a lineage of g. Starting with g,,, we go back
through the ancestors until one is found such that min(|S N g, [T N gi]) = =.
There will be such an i because |go|] = d + 1. At this point, at least one of
the two partition elements S N g; or T N g; has exactly = elements. Because
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that component can have at most x(x — 1) internal connections it must have
xd —x(x — 1) = (1 + d — x) external ones. Using Lemma [3] we can write

cg(S,T) = ¢4, (SN gn, T N gn)
2 an—1(Smgnflvagnfl)

> g, (SNgi, TNgi)=2z(1+d—z).

Theorem 1. If g € G(go) then e(g) > e(go). Hence, for g € Gq, e(g) >
B(Kd_H) =d.

Proof. The first part of the theorem follows from Lemma [Bl For any partition
g=S+T, g€ Gq, with |g| > d, |S| > 0and |T| > 0,z = min{d/2,|S|,|T|} > 1.
Because z(1+d—z) is minimized at « = 1 over the range {1,...,d/2}, Lemmafl
implies that ¢,(S,7) > 1(1+d—1) =d.

We now prove one of the main results of our paper: that graphs in G4 are
highly node-connected; i.e., removing even d/2 nodes in such a graph maintains
connectivity.

Theorem 2. If g € Gy then g is at least 1 + d/2 node connected.

Proof. The result is trivial if |g| = d + 1. Assume |g| > d + 1. Let M be a cut
set of size n that could disconnect the remaining nodes: There is a a partition
g =S+ M + T such that ¢,(S,T) =0, [S| > 0, |T| > 0 and |M| = n. Let the
nodes in the cut set be ay, ..., a,. Given a partition M = Mg + My, we can
define
. {connections between a; and T + My if a; € Mg
;=

connections between a; and S + Mg if a; € Mr

and © = maxj<;<, u;. We now construct a partition M = Mg + My for which
u < d/2. We start with Mg = M and My = ¢ and iteratively move the nodes a;
(illustrated in Figure ) from Mg to My whenever u; > d/2. Moving node a;
from Mg to My will reduce u; to something no larger than d/2. In addition, u;

Fig. 2. If u; > d/2 = 2, a; moves from Mg to Mr
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for a; € My will not increase. The iteration stops when u; < d/2 for all a; € Mg
and at that point, u = maxi<;<, u; < d/2.

Consider now the edges out of any of the nodes a; for which v = wu; and
assume without loss of generality that a; € Mg. Because u = u;, T 4+ M7 must
have at least u nodes. On the other hand, the remaining d — u > u edges out
of a; must connect to nodes in S + Mg and we conclude that both S + Mg and
T + My must have at least u nodes.

Clearly, the number of cross edges, >, ,., u; < nu. Using Lemma @l along
with the observation that f(u) = u(l + d — u) is an increasing function for
u<d/2, we get

Cg(s + Mg, T + MT) > u(l +d— u)

Hence,
nu > Z u; > ¢g(S+ Mg, T+ Myp) > u(l+d—u),
1<i<n

which implies n > 1+d —u > d/2.

3.1 Tightness of Theorems [ and

We now show that the bounds of Theorems [Il and 2] are tight. As far as edge
connectivity is concerned, it is clear that g € G4 is not d + 1 edge connected
because the set of d edges originating at a node constitutes a cut set. As for
node connectivity, consider three sets S, T' and M, where S and T each have
d/2 nodes and M has 1 + d/2 nodes. The graph g has the node set S UT U M,
and the adjacency matrix as in Figure Bk, where 1 is the matrix with all 1’s,
I is the identity matrix, and 0 is the matrix with all 0’s (the dimensions of
the matrices are obvious from the context). It is easy to verify that graph g
can be generated from K441 using algorithm A. The rows and the columns of
this adjacency matrix are easily seen to add up to d and the set of nodes M is
critical to the connectivity between S and T. The graph corresponding to this
construction with d = 4 is displayed in Figure Bb.

(a) Adjacency (b) Graph for d =4
Matrix

Fig. 3. Adjacency matrix for a (1 + d/2) node connected graph in G4, and a graph
corresponding to d =4
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3.2 Simulation Results

As discussed earlier, our construction is particularly attractive because it guar-
antees 1 4+ d/2 node-connectivity and in addition, the connectivity property is
independent of the random selections. Note that a regular graph picked uni-
formly at random from the set of all regular graphs is known to have desirable
connectivity properties with high probability a.a.s. [I4], but not in the worst
case. In particular, a regular graph picked at random is likely to be d-node con-
nected provided that the selection was made with uniform probabilities. Whether
some constrained random selection scheme (like algorithm A) enjoys the same
asymptotic properties is not obvious.

To investigate how r? graphs perform in practice, we conducted a simulation
study. As indicated in Section 21 for our simulations, node addition was per-
formed by deleting edges selected uniformly at random. The simulation consisted
of generating independent 73 graphs, with degrees ranging from d < 50 and sizes
ranging from n = d+ 2 to 4d. For each graph, we computed the node connectiv-
ity using network flow techniques with MAXFLOW [16]. In most of the cases,
the resulting graph is d-connected and in a few cases, it is slightly deficient with
a connectivity of d — 1. In our simulations, we never observed a connectivity of
d — 2 or lower, although it is clearly possible as we have shown in Section Bl
Most of the deficiencies we observed were for graphs of size d + 2. Less than 1%
of graphs of size greater than d + 5 were observed to be deficient.

4 Deletion

The connectivity properties of the graph make the graph resilient to transient
node and edge failures, i.e., even with a set of nodes and edges failing, the
graph still remains connected. However, if a node or an edge leaves the graph
permanently, the graph needs to be repaired, such that it retains its connectivity
properties. The following subsections discuss algorithms for graceful node and
edge deletions. These algorithms ensure that the graph resiliency properties are
retained in the presence of interleaved additions and deletions.

4.1 Node Deletion and Natal Nodes

One can imagine the following simple deletion algorithm that is an inverse of
algorithm A.

Algorithm D': A node vy of a graph ¢ in G4 can be deleted if the neighbors of vg
can be written in order as (v1, va, ..., vq) with each edge (vo;_1, v2;) absent in g.
The node vy and the edges (v;, vg) are deleted, and edges (va;_1, v2;) are inserted.

For atomic graphs, no node can be deleted. Using algorithm D', for some
graphs, some nodes can be deleted in more than one way. For example, in the
graph M9.4.10 (i.e., the tenth in Meringer’s list of n = 9, d = 4 graphs [I7] shown
in Figured]), which is in Gy, the 7-th node can be deleted in two ways. One way
of deletion gives M8.4.4 which is in G4, while the other gives M8.4.2 which is not
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-
®

4 3
MS8.4.2 M8.4.4

Fig. 4. Two ways of deleting node 7 from graph M9.4.10 by Algorithm D’

in G4 (in fact, it is atomic). The bold lines in Figure  (i.e., edges (3,4) and (5,9)
in X and (3,9) and (4,5) in Y) indicate the newly added edges.

Recall that our node connectivity results are valid only for graphs in G4. To
preserve the desired connectivity properties, we need to allow only deletions that
exactly reverse the effect of previous additions. To achieve this, we describe our
node deletion algorithm D below.

Algorithm D. We require that whenever a node is added (by algorithm A), a
record is kept of the edges that were deleted to insert this node, so that these
edges can be reinstated when this node is deleted. A node may be deleted only
when it is still connected to the nodes it was first connected to (when it joined
the graph). We term such nodes natal. Note that two adjacent nodes cannot both
be natal. If a non-natal node needs to be deleted, it can first swap neighbors in
the graph with a natal node and then remove itself from the graph.

Clearly, deleting a node requires O(d) edge removals and additions; specif-
ically, deleting a natal node requires d edge removals and d/2 edge additions,
and deleting a non-natal node requires 2d edge removals and 3d/2 edge addi-
tions. From a graph point of view, the interesting metrics related to finding a
natal node are the number of and distance to natal nodes. Natal nodes and their
properties are studied in more detail in Section

4.2 Edge Removal

In some network situations (e.g., overlays), a node A may change its preference on
keeping another node B as its neighbor. This effectively translates to “removing”
edge AB. This can be achieved conceptually by deleting a natal node C and
reinserting it while ensuring that node C' chooses edge AB during insertion. (In
most cases, this can be efficiently implemented without going through the full
deletion and reinsertion process.) A similar procedure can be used for bringing a
node X “closer” to node Y by connecting them both to a natal node. The more
general problem of associating costs with edges and, in particular, disallowing
certain edges (associating infinite costs with edges) is a subject of future study.

5 Properties of Natal Nodes

The distribution of natal nodes in the graph is a key factor that determines the
ease of implementing the deletion algorithm in a distributed way. The number
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Fig. 5. Number of natals and distance to the closest natal

of natal nodes in the graph and the distance of each node to a closest natal node
determine the complexity of the implementation. In this section, we aim to show
that in an r3 graph, there are a large number of natal nodes in the graph and
that most non-natal nodes have a natal neighbor nearby.

5.1 Simulation Results

We evaluated through simulations, the number of natal nodes and the average
distance to the closest natal node. The simulation consisted of generating in-
dependent 3 graphs, with degree d upto 50 and sizes ranging from n = 5 to
n = 3000. For each graph, we counted the number of natal nodes and the average
distance to the closest natal node. The averaging is performed over nodes that
are not natal and accordingly, the smallest distance to the closest natal node
is 1. The results of the simulations are shown in Figure

The plot in Figure Bh shows the number of natal nodes as a function of the
number of nodes n in the graph. The plot shows only the values corresponding
to d=2, 4, 10 and 50 for clarity. The graph demonstrates the linear relationship
between the number of natal nodes and n for the four values of d. The points
in the plot cluster along lines that have slopes very close to 1/(d+ 1). We show
below in Section for d = 2,4 that the expected number of natal nodes is
exactly n/(d+1). The graph in Figure[Eb is a histogram of the average distance
to the closest natal node for all values of n and d. When n = d + 1, there is
exactly one natal node and all the other nodes are at distance one from it, which
is the reason for the small bump over 1 in the histogram. The hump at 1.22 is
caused by the graphs of degree d = 2. The distribution has an average of 1.34
with a standard deviation of 0.06.

5.2 Expected Number of Natal Nodes

Simulation results given in the Section [5.1] show that there are a large number
of natal nodes in the graph and with a high probability a node will have a natal
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node in its neighbor set. The simulations can be supported by numerical results
on the expected value of natal nodes for small values of d. The results for d = 2
and d = 4 are given below.

Case d = 2. In the case d = 2 there is only one atomic graph, namely K3,
and so only one family of graphs, which contains only cycles. We choose to label
one of the nodes in K3 as natal. Suppose a cycle C,, contains W, natal nodes,
and a new node is added in a random position. If the deleted edge has a natal
end-point (it cannot have two) then the number of natal nodes is unchanged;
otherwise it increases by 1. So we have the Markov recurrence

2W,
P(Wn+1 = Wn) = 3

n
2W,
PWyp1=W,+1)=1- —

Computing the conditional expectation of W, 1 given W,,, we get the recurrence
EWpt1) = (n — 2)/n)E(W,,) + 1. Since W3 = 1, it follows that for n > 3,
E(W,,) =n/3. A similar approach shows that for n > 4, Var(W,,) = 2n/45 [1§].

Case d = 4. In this case there are some simple exact results. We consider only
the family G(K5). In our discussion in this section, g, is an n node graph with
d = 4. The number of edges in a regular graph with n nodes is 2n. The number
of disjoint pairs of edges is n(2n — 7).

Lemma 5. If a node is natal in a graph g, the probability that it remains natal
in gnt1 is (n—4)/n.

Proof. Suppose node i is natal. The number of disjoint pairs of edges, one of
which has a node ¢ as an end-point, is 4(2n— 7). So the probability that node 7 is
not affected when the next node is added is (n—4)(2n—7)/n(2n—7) = (n—4)/n.

We number the nodes in K5 as 1, 2, 3, 4, 5 and we choose to label node 5 as
being natal.

Theorem 3. For all n > 5, the expected number of natal nodes in gy, is n/5.
Proof. For j = 5,6, ...,n, the probability that the j** node is natal in g, is

Py = U= =3 (-2 (-5 _G-D®

oG+ (+2)

(-1 (n-1)®

where a(™ = a!/(a — h)!. So the expected number of natal nodes is

E(natal nodes) f P;(n) ! n
natal nodes) = inmn=——m—=—.
=7 sm-nW 5
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6 Conclusion

In this paper, we have introduced a new class of random regular graphs (13 graphs)
that are efficient to construct and maintain in an evolutionary way and are highly
resilient (connected). We have described algorithms to add and delete nodes from
such graphs, while retaining resilience properties. We have shown properties of
the graphs, including number and distance to specific types of nodes (natal nodes)
that are important for efficiency of the node deletion algorithms. Our simulation
results show that, in practice, when constructing the graphs randomly, the connec-
tivity of 73 graphs exceeds our proven tight bound of d/2+1 for node connectivity.

Some analytical open problems remain, including tight analytical bounds for
the expected number and variance of natal nodes for d > 4. The use of 3 graphs
in a specific system context (namely, overlay networks), and its interaction with
routing and multicast protocols is currently under investigation.
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A Characterizing Atomic Graphs

In this section, we present the proof of Lemma 2l Recall that ¢’ is the comple-
mentary graph of g and d is even.

Proof. (of Lemma ) Graph g is atomic iff for each node A, then for every way
of labeling the nodes adjacent to A as By, Ba, ..., By, at least one of the edges
(B1, B2), (B3, Ba),... is present in g, so there is no way to remove node A. In
terms of ¢’, for each node A in ¢’, the nodes By, ..., By are those that are non-
adjacent to A; if ¢ is atomic, then for every way of labeling these nodes, at least
one of the pairs (By, Ba), (B3, Bs)... must fail to represent an edge in ¢'.

If ¢’ is bipartite, each node can be colored white or black such that in ¢’,
only edges that connect nodes of different colors are present. Since ¢’ is regular,
the number of white nodes must be n/2. Pick any node A; w.l.o.g. assume A is
white. There are d’ nodes adjacent to A in ¢’, and all are black. The d nodes
By, Ba, ...Bg include (n/2 — 1) white nodes and (n/2 — d') blacks. Note that
(n/2—=1)=(n/2—-d)+ (d —1) and (d' — 1) > 3 (because n > d + 4).

So for every way of labeling the nodes Bj, ..., By there must be at least one
pair (Ba;_1, Ba;) with both members of the pair white, i.e. not joined in ¢, i.e.
joined in g. So A cannot be removed.

It is necessary that d4+4 < n < 2d+2. The case n = 2d+2 is not very interesting
because ¢ is then two disjoint K441 graphs.

B Discussion of Algorithms A and D

In Section 211 we provided an abstract description of how algorithm A adds a
node to a graph ¢, and in Section 1] we presented algorithm D, the inverse of
algorithm A, to delete a node from a graph g. Below, we elaborate on a particular
implementation of algorithms A and D.

B.1 Discussion of Algorithm A

Assume that a node j is being added to graph ¢ which has more than d + 1 nodes
(otherwise node j connects to all nodes in graph g). Let Z be some subset of
nodes in the graph g; we refer to Z as the introduction set. Let S be the current
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list of neighbors of j; at the start, S = ¢, and at the end of the procedure, |S| = d.
Initially, node j makes contact with one node 7 in the introduction set Z. Node @
chooses a random time-to-live (TTL) greater than zero. It sends a message to a
randomly selected neighbor with request to add node j, and includes the chosen
TTL in the message. Whenever a node in graph g receives a message to add
node j and the TTL is greater than 1, the node forwards the message to one of
its neighbors selected uniformly at random and decrements the TTL by 1. Once
the TTL counter hits 1, the message is forwarded to a neighbor v; ¢ S. Such a
neighbor exists because |S| < d and every node has d neighbors. Node v; now
selects a neighbor vy ¢ S, and nodes vy and v are added to (ordered) list S. The
procedure is repeated until S has d elements. When |S| = d, break every edge
(vak—1,v2x) and add edges (var—1,J) and (vak, j) to g. A possible pseudo-code
for the above implementation of algorithm A when TTL is 1 appears in Figure[d]
and uses additional notation from Definition [I

The set of edges, N'(j), that were broken when j was added to g must be stored
in the graph since the edges in N'(j) will have to be restored when deleting node j
using algorithm D. Standard reliable data storage techniques need to be used.
For example, when storing A/(j) we may not want to store the entire information
in node j since a failure of node j leads to our inability to rebuild the graph.
One way to get around this issue is to build in redundancy into the storage
of N(j). Furthermore, any appropriate locking granularity may be used when
implementing the algorithm.

B.2 Discussion of Algorithm D

Assume that a node j is being removed from graph g. If j is natal, we know
from Section ] that the nodes that are neighbors of node j are the same as
the nodes in N (j). Therefore, we can simply restore all of the broken edges as
defined in A (j) and delete node j from the graph. However, if j is not a natal
node, j finds a natal node, 7, in the graph and swaps positions. During a swap,
the two nodes exchange neighbor sets and their sets A of initially broken edges,
and the neighbors of these nodes also update their neighbor lists to reflect the
swap. After a swap, node j is a natal node and can be deleted as one.

Finding a natal node reduces to the problem of node j broadcasting in graph g.
As we have seen in Section Bl on average a node is no more than two nodes
away from a natal node. Therefore, almost every node in the graph has a natal
node either as its neighbor or as its neighbors’ neighbor. Using this observation,
finding a natal node will require node j asking first its neighbors if any one
of them is a natal node, then its neighbors’ neighbor, etc. until a natal node if
found. The broadcasts can be limited using T'TL values. In particular, broadcasts
with increasing TTL values can expand the search for a natal node if one has
not yet been found. As with the node addition process, any appropriate locking
granularity can be used. A possible pseudo-code for the above implementation
of algorithm D and some of its helper procedures appears in Figure [6] and uses
notation from Definition [l The procedure SWAP_NODES is simply the swap
process described earlier.
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Definition 1. MSG.send(M i,j,[T]) denotes a node i sending message M to
node j with an optional time-to-live T. MSG.receive(M ,i,j) denotes a node j
receiving message M from node i. In both cases, a message is never forwarded to
a node that the message has already traversed. NEIGHBORS(i) denotes nodes
directly connected to node i. CONNECT(i,j)/BREAK(i, j) denote procedures to
form/break the link between nodes i and j.

Algorithm A Algorithm D
MSG.send (Add, 7,1 € 1) if (j is natal) then
s =a random node selected by node i REMOVE_NATAL(j)
Ordered list S = NULL end
while (|S] < d) do else
S=8Us 1 = FIND_NATAL())
s=s":s" € NEIGHBORS(s),s ¢ S SWAP_NODES(j,n)
end REMOVE-NATAL()
for (k=0; k <d/2; k++) do end

BREAK(S[2- k], S|2-k+1])
CONNECT(j, S [2 - k])
CONNECT(j, S [2- k + 1))

end
Procedure FIND_NATAL Procedure REMOVE_NATAL
Natal_found = FALSE for (n € NEIGHBORS(j)) do
asynchronous event £ = BREAK(j,n)
MSG@.receive(Looking _for _Natal, v, 5, T') end
£ = Natal_found = TRUE for (link € N(j)) do
T = 0 (Time to Live) CONNECT (link[0], link[1])
while (NOT Natal_found) do end
T+ + DELETE()

for (n € NEIGHBORS(j)) do
MSG.send(Looking_for_natal, j,n,T)
end
Wait some time in anticipation of event &
end
return v

Fig. 6. Algorithms A, D and helper procedures. The algorithms are presented from a
system (graph)-wide perspective and can be interpreted for each node in the graph.
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Abstract. The theoretical computer science community has tradition-
ally used embeddings of finite metrics as a tool in designing approxima-
tion algorithms. Recently, however, there has been considerable interest
in using metric embeddings in the context of networks to allow network
nodes to have more knowledge of the pairwise distances between other
nodes in the network. There has also been evidence that natural net-
work metrics like latency and bandwidth have some nice structure, and
in particular come close to satisfying an e-three point condition or an e-
four point condition. This empirical observation has motivated the study
of these special metrics, including strong results about embeddings into
trees and ultrametrics. Unfortunately all of the current embeddings re-
quire complete knowledge about the network up front, and so are less
useful in real networks which change frequently. We give the first met-
ric embeddings which have both low distortion and require only small
changes in the structure of the embedding when the network changes.
In particular, we give an embedding of semimetrics satisfying an e-three
point condition into ultrametrics with distortion (1 + €)!°8™** and the
property that any new node requires only O(nl/ 3) amortized edge swaps,
where we use the number of edge swaps as a measure of “structural
change”. This notion of structural change naturally leads to small up-
date messages in a distributed implementation in which every node has a
copy of the embedding. The natural offline embedding has only (1-+¢)'°&™
distortion but can require 2(n) amortized edge swaps per node addition.
This online embedding also leads to a natural dynamic algorithm that
can handle node removals as well as insertions.

1 Introduction

Many network applications, including content distribution networks and peer-
to-peer overlays, can achieve better performance if they have some knowledge of
network latencies, bandwidths, hop distances, or some other notion of distance
between nodes in the network. Obviously the application could estimate these
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distances by an on-demand measurement, but they get even more benefit from
an instantaneous estimate that does not require recurring measurements. Many
solutions have been proposed for this problem, most of which involve measuring
either a random or a carefully chosen subset of pairwise distances and then
embedding into a low-dimension coordinate space, e.g. a Euclidean space ﬂa ﬁ ,
@, E] Because of this methodology, the problem of giving good approximations
of network latencies is sometimes referred to as the network coordinate problem.

We take our inspiration from the work of Abraham et al. @} who tried to
use embeddings into tree metrics instead of into Euclidean space. Through ex-
perimental measurements they discovered that many networks have latencies
that “locally” look like trees, and in particular satisfy an e-four point condition
that they invented. They gave an embedding into a single tree which has small
distortion for small ¢ and allows instantaneous distance measurements like in
the coordinate case, but also due to its tree structure has a natural notion of
hierarchy and clustering that corresponds to an intuitive model of the Internet.
However, their embedding was mainly of theoretical interest, since in practice it
required having global knowledge of the complete network and complete recom-
putation whenever the network changed. Since real networks change regularly
and do not normally allow a global viewpoint, the applicability of their tree
embedding was unclear.

In this paper we take a first step towards a practical tree embedding for
network distances. We define an e-three point condition (as opposed to the four
point condition of @]) and show that there are good embeddings into ultrametrics
when € is small. Since ultrametrics are a special case of tree metrics this is also a
tree embedding, but they have the extra property that they can be represented by
spanning trees, so no Steiner nodes are required. They also satisfy a“bottleneck”
condition which allows ultrametrics to represent bandwidths (actually 1 over the
bandwidth) particularly well. We do not want to assume a static network like
in previous work, so we give an online embedding which works no matter what
order nodes in the network arrive (but assumes that nodes never leave) and a
dynamic embedding which extends the online embedding to handle the case of
nodes leaving.

In this paper we allow our online embedding to change the already-embedded
points when a new one arrives, unlike the traditional model of online algorithms
which does not allow change. However, an important part of this work is mini-
mizing that change, and in fact trading it off with the distortion. We try to mini-
mize the “structural change” of the embedding, where we measure the structural
change by the number of edges in the disjoint union of the tree before a node
insertion and the tree after a node insertion. We show that there is a tradeoff
between distortion and structural change: the offline algorithm that minimizes
distortion has large structural change, while by slightly relaxing the distortion
requirement we can decrease the structural change by a polynomial amount. This
immediately results in a bound on the communication complexity of a distributed
algorithm that sends update messages across an underlying routing fabric.



154 M. Dinitz

Aside from the original practical motivation, we believe that our embedding is
also of theoretical interest. Designing online embeddings is a very natural prob-
lem, but has proven surprisingly difficult to solve. In fact, there is basically no
previous work on embeddings in any model of computation other than the stan-
dard offline full information model, even while online, dynamic, and streaming
algorithms are becoming more important and prevalent. While in many cases it
is easy to see that it is basically impossible to give an online embedding that
doesn’t change the embedding of previous points at all, we hope that this paper
will begin the study of online embeddings that minimize structural change, or
at least tradeoff structural change for extra distortion.

1.1 Definitions and Results

A semimetric is a pair (V,d) where d : V x V — R>¢ is a distance function with
three properties that hold for all x,y € V. First, d(z,y) > 0. Second, d(z,y) =0
if and only if # = y. Lastly, d(z,y) = d(y,x). Note that we are not assuming
a metric space, so we do not assume the triangle inequality. Instead, through-
out this paper we assume that the underlying semimetric is approximately an
ultrametric, in the following sense.

Definition 1 (e-three point condition). A semimetric (V,d) satisfies the e-
three point condition if d(z,y) < (1 + €) max{d(x, 2),d(y, 2)} for all z,y,z €
V. We let 3PC(e) denote the class of semimetrics satisfying the e-three point
condition.

Ultrametrics are exactly the metrics that satisfy the O-three point condition,
i.e. ULT = 3PC(0) where ULT is the set of all ultrametrics. So for any given
semimetric, the smallest ¢ for which it satisfies the e-three point condition is
a measure of how “close” it is to being an ultrametric. Clearly every metric
satisfies the 1-three point condition, since by the triangle inequality d(z,y) <
d(x,z) + d(y,z) < 2max{d(x,z),d(y,z)}. Thus when the semimetric actually
satisfies the triangle inequality, we know that it is in 3PC(1).

This definition is in contrast to the e-four point condition defined in @], which
is a condition on the lengths of matchings on four points rather than the lengths
of edges on three points. In particular, a metric (V,d) satisfies the e-four point
condition if d(w, z) + d(x,y) < d(w,y) + d(z, z) + 2e min{d(w, x), d(y, z)} for all
x,y,z,w € V such that d(w,z) + d(y, z) < d(w,y) + d(z, z) < d(w, z) + d(x,y).
This definition also has the property that all metrics satisfy the 1-four point
condition, but instead of being related to ultrametrics it is related to trees, in
that tree metrics are exactly the metrics satisfying the O-four point condition.

While ultrametrics are just semimetrics in 3PC(0), we will represent them as
trees over the point set. Given a tree T = (V, E) with weights w : E — Rxg, for
x,y € V let P(x,y) denote the set of edges on the unique path in T between x
and y. Define d7 : V x V' — Rx¢ by dr(z,y) = maxeep(s,y) w(e). It is easy to
see that (V,dr) is an ultrametric, and that every ultrametric can be represented
in this way. We say that (V,dy) is the ultrametric induced by T
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Since these are the only embeddings we will use, we define the contraction, ex-
pansion, and distortion of an embedding in the obvious ways. Given a semimetric

(V,d) and a tree T on V, the ezpansion of the embedding is max, ") df&“gg),
d(u,v)

wwe(Y) Tr(u)” and the distortion is the
product of the expansion and the contraction.

In this paper we want to solve embedding problems online, when vertices
arrive one at a time and we want a good embedding at every step. An online
ultrametric embedding is simply an algorithm that maintains a tree (and thus
an induced ultrametric) on the vertices that have arrived, and outputs a new
spanning tree when a new node arrives. There are two measures of the quality
of an online embedding: its distortion and its update cost. An online embedding
has distortion at most ¢ if every tree that it outputs has distortion at most ¢
relative to the distances between the nodes that have already arrived.

The update cost of the algorithm is the average number of edges in the tree
that have to be changed when a node arrives. Let .A(€) be an online ultrametric
embedding, and suppose that it is run on a semimetric (V,d) € 3PC(¢) where
the order in which the nodes arrive is given by m. Let T; = (V;, E;) be the tree
given by the A after the ith node arrives. Then cost(A(e), V,d,m) = le‘gl |E; \
E;_1]/|V|. We define the overall update cost of A(e) to be its worst case cost
over semimetrics satisfying the e-three point condition and ordering of the nodes
of the semimetric, i.e. SUP(v, 4ye3pC(e),m:[n]—v COSE(A, v, d, T).

Now we can state our main result in the online framework. All logs are base
2 unless otherwise noted.

the contraction of the embedding is max

Theorem 1. For any € > 0 there is an online ultrametric embedding algorithm
for 3PC(e) which has distortion at most (1 + ¢)°8™1+% and update cost at most
n'/3, where n is the number of points in the semimetric.

The dynamic setting is similar to the online setting, except that nodes can also
leave after they arrive. The cost is defined similarly, as the average number of
edges changed by an operation, where now an operation can be either an arrival
or a departure. We modify our online algorithm to handle departures, giving a
similar theorem.

Theorem 2. For any e > 0 there is a dynamic ultrametric embedding for 3PC(¢)
which has distortion at most (1 4 €)['°8™1+5 (where n is the number of nodes
currently in the system) and update cost at most O(n},{ér) (where Nypaq is the

maximum number of nodes that are ever in the system at one time).

Note that this notion of update cost is essentially the communication complexity
of the natural distributed implementation. In particular, suppose that every
node in a network has a copy of the tree (and thus the embedding). When a
new node arrives, it obtains a copy of the tree from some neighbor, and then
runs an algorithm to determine what the new embedding should be. The update
cost is just the expected size of the update message which must be sent across
the network to inform all nodes of the new embedding, so the communication
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complexity of the algorithm is at most O(tnpqz) times the update cost where ¢
is the number of operations (since for each operation we have to send an update
to every node in the system). We describe this application in more detail in the
full version, but the main result is the following upper bound.

Theorem 3. There is a distributed dynamic ultrametric embedding algorithm
for 3PC(e) that allows every node to estimate the distance between any two nodes
up to a distortion of (1 + €)l1°8™1+5 while only using space O(n) at each node

and communication complexity O(tnf,{[:)m) in the dynamic arrival model.

1.2 Related Work

Our work is heavily influenced by the work of Abraham et al. ﬂ], who gave an
embedding of metrics satisfying the related e-four point condition into tree met-
rics. While our techniques are not the same (since we focus on ultrametrics), the
motivation (network latency prediction) is, and part of the original motivation for
this work was an attempt to make a distributed version of the algorithm of ﬂ]

This work also fits into the “local vs. global” framework developed by E] and
continued in ﬂa] These papers consider embeddings from one space into a class
of spaces where it is assumed that all subsets of the original metric of size at
most some k embed well into the target class. It is easy to see that a semimetric
satisfies the e-three point condition if and only if every subset of size 3 embeds
into an ultrametric with distortion at most (1 + €). They essentially solve the
offline problem for ultrametrics by showing that if every subset of size k embeds
into an ultrametric with distortion at most 1 + ¢ then the entire space embeds
into an ultrametric with distortion at most (1 + ¢)?(°8x ™) The case of k = 3
is special, though, since it is the smallest value for which it is true that if every
subset of size k embeds isometrically into an ultrametric then the entire space
can be embedded isometrically into an ultrametric. Thus it is the most important
case, and we tailor our algorithms to it.

We also note that the definitions of the e-three point condition given by Abra-
ham et al. @] and our definition of the e-four point condition are closely related
to the notion of d-hyperbolicity defined by Gromov in his seminal paper on
hyperbolic groups ﬂE] In particular, his notion of hyperbolicity is an additive
version of our notions. While we do not use any of the results or techniques of
ﬂ§] directly, the methods and results are somewhat similar.

Finally, while there has been extensive work in the theoretical computer sci-
ence community on metric embeddings, none of it has been concerned with
models of computation other than the standard offline case. This seems to be a
glaring omission, and this work is the first to provide positive results. We hope
that it will be the first in a line of work examining metric embeddings in other
models, especially online, dynamic, and streaming computation.

2  Online Embedding

We begin with the following lemma, which is an easy corollary of E, Theorem
4.2]. We will use it throughout to bound the contraction of our embeddings.
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Lemma 1. Let (V,d) be a semimetric in 3PC(¢). Then for any spanning tree T
on' V and nodes u,v €V, d(u,v) < (14 e)l°enldy (u, v)

This immediately implies that the minimum spanning tree is a good embedding:

Theorem 4. Let T' be a minimum spanning tree of the semimetric (V,d) €
3PC(e). Then dr(u,v) < d(u,v) < (1 + e)l°8"ldp(u,v) for all u,v € V

Proof. We know from Lemma [0 that d(u,v) < (1 4 €)/°8"ldp(u,v), so it just
remains to prove that dp(u,v) < d(u,v). Let e be the maximum length edge on
the path between u and v in T', and let ¢ be its length. If ¢ > d(u,v), then the
spanning tree obtained by adding the edge {u,v} and removing e is smaller than
T, which is a contradiction since T' is a minimum spanning tree. Thus ¢ < d(u,v),
and so by definition dr(u,v) < d(u,v). O

It is actually easy to see that this is basically the same embedding used by E],
and furthermore that by replacing the metric distance with the Gromov product
(as defined in [§]) and min/max with max/min we recover the embedding of
hyperbolic spaces given in é]

While the MST is a good embedding from the standpoint of distortion, com-
puting and maintaining it requires possibly changing many edges on every up-
date. For example, consider the metric on {z1, ..., x,} that has d(x;,z;) = 1—1id
for i > j, where § is extremely small. If the nodes show up in the network in
the order z1, 2o, ..., z,, then after x; enters the system the MST is just the star
rooted at x;. So to maintain the MST we have to get rid of every edge from the
old star and add every edge in the new one, thus requiring 2(n) average edge
changes per update.

One thing to note about this example is that it is not necessary to maintain
the MST. Instead of relocating the center of the star to the new node every time,
if that new node just adds one edge to the first node then the induced ultrametric
only expands distances by a small amount. This suggests that maybe it is enough
to just add the smallest edge incident on v when v arrives. Unfortunately this
is not sufficient, as it is easy to construct semimetrics in 3PC(e) for which this
algorithm has distortion (1 +e)9("). So maintaining the MST has good distortion
but large update cost, while just adding the smallest edge has small update cost
but large distortion. Can these be balanced out, giving small distortion and small
update cost? In this section we show that, to a certain extent, they can.

We define the k-threshold algorithm as follows. We maintain a spanning tree
T of the vertices currently in the system. When a node u enters the system,
examine the edges from u to every other node in increasing order of distance.
When examining {u,v} we test whether dr(u,v) > (1 + €)*d(u,v), and if so we
add {u,v} to T and remove the largest edge on the cycle that it induces. If not,
then do not add {u,v} to T. A formal definition of this algorithm is given in
Algorithm [

This algorithm has the useful property that the embedded distance between
two nodes never increases. More formally, consider a single step of the algorithm,
in which it considers the edge {u, v} and either adds it or does not. Let T be the
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Input: Weighted tree T'= (V, E,w : E — R>g), new vertex u, distances
d:uxV —Rxg
Output: Weighted tree 7" = (V U {u}, E', w’)
Sort V' so that d(u,v1) < d(u,v2) < ... < d(u,vn);
Let V! =V U{u}, let E' = EU {{u,v1}}, and set w({u,v1}) = d(u,v1);
for i =2 ton do
Let e be the edge of maximum weight on the path between u and v; in
T = (V/7E/);
if w(e) > (1 + €)*d(u,v;) then
E' — E'"\{e} U{{u,vi} };
w({u, vi}) = d(u,vi);
end
end
return 7' = (V', E', w)

Algorithm 1. k-threshold algorithm

tree before and T’ the tree after this decision (note that both T and 7" share
the same node set V).

Lemma 2. dp/(x,y) < dp(z,y) for all nodes x,y € V

Proof. If the algorithm does not add {u, v} then T'=T", so dr(x,y) = dr/ (z, y).
If it adds {u,v} then it removes the largest edge on the path in T between u
and v, say {w, z} (without loss of generality we assume that the path from u to
v in T goes through w before z). Clearly d(w,z) > (1 + €)¥d(u,v) or else the
algorithm would not have added {u,v}. If the path in T between x and y does
not go through {w, z} then it is the same as the path between x and y in T, so
dr(xz,y) = dr(z,y). If the path does go through {w, z} then the path from wu
to w is unchanged, every edge on the path in 7" from w to z has length at most
d(w, z), and the path from z to v is unchanged. Thus dp/ (z,y) < dp(z,y). O

Given this lemma, the following theorem is immediate.

Theorem 5. After adding n nodes, the k-threshold algorithm results in an em-
bedding into an ultrametric with distortion at most (1 4 €)*+ogn]

Proof. We know from Lemma [I] that the contraction is at most (1 4 €)logn
so we just need to show that the expansion is at most (1 + ¢)*. Let v and v be
any two vertices, and without loss of generality let u enter the system after v.
Then when u enters the system it chooses to either add the edge to v or not,
but in either case immediately after that decision the expansion of {u,v} is at
most (1 + €)*. Lemma [ implies that this distance never increases, and thus the
expansion is always at most (1 + €)". O

The hope is that by paying the extra (1 4 €)* in distortion we get to decrease
the number of edges added. Our main theorems are that this works for small &,
specifically for k equal to 2 and 4.
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Theorem 6. The 2-threshold algorithm has update cost at most n'/?
Theorem 7. The 4-threshold algorithm has update cost at most n'/3

We believe that this pattern continues for larger k, so that the k-threshold al-
gorithm would have update cost n?/(*+2) Unfortunately our techniques do not
seem strong enough to show this, since they depend on carefully considering the
local structure of the embedding around any newly inserted node, where the
definition of “local” increases with k. This type of analysis becomes infeasible
for larger k, so a more general proof technique is required. However, the cases of
small k£ are actually the most interesting, in that they provide the most “bang-
for-the-buck”: if our conjecture is true, then when k gets larger the same increase
in distortion provides a much smaller decrease in update cost.

The following lemma about the operation of the k threshold algorithm will
be very useful, as it gives us a necessary condition for an edge to be added that
depends not just on the current tree but on all of the edges that have been
inserted by the algorithm.

Lemma 3. Suppose that w arrives at time t, and let v be any other node that
is already in the system. Suppose there exists a sequence u = ug, Uy, ..., U =V
of nodes with the following three properties:

1. The edge {u,uy} is considered by the k-threshold algorithm before {u,v}

2. d(ui,uip1) < (1+e)*d(u,v)

3. If {uj,uip1} has never been inserted by the algorithm, then d(w;,u;y1) <
d(u,v)

Then the k-threshold algorithm will not add the edge {u,v}

Proof. For any two nodes x and y, let * ~ y denote the path between them
in the algorithm’s tree just before it considers {u,v}. We know from the first
property that d(u,u1) < d(u,v), and so when {u, v} is considered the maximum
edge on u ~ uy is at most (1 + €)*d(u,u1) < (1 + €)*d(u,v). Fix i, and suppose
that {u;, u;+1} was already inserted by the algorithm. Then when it was inserted
the maximum edge on the path between w; and ;41 was just that edge, which
had length d(u;, u;41). So by Lemma [l the maximum edge of u; ~ w41 is at
most d(u;,u;+1), which by the second property is at most (1 + €)*d(u,v). On
the other hand, suppose that {u;, u; 1} was not inserted by the algorithm. Then
when it was considered the path between u; and u;41 had maximum edge at most
(1+¢)*d(u;,ui11), and so by Lemma[2 and the third property we know that the
maximum edge of u; ~ u;1; is at most (1 + €)*d(us, uir1) < (1 + €)*d(u,v).

So for all ¢ € {0, ...,k — 1}, the path u; ~ u;;+1 has maximum edge at most
(14 €)*¥d(u,v). Since u ~ v is a subset of u ~ uj ~ ... ~ ug, this implies that
u ~ v has maximum edge at most (1 + €)¥d(u,v), so the k-threshold algorithm
will not add the edge {u,v}. |
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2.1 2-Threshold

We now prove Theorem[6l Let G be the “all-graph” consisting of every edge ever
inserted into the tree by the 2-threshold algorithm before the ¢th node arrives.
In order to prove Theorem [f] we will use the following lemma, which states that
nodes which are close to each other in G; have smaller expansion than one would
expect.

Lemma 4. Let u and v be any two nodes. If there is some to such that there is
a path of length 2 between w and v in Gy, then for all t > ty the expansion of
{u,v} in the induced ultrametric is at most (1 + ¢)

Proof. Let u —w — v be a path of length two in G;. We want to show that
max{d(u,w), d(w,v)} < (1+€)d(u,v), since this along with Lemma 2] will imply
that the the largest edge on the path between u and v in Gy has length at most
(1+e€)d(u,v). If d(u,v) > d(u,w), then d(w,v) < (14 €) max{d(u,w), d(u,v)} =
(1+ €)d(u,v), which would prove the lemma. Similarly, if d(u,v) > d(w,v) then
d(u,w) < (14+¢€) max{d(w,v),d(u,v)} = (1+€)d(u,v), again proving the lemma.
So without loss of generality we assume that d(u,w) > d(u,v) and d(w,v) >
d(u,v). Together with the e-three point condition this implies that d(u,w) <
(1 + ¢)d(w,v) and d(w,v) < (14 €)d(u,w). We will now derive a contradiction
from these assumptions, which proves the lemma since it implies that either
d(u,v) > d(u, w) or d(u,v) > d(w,v).

Suppose that w is the last node of the three to enter the system. Then the
sequence u, v, w satisfies the properties of Lemma[3] so the algorithm would not
add {u,w}, giving a contradiction since we assumed that {u,w} was in Gy. If v
is the last of the three to arrive, then v, u,w satisfies the properties of Lemma
Bl so {v,w} would not have been added, giving a contradiction. If w is the last
node of the three to be added, then we can assume by symmetry that {u,w}
was considered by the algorithm before {w, v}, in which case w, u, v satisfies the
properties of Lemma [ so {w, v} would not have been added. Thus no matter
which of the three arrives last we get a contradiction, proving the lemma. O

We will also need to relate the girth of a graph to its sparsity, for which we will
use the following simple result that can be easily derived from M, Theorem 3.7]
and was stated in [2] and [L1]. Recall that the girth of a graph is the length of
the smallest cycle.

Lemma 5. If a graph G has girth at least 2k + 1, then the number of edges in
1
G is at most n'T%

Now we can use a simple girth argument to prove Theorem

Proof of Theorem[@. Suppose that G,,41 (which is the final graph of all edges
ever inserted by the algorithm) has a cycle of length h < 4 consisting of the
nodes x1,xo,...,xs, where x1 is the last of the h nodes on the cycle to have
entered the system. Without loss of generality, assume that {21, x2} is considered
by the algorithm before {z1,2}. Let e be the largest edge on the cycle other
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than {z1,2p} and {z1,22}. In the case of h = 4, Lemma Ml implies that e <
(1 + €)"=3d(xq, ), and if h = 3 then this is true by definition since then e =
{2, xp}. But now we know from the e-three point condition that this is at most
(1 + )P 2max{d(x1,22),d(z1,21)} = (1 + )" 2d(x1,21) < (1 + €)%d(z1,21).
Thus every edge on the cycle is at most (1 + €)?d(x1,3), so applying Lemma [
to x1, 2, ...,z implies that {z1, x5} would not be added by the algorithm, and
therefore would not be in G,,11. Thus G,,41 has girth at least 5, so by Lemma [F]
we have that the number of edges added by the algorithm is at most n®/2, and
thus the 2-threshold algorithm has update cost at most n'/2. a

2.2 4-Threshold

In order to prove Theorem [l we will prove a generalization of Lemma [4] for the
4-threshold algorithm. The proof follows the same outline as the proof of Lemma
[ first we show a series of sufficient conditions, and the assuming them all to be
false we derive a contradiction with the operation of the algorithm. In one case
this technique is insufficient, and instead we have to assume that not only are
the sufficient conditions false, but so is the lemma, and then this is sufficient to
derive a contradiction.

Lemma 6. Let u and v be any two nodes, and let h < 4. Then if there is some
to such that there is a path of length h between u and v in Gy, then for allt > tg
the expansion of {u,v} in the induced ultrametric is at most (1 + €)1

Proof. The case of h = 1 is obvious, since a path of length 1 is just an edge and
Lemma 2] implies that the embedded distance from then on does not increase.
The case of h = 2 is basically the same as Lemma @] just with & = 4 instead of
k = 2. Since the proof is basically the same, we defer it to the full version.

For the case of h = 3, consider a path u —z — y — v in G;. As before, we want
to show that max{d(u,z),d(z,y),d(y,v)} < (1 + €)?d(u,v), since along with
Lemma [2] this will prove the lemma. Due to symmetry, we can assume without
loss of generality that d(u,x) > d(v,y). So there are two cases, corresponding
to whether the maximum edge on the path is {u, 2z} or whether it is {z,y}. In
either case the theorem is trivially true if the maximum edge is at most d(u,v),
so without loss of generality we will assume that it is greater that d(u,v).

Suppose that {u,z} is the maximum edge on the path. Then we know from
the h = 2 case that d(u,z) < (1 + €)d(u,y) < (1 + €)? max{d(u,v),d(v,y)}. If
d(u,v) > d(v,y) then this proves the lemma, so without loss of generality we can
assume that d(u,v) < d(v,y), which implies that d(u,z) < (1 + €)?d(v,y). Now
by using Lemma [B] we can derive a contradiction by finding an edge in Gy that
the algorithm would not have added. If u is the last node of u,x,y,v to enter
the system, then the sequence u,v,y,z satisfies the properties of Lemma [3] so
the edge {u,z} would not have been added. If x is the last of the four to enter
then we can apply Lemma Bl to the sequence z,y, v, u, so again the edge {u,z}
would not have been added. If v is the last of the four to enter then we can
apply Lemma[3lto the sequence v, u, z, y, so the edge {v, y} would not have been
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added. Finally, if y is the last of the four to arrive then if {z,y} is considered
before {y,v} then applying Lemma [ to the sequence y,x, u,v contradicts the
addition of the edge {y, v}, and if {y, v} is considered before {z, y} then applying
Lemma B to the sequence y, v, u, z contradicts the addition of the edge {z,y}.
Thus no matter which of the four nodes enters last we can find an edge in G
that the algorithm would not have added.

The second case is that {z, y} is the largest of the three edges. In this case we
want to prove that d(z,y) < (1 + €)?d(u,v). We know from the h = 2 case that
d(z,y) < (1+e)d(u,y) < (14¢€)?max{d(u,v),d(y,v)}, which implies that we are
finished if d(u,v) > d(y, v), and thus without loss of generality d(y,v) > d(u,v)
and d(x,y) < (1 + €)%d(y,v). Similarly, we know that d(z,y) < (1 + €)d(v,z) <
(1 + €)? max{d(u,v),d(u,z)}, so without loss of generality d(u,z) > d(u,v) and
d(z,y) < (1 + ¢€)2d(u,x). So all three of the edges are larger than d(u,v), and
they are all within a (1 4 €)? factor of each other. Thus no matter which of the
four nodes enters last there is a sequence to which we can apply Lemma [3] in
order to find an edge in Gy which the algorithm wouldn’t add. If the last node
is u then the sequence is u,v,y,z and the edge is {u,x}, if the last node is x
then the sequence is z,u,v,y and the edge is {z,y}, if the last node is y then
the sequence is y,v,u,z and the edge is {z,y}, and if the last node is v then
the sequence is v, u, x,y and the edge is {v,y}. Thus we have a contradiction in
every case, which proves the lemma for h = 3.

For the h = 4 case, consider a path u — z — z — y — v of length 4 in G,.
We want to show that max{d(u, ), d(z, 2),d(z,y),d(y, w)} < (1+¢€)3d(u,v). By
symmetry there are only two cases: either d(u,x) is the maximum or d(z, z) is
the maximum. Let e be the length of this maximum edge. The lemma is clearly
true if e < d(u,v), so in both cases we can assume that the maximum edge is at
least d(u,v). We also know from the h = 3 case that e < (1 + €)?d(u,y) < (1 +
€)3 max{d(u,v),d(y,v)}, so if d(u,v) > d(y,v) then the lemma is true. So without
loss of generality we can assume that d(y,v) > d(u,v) and e < (1 + €)3d(y, v).

We start with the case when the maximum edge is {z,z}, i.e. e = d(z,2).
Then from the h = 3 case we know that d(z,2) < (1 + €)%d(x,v) < (1 +
€)® max{d(u,z),d(u,v)}. If d(u,v) > d(u,z) we are finished, so without loss of
generality we can assume that d(u,z) > d(u,v) and d(z, z) < (1+€)3d(u, z). Now
no matter which of the five vertices enters last, we can derive a contradiction
using Lemma [Bl This is because all of d(u,x),d(x,z),d(v,y) are greater than
d(u,v) (which is the only edge in the cycle not in G;) and are all within a
(1+¢)? factor of each other. d(z,y) is not necessarily larger than d(u,v) or close
to the other edges, but it’s enough that it is smaller than d(z, z) since that means
that it is not too large and if it is very small then we will not have to use it
to derive a contradiction. So if u enters last then the {u,xz} edge would not be
added, if z or z enters last then the {z, z} edge wouldn’t be added, if v enters last
then the {y, v} edge would not be added, and if y enters last whichever of {z, y}
and {y, v} is considered second would not be added. These are all contradictions,
which finishes the case of e = d(z, 2).
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The final case, when the maximum edge is {u, 2}, is slightly more complicated
because now it is not obvious that z has to be incident to a large edge, which
we need in order to derive the type of contradictions that we have been using.
If d(z,y) < d(v,y), though, then this isn’t a problem and we can easily derive
the same kind of contradictions using Lemma [} if u or x enters the system last
among u, x,y,v (note the exclusion of z) then the {u,z} edge will not be added,
and if v or y enters the system last of the four then then {v,y} edge will not be
added. This is because both d(x,y) and d(u,v) are at most d(v,y), which is at
most d(u, ), and e = d(u,x) < (1 + €)3d(v,y).

So without loss of generality we assume that d(z,y) > d(v,y). We still get
an immediate contradiction if the last of the five nodes to enter is not z since
we still have that d(u,v) < d(v,y) < d(u,z) and d(y,v) < (1 + €)3d(u,z) and
d(x, 2),d(y, z) < d(u,x). This implies that if it is u or x which arrives last then
we can apply Lemma Bl to the sequence u,v,y, z,z (or its reverse) to get that
{u,z} will not be added. If it is v then the sequence v,u,x,z,y implies that
{v,y} will not be added, and if it y then the same around-the-cycle sequence
construction implies that whichever of {y,z} and {y,v} is larger will not be
added.

Thus the only difficult case is when z is the last of the five to arrive. Note
that we are trying to prove that d(u,z) < (1+¢€)3d(u,v), so we will assume that
d(u,z) > (1 + €)*d(u,v) and derive a contradiction. If d(v,y) < d(u,z)/(1 + €)?
then the e-three point condition and the fact that d(v,y) > d(u,v) imply that
d(u,y) < d(u,x)/(1+ ¢€). Now the e-three point condition implies that d(z,y) >
d(u, x)/(1+4¢€), which in turn implies that max{d(x, 2),d(z,y)} > d(u,z)/(1+¢€)?.
But now we have our contradiction, since this means that whichever of the two
edges incident on z is considered second is at most (1 + €)? times smaller than
d(u, ) and thus is also larger than d(u,v), and so will not be added.

So finally we are left with the case that d(v,y) > d(u,x)/(1+ ¢)?. Recall that
d(z,y) > d(v,y), so d(x,y) > d(u,z)/(1 + €)? and thus max{d(z, 2),d(z,y)} >
d(u,z)/(1 4+ €)® > d(u,v). So we again have the contradiction that whichever
of the two edges incident on z is considered second will not be added by the
algorithm. a

With this lemma in hand we can now prove Theorem [Tt

Proof of Theorem[7. Suppose that G,41 has a cycle of length h < 6 consisting of
the nodes x1,xs, ..., xp, where x; is the last of the h nodes on the cycle to have
entered the system. Without loss of generality, assume that {21, x2} is considered
by the algorithm before {z1,2}. Let e be the largest edge on the cycle other
than {x1,z,} and {z;,z2}. Lemma [ implies that e < (1 + €)" 3d(z2,2;,) <
(1 + e)r2max{d(x1,z2),d(z1,21)} = (1 + )" 2d(x1,21) < (1 + €)*d(w1,z1).
Thus every edge on the cycle is at most (1 + €)*d(x1,x,), so applying Lemma B
to @1, 2, ...,z implies that {z1, x5} would not be added by the algorithm, and
therefore would not be in G, 41. Thus G,11 has girth at least 7, so by Lemma [
we have that the number of edges added by the algorithm is at most n*/3, and
thus the 4-threshold algorithm has cost at most n'/3. O
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A natural question is whether our analysis of the girth is tight. We show in the
full version that it is: for any k (and thus in particular for k = 2 and k = 4)
and any € > 0, there is a semimetric in 3PC(¢) and an ordering of the points
such that the graph of all edges inserted by the k-threshold algorithm results
in a cycle of length k + 3. Obviously we would like to also show that not only
is the girth analysis tight, but so is the update cost analysis that we use it for.
Unfortunately we are not able to do this, but for good reason. We conjecture
that the graph of edges inserted by the k-threshold algorithm has girth at least
k 4 3 for all even integer k, and if this is true then proving the matching lower
bound would solve the celebrated Erdos girth conjecture.

3 Dynamic Embedding

The algorithms in the previous section work in the online setting, when nodes
enter the system one at a time and then never leave. While slightly more re-
alistic than the standard offline setting, this still does not model real networks
particularly well since it does not handle the removal of nodes, which happens
all the time in reality. What we would really like is a dynamic embedding that
can handle both insertions and removals with the same kind of guarantees that
we obtained in Theorems [(] and [l Fortunately it turns out that insertions are
the difficult case, and removals are easy to handle by just allowing Steiner nodes
in the embedding.

Our removal algorithm is as follows. We say that a node in the embedding
is active if it is currently in the system and inactive if it is not. Nodes can
change from being active to being inactive, but not from being inactive to active.
Suppose that u leaves the system. Let a be the number of active nodes after u
leaves, and let b be the number of inactive nodes. If a < «a(a + b) (for some
parameter 0 < a < 1 to be specified later) then remove all inactive nodes and
let T be a minimum spanning tree on the active nodes. We call this a cleanup
step. Otherwise do nothing, in which case u stays in the current tree as an
inactive (i.e. Steiner) node. When a new node u enters the system we use the k-
threshold algorithm to insert it, i.e. we consider the distances from u to the other
active nodes in non-decreasing order and perform an edge swap if the current
expansion is greater than (1 + ¢)*. We call this the k-dynamic algorithm.

It is easy to see that Lemma [ basically hold in this setting; it just needs to be
changed to only hold for paths for which both of the endpoints are active. The
proof of the lemma still goes through since for a path v —x — v in which v and v
are active, when the path was created = had to be active as well (since when an
edge is formed its endpoints are active, so no matter which of the three nodes
arrives last « must be active). Thus Theorem [ still holds since when a cycle is
formed in the G; by the addition of a node u, clearly the two nodes adjacent to
u in the cycle must be active so the modified version of Lemma [ applies.

It is slightly more complicated to see that Lemma [G still holds with the same
change, that its guarantee only applies to paths where the endpoints are both
active. The arguments have to be made much more carefully because we can
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only use smaller cases (e.g. depending on the h = 3 case when proving the h = 4
case) when we are guaranteed that both endpoints of the subpath that we are
applying it to are active. We also cannot assume that any distance involving an
inactive node is expanded by only (1 + €)*, so property 3 of Lemma [ has to
be changed so that if {u;,u;+1} has never been inserted by the algorithm then
d(ui,uiq1) < d(u,v) and u; and w41 are both active. Due to the similarity with
the proof of Lemma [ we defer the proof to the full version.

We now show that this algorithm has small distortion in terms of the number
of nodes actually in the system. Setting o = % gives a reasonable tradeoff, so
that is what we will do. Due to space constraints we defer the proofs of theorems
in this section to the full version, but we note that combining Theorems [§ and
[ for k = 4 gives us Theorem [2

Theorem 8. Suppose that at time t there are n nodes in the system and T is
the tree that the k-dynamic algorithm is currently maintaining. Then for all x,y

in the system, mj)(niog)nm < dr(z,y) < (1+e)Fdr(z,y)

Define the cost of an operation to be the number of edge insertions that it
requires, so the cost of an insertion is the same as in the online case and the cost
of a removal is 0 if it does not result in a cleanup and the a — 1 if it does (recall
that a is the number of active nodes).

Theorem 9. The amortized cost of an operation in the k-dynamic algorithm

(for k = 2 or 4) is at most O(n%a’§+2)), where Nypqq s the largest number of
nodes that are ever in the system at one time.

4 Conclusion and Open Questions

We have shown that when a semimetric satisfies an e-three point condition (or
equivalently has the property that every subset of size three embeds into an
ultrametric with distortion at most 1+ ¢€) it is possible to embed it online into a
single ultrametric in a way that has both small distortion and small “structural
change”. We measure structural change by the number of edges that have to be
added to the tree representing the ultrametric, which in a distributed setting
is a natural goal since it results in small update messages when the network
changes. Furthermore, a trivial example shows that the best offline embedding
might require very large structural change, while we get a polynomial reduction
in the structural change by losing only a constant factor in the distortion.

The obvious open question is whether the k-threshold algorithm is good for
all values of k. In particular, if the analog of Lemma [ holds for all & then the
O(log n) threshold algorithm would have update cost at most O(1) and distortion
only (14¢)?U°e™) We believe that this is true, but our techniques do not extend
past k = 4. In particular, the proof of Lemma [G] proceeds via case analysis, and
when k gets large there are just too many cases. Nevertheless, we conjecture
that for even k the graph of all edges ever inserted by the k-threshold algorithm
has girth at least k£ + 3, and thus has update cost at most nF,
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Abstract. Adding Byzantine tolerance to large scale distributed sys-
tems is considered non-practical. The time, message and space require-
ments are very high. Recently, researches have investigated the broadcast
problem in the presence of a f;-local Byzantine adversary. The local ad-
versary cannot control more than f; neighbors of any given node. This
paper proves sufficient conditions as to when the synchronous Byzantine
consensus problem can be solved in the presence of a f-local adversary.

Moreover, we show that for a family of graphs, the Byzantine consen-
sus problem can be solved using a relatively small number of messages,
and with time complexity proportional to the diameter of the network.
Specifically, for a family of bounded-degree graphs with logarithmic di-
ameter, O(logn) time and O(nlogn) messages. Furthermore, our pro-
posed solution requires constant memory space at each node.

1 Introduction

Fault tolerance of a distributed system is highly desirable, and has been the
subject of intensive research. Byzantine faults have been used to model the most
general and severe failures. Classic Byzantine-tolerant research has concentrated
on an “all mighty” adversary, which can choose up to f “pawns” from the n
available nodes (usually, f < %). These Byzantine nodes have unlimited compu-
tational power and can behave arbitrarily, even colluding to “bring the system
down”. Much has been published relating to this model (for example, [T1], [12],
[2]), and many lower bounds have been proven.

One of the major drawbacks to the classic Byzantine adversarial model is its
heavy performance cost. The running time required to reach agreement is linear
in f (which usually means it is also linear in n), and the message complexity is
typically at least O(n?) (when f = O(n), see [7]). This drawback stems from the
“global” nature of the classic Byzantine consensus problem - i.e., the Byzantine
adversary has no restrictions on the spread of faulty nodes. Thus, the communi-
cation graph must have high connectivity (see [6] for exact bounds) - which leads
to a high message load. Moreover, the global nature of the adversary requires
every node to agree with every other node, leading to linear termination time
and to a high out degree for each node (at least 2f + 1 outgoing connections,
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see [6]). Such algorithms cannot scale; thus - as computer networks grow - it
becomes infeasible to address global Byzantine adversaries.

To overcome this limitation, some research has assumed computationally-
bounded adversaries, for example [5]. Alternatively, recent work has considered
a fy-local Byzantine adversary. The f-local adversary is restricted in the nodes it
can control. For every node p, the adversary can control at most f; neighboring
nodes of p. We call this stronger model “local” and the classic model “global”.
[10] has considered the Byzantine broadcast problem, which consists of all non-
Byzantine nodes accepting a message sent by a given node. [I3] classifies the
graphs in which the broadcast problem can be solved, in the presence of a f;-local
adversary. In the current work we consider the Byzantine consensus problem,
which consists of all non-Byzantine nodes agreeing on the same output value,
which must be in the range of the input values of the non-Byzantine nodes.
Sufficient conditions are given to classify graphs on which the problem can be
solved, in the presence of a fy-local adversary.

Solving the Byzantine consensus problem when facing a global adversary re-
quires O(n) memory space. When considering a local adversary, the memory
space requirements can be reduced. This raises the question of possible tradeoff
between fault tolerance and memory space requirement, which has been previ-
ously investigated in the area of self-stabilizing (see [3], [8], [9]). The current
work provides a new tradeoff: for a family of graphs, consensus can be solved
using constant memory space, provided that the Byzantine adversary is fy-local.

Contribution: This work solves the Byzantine consensus problem in the local
adversary model. For a large range of networks (a family of graphs with constant
degree and logarithmic diameter), Byzantine consensus is solved within O(logn)
rounds and with message complexity of O(n-logn), while requiring O(1) space at
each noddl]. These results improve exponentially upon the classic setting which
requires linear time, O(n?) messages, and (at least) linear space for reaching a
consensus. We also present two additional results which are of special interest
while using constant memory: first, we show a means of retaining identities in
a local area of the network (see [Section 4.)); second, we present a technique for
waiting logn rounds using O(1) memory space at each node (see [Section 4.2)).

2 Model and Problem Definition

Consider a synchronous distributed network of n nodes, {po,...,pn—1} = P,
represented by an undirected graph G = (E,V), where V = P and (p,p’) € E
if p,p’ are connected. Let I'(p) be the set of neighbors of p, including p. The
communication network is assumed to be synchronous, and communication is
done via message passing; each communication link is bi-directional.

Byzantine nodes have unlimited computational power and can communicate
among themselves. The Byzantine adversary may control some portion of the
nodes; however, the adversary is limited in that each node may not have more

! Formally, we show that each node uses space polynomial in its degree; for constant
degree it is O(1).
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than f; Byzantine neighbors, where f; is a system-wide constant. Formally, a
subset S C P is fi-local if for any node p € P it holds that |S\I'(p)| < fi. A
Byzantine adversary is said to be f-local if (in any run) the set of Byzantine
nodes is fy-local.

2.1 Problem Definition

The following is a formal definition of the Byzantine consensus problem, followed
by a memory-bounded variant of it.

Definition 1. The Byzantine consensus problem consists of the following:
FEach node p has an input value v, from an ordered set V; all nodes agree on
the same output V € V within a finite number of rounds (agreement), such that
vp <V < wg for some correct nodes p,q (validity).

The goal of the current work is to show that for f-local adversaries, efficient
deterministic solutions to the Byzantine consensus problem exist; efficient with
respect to running time, message complexity and space complexity. A node p’s
memory space depends solely on the local network topology - i.e. p’s degree or
the degree of p’s neighbors.

Denote by ¢-MAXDEG(p) the maximal degree of all nodes that are up to ¢
hops away from p. Notice that 0-MAaxDEG(p) = |I'(p)|.

Definition 2. The {-hop local Byzantine consensus problem is the Byzantine
consensus problem with the additional constraint that each correct node p can
use memory space that is polynomially bounded by £-MAXDEG(p).

Informally, the above definition states that a node cannot “know” about all the
nodes in the system, even though it can access all its local neighbors. That is,
consensus must be reached with “local knowledge” only.

Remark 1. [Definition 2| can be replaced by a requirement that the out degree
of each node as well as the memory space are constant. We choose the above
definition instead, as it generalizes the constant-space requirement.

3 Byzantine Consensus

In this section sufficient conditions for solving the Byzantine consensus problem
for a fi-local adversary are presented. First we discuss solving the Byzantine
consensus problem in a network that is fully connected. We later give some
definitions that allow us to specify sufficient conditions to ensure that Byzantine
consensus can be solved in networks that are not fully connected.

3.1 Fully Connected Byzantine Consensus

We now define ByzCoON, which solves the Byzantine consensus problem in a fully
connected network. Take any Byzantine agreementﬁ algorithm (for example, see

2 Byzantine agreement is sometimes called Byzantine broadcast. This problem consists
of a single leader broadcasting some value v using point-to-point channels.
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[14]), and denote it by BA. ByzCON executes n instance of BA, one for each
node p’s input value, thus agreeing on the input value v,. As a result, all correct
nodes have an agreed vector of n input values (notice that this vector may
contain “1” values when BA happens to return such a value for a Byzantine
node). The output value of ByzCoN is the median of the values of that vector,
where “17” is considered as the lowest value.

Claim. ByYzCON solves the Byzantine consensus problem in a fully-connected
network.

Definition 3. Given an algorithm A and a set of nodes S C P, VALID(A, S)
= true if the set S upholds the connectivity requirements of A. FAULTY (A, S)
denotes the maximal number of faulty nodes that A can “sustain” when executed
on S (for example, FAULTY(BA, S) = LM%J)

In a similar manner, TIME(A, S) is the maximal number of rounds it takes
A to terminate when exvecuted on S, and MSG(A, S) is the mazimal number of
messages sent during the execution of A on S.

Notice that for all S: VALID(BYzZCON, S)= VALID(BA, S), FAuLTY(BYZCON,
S)= FauLTY(BA, S), TIME(BYZCON, S) = TIME(BA4, S) Msc(ByzCon, S) =
|S| - MsG(BA, S). That is, ByzCON’s connectivity requirements, fault tolerance
ratio and running time, are the same as in the Byzantine agreement algorithm
of [14]; i.e., ByzCON requires a fully connected graph among the nodes partici-
pating in BYyzCoON and it supports up to a third of them being Byzantine.

3.2 Sparsely Connected Byzantine Consensus

Consider a given algorithm that solves the Byzantine consensus problem when
executed on a set of nodes S. ByzCoN, defined in the previous section, requires
S to be fully-connected. The following discussion assumes BYzZCON’s existence
and correctness.

The following definitions hold with respect to any f-local adversary.

Definition 4. Given a subset S C P, denote by f-Byz(S) the maximal number
of nodes from S that may be Byzantine for a f;-local adversary.

Definition 5. A non-empty subset S, § # S C P, is a f;-decision group if
VaLD (ByzCoN, S) = true and FAULTY(BYZCON, S) > f;-Byz(S5).

When considering ByzCON as constructed in [Section 3.1] the above definition
states that S must be fully connected, and |S| > 3 - f;. Since 0-local adversaries
are of no interest, the minimal size of S satisfies, |S| > 4.

Definition 6. A non-empty subset S’ C S of a fy-decision group is a fy-common
source if fi-Byz(S") + 1S — 5’| < Faurry(ByzCon, S).

Claim. If S C S is a common source and all correct nodes in S’ have the same
initial value, v, then the output value of BYZCON when executed on S, is v.
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Proof. Denote by W the set of correct nodes in S’ and by Y the set of all
nodes in S that are not in W; i.e., Y := S — W. Since S’ is a common source,
|Y| < FAuLTY(BYZCON, S). Assume by way of contradiction that all nodes in W
have the same initial value v, and the output of ByZCON (when executed on S)
is not v; denote this execution by R. If all the nodes in Y are Byzantine and they
simulate their part of R, then it holds that all correct nodes in S have the same
initial value v, the number of Byzantine nodes is less than FAULTY(BYzCON, S),
and yet the output is not v. In other words, the “validity” of ByzCON does not
hold. Therefore, if all nodes in W = S —Y are correct and have the same initial
value v, that must be the output value of BYzCoN when executed on S. O

Definition 7. Two subsets S1,S2 C P are fy-connected if S1, S2 are fi-decision
groups, and if S1 N Ss is a fi-common source for both S1 and Ss.

Definition 8. A list C = 51,55,...,5; is a f-value-chain between S; and S
if the subsets S;, S;y1 are fy-connected, for all 1 <i <1 —1. The length of the
value-chain C is 1 — 1.

Definition 9. Let G be a set of f;-decision groups, i.e., G C 2F. G is an f;-
entwined structure if for any two subsets g,g' € G there is a fy-value-chain
C=g1,92,...,q1 € G between g,q". The distance between g, g’ is the minimal
length among all fy-value-chains between g, g'.

Definition 10. The diameter D of an f;-entwined structure G is the mazximal
distance between any two fy-decision groups g,g9' € G.

Definition 11. An f;-entwined structure G is said to cover graph G if for any
node p in G there is a subset g € G such that p € g. Formally: Ugeg{g} =P.

Remark 2. All entwined structures in the rest of this paper are assumed to cover
their respective graphs. We will therefore sometimes say “an entwined structure
G” instead of “an entwined structure G that covers graph G”.

Some of the above definitions were parameterized by f;. When f; is clear from
the context, we will remove the prefix f;. (i.e., “decision group” instead of “f-
decision group”).

Definition 12. Let G be a graph. Denote by &(G) the mazimal value f; s.t.
there is a fp-entwined structure that covers G.

The following theorem states the first result of the paper.

Theorem 1. The Byzantine consensus problem can be solved on graph G for
any P(G)-local adversary.

Section 3.3| contains the algorithm LOCALBYZCON that given a f-entwined
structure G, solves the Byzantine consensus problem for any f-local adversary.
Section 3.4l proves the correctness of LOCALBYZCON, thus completing the proof
of [Mheorem 1l
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Algorithm LocALBYzZCON /* executed at node p */
/* BC; is an instance of ByzCoN */
Initialization:
1. set v, := p’s initial value;
2. set Output, = 0; /*G, ={g9€Glpeg}l */
3. for all g; € G, start executing BC; with initial value vp;

For Apaq - (2D + 1) rounds: /* Amaz = maz; { TIME(BYZCON, g;)} */

1. execute a single round of each BC; that p participates in;

2. for each BC; that terminated in the current round with value V:
set Output, := Output, | J{V};

3. for each BC; that terminated in the current round:
start executing BC; with initial value min{Outputp};

Return value:
return output as min{Outputy};

Fig. 1. Solving the Byzantine consensus problem for a f;-local adversary

3.3 Algorithm LocalByzCon

introduces the algorithm LOCALBYZCON that solves the Byzantine
consensus problem for f-local adversaries, given an f-entwined structure G. The
main idea behind LOCALBYZCON is to execute BYzZCoN locally in each decision
group. Each node takes the minimal agreement value among the decision groups
it participated in. The fact that any two decision groups in G have a value-chain
between them ensures that the minimal agreement value among the different
invocations of ByzCoN will propagate throughout G. Since G covers G, all nodes
will eventually receive the same minimal value.

Consider G to be a fi-entwined structure, and g1, g2, ..., gm € G to be all the
decision groups (of P) in G. For a node p, G, is the set of all decision groups
that p is a member of; that is, G, := {g € G|p € g}. Each node p participates in
repeated concurrent executions of ByzCON instances, where for each g; € G,
node p will execute a ByzCON instance, and once that instance terminates p will
execute another instance, etc. For each g; € G, denote by BC% the first execution
of BYzCoN by all nodes in g;; BC? denotes the second instance executed by all
nodes in g;, and so on.

According to[Definition 1lall nodes participating in ByzCON terminate within
some finite time A. Furthermore, each node can wait until A rounds elapse and
terminate, thus achieving simultaneous termination. Therefore, in LOCALBYZ-
ConN, all nodes that participate in BC! terminate it at the same round and start

executing BC{'H together at the following round.

3.4 Correctness Proof

For every g; € G denote by r;(1) the round at which the first consecutive in-
stance of ByzZCON executed on g; has terminated. Denote by (1) := max{r;(1)}.
Let Output;, denote the value of Output, at the end of round r. Notice that
Output, C Outputyt! for all correct p and all r. Denote Qutput” :=J{Output}},
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the union of all Qutput, (for correct p) at the end of some round r. Using this
notation, Output™) represents all the values in any Output,, (for correct p) af-
ter at least one instance of BYZCON has terminated for each g € G. Consider
some instance of BYZCON that terminates after round 7(1): it must be (at least)
a second execution of that instance, thus all correct nodes that participated
in it had their input values chosen from Output™™. Thus, due to wvalidity, the
output value is in the range of [min{Output™ ™}, max{Output"™M}]. Hence, we
conclude that min{Output™} > min{Output" M} for any r > r(1). Denote by
Vmin = min{Output”M}; clearly no correct node p will hold a lower value (in
Outputy) for any r > r(1).

Lemma 1. If a correct node p has min{Output;} = Upmin then it will never have
a lower value in Output, for any round v’ > r.

Lemma 2. At round r(1), there exists g; € G such that for every correct node
p € g; it holds that min{Output,} = Vmin.

Proof. By definition, vy, € Output;(l). Thus, vyin was the output of some BC;
instance (on decision group g¢;) at some round r < r(1). Consider the nodes in
gi, they have all added v, to their Output,. Thus, vy, € Output;(l) and by
definition it is the lowest value in Output, at round r(1). Thus, at round (1),

all correct nodes in g; have min{OQutput,} = vVyn. O

Lemma 3. If LOCALBYZCON has been executed for at least Apar - (2D + 1)
rounds, then all correct nodes have min{Outputy,} = Vpmin -

Proof. Divide the execution of LOCALBYZCON into “stages” of A, rounds
each. Clearly there are at least 2D + 1 stages, and in each stage each BC; is
started at least once. From the above lemma, for some decision group g;, all
correct nodes p € g; have min{OQutput,} = v,y at the end of the first stage.

Let ¢’ be some decision group, and let g; = g1, 92, ..., g = g’ be a value-chain
between g; and ¢’; there exists such a value-chain because G is an entwined
structure, and its length is < D.

Consider the second stage. Since g1, g2 are connected, and since all nodes in
g1 have the same initial value (v, ) during the entire stage 2, then in g1 N gs all
nodes have v,,;, as their initial value during stage 2. Since g; N g2 is a common
source of go, it holds that instance BCo that is started in stage 2 is executed with
all nodes in g1 N g2 having initial value v,,,. Thus, when BCs terminates (no
later than the end of stage 3), it terminates with the value vy, thus all nodes
in go also have vy, € Output,. By [Lemma 1l all nodes in go choose vy as
their initial value for any instance of ByzCoON started during stage 4 and above.
Repeating this line of proof leads to the conclusion that after an additional 2D
stages all correct nodes in ¢’ have vy, € Output,,.

Since any decision group ¢’ has a value-chain of no more than D length to
gi, we have that after 2D 4 1 stages, all correct nodes in all decision groups
have vp,in € Output,. Since G covers G, each correct node is a member of some
decision group, thus all correct nodes in G' have vy, € Output,. Since vVp,y, is
the lowest possible value, min{Output,} = vy, for all p € P. O
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Remark 3. Consider the value-chain g1, go, ..., g; in the proof above. The proof
bounds the time (in rounds) it takes vy, to “propagate” from g; to g;. The given
bound (2 -1 - Aee) s not tight. In fact, instead of assuming 2 - A, 4, rounds
for each “hop along the chain”, one can accumulate 2 - TIME(BYzCON, ¢;) when
moving from g;_1 to g;. Thus, define TIMEg;s:(g,g") to be the shortest such sum
on any value-chain between g, ¢’, and D,,, as the maximal TIMEg;st(g, g') on
any ¢,g’ € G; and we can conclude that it is enough to run LocALBYZCON for
D, rounds. Notice that this analysis it tight up to a factor of 2.

Lemma 4. Given an fy-entwined structure G that covers G, LOCALBYZCON
solves the Byzantine consensus problem, for a fp-local adversary.

Proof. From the above lemmas, after A, - (2D + 1) rounds, all correct nodes
terminate with the same value, v,,;,. Notice that v,,:, is the output of some
ByzCoN instance. Thus, there are two correct nodes p, ¢ such that v, < vpip <
vq. Therefore, both “agreement” and “validity” hold. a

3.5 Complexity Analysis

The time complexity of LOCALBYZCON is (2D + 1) - A42. In other words, let
Gmaz be the largest decision group in G, that is gmas 1= argmazg,eg{|g:|}; using
this terminology we have that, TIME(LOCALBYZCON,P) = (2D 4+ 1) - O(gmaz )-

Similarly, the message complexity of LOCALBYZCON per round is the sum
of all messages of all ByzCoN instances each round, which is bounded by
>g, 19i> < 1G] - |gmaz]®. Thus, Msc(LocaLByzCon,P) < (2D + 1) - [G] -
O(|gmaz|*) (messages per round times rounds).

4 Constant-Space Byzantine Consensus

proves a sufficient condition for solving the Byzantine consensus prob-
lem on a given graph G for a f;-local adversary. The current section gives a
sufficient condition for solving the ¢-hop local Byzantine consensus problem.

Definition 13. An f;-entwined structure G is called {-hop local if for every
g € G, 0 bounds the distance between any two nodes in g.

For ByzCoN constructed in[Section 3.1} any entwined structure G is 1-hop local,
since for every decision group g € G, it holds that VALID(BYzCON, g) =true, thus
g is fully connected. However, the following discussion holds for any algorithm
that solves the Byzantine consensus problem, even if it does not require decision
groups to be fully connected.

Definition 14. An fi-entwined structure G is called ¢-lightweight if G is £-hop
local and for every p € P, |G,| and |g| (for all g € G,) are polynomial in |I'(p)].

Definition 15. Let G be a graph. Denote by £-U(G) the maximal value f; s.t.
there is a fp-entwined structure that is £-lightweight and covers G.
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The following theorem states the second contribution of this paper.

Theorem 2. The (-hop local Byzantine consensus problem can be solved on
graph G for any [(-¥(G)]-local adversary.

By [Mheorem 1} any f-entwined structure G that covers graph G can be used
to solve the Byzantine consensus problem on G, for a fi-local adversary. To
prove we show that when LocaLBYzCON is executed using an /-
lightweight f-entwined structure, each node p’s space requirements are poly-
nomial in -MAXDEG(p). There are 3 points to consider: first, we show that
the memory footprint of the different ByzCON instances that p participates in
is “small”. Second, BYzCoON assumes unique identifiers, which usually require
logn space. We need to create identifiers that are locally unique (thus requiring
space that is independent of n), such that ByZCON can be executed properly
on each decision group. Third, the main loop of LOCALBYZCON requires to
count at least up to D, which requires log D bits, possibly requiring space that
is dependent on n.

The second point is discussed in and the third in
To solve the first point notice that G is ¢-lightweight, thus each node partici-
pates in no more than poly(|I"(p)|) BYzZCON instances concurrently, and each
such instance contains poly(]I"(p)|) nodes. Assuming that the identifiers used
by ByzCON require at most polylog(¢-MAXDEG(p)) bits (see Section 4.7)), p re-
quires at most poly(¢-MAXDEG(p)) space to execute the ByzCON instances of
LocALByzCoN.

4.1 Locally Unique Identifiers

Consider the algorithm LocALBYzZCON in and an ¢-lightweight en-
twined structure G. Different nodes communicate only within decision groups,
i.e., node p sends or receives messages from node ¢ only if p,q € ¢ for some
g € G. Thus, the identifiers used can be locally unique.

To achieve this goal, node p numbers each node ¢ in each decision group
g € Gp, sequentially. Notice that the same node ¢ might “receive” different
numbers in different decision groups that p participates in. Thus, we can define
NuM(p, g, q) to be the number p assigns to ¢ for the decision group g € G,. Notice
that for an ¢-lightweight entwined structure, NUM(p, , %) requires polynomial
space in |I'(p)|. Each node z holds NuM(p, g, %) for all g € G, [ G,, along with a
mapping between NUM(p, g, ¢) and NUM(z, g, q). The memory footprint of this
mapping is again polynomial in |I'(2)| (for ¢-lightweight entwined structures).

In addition, each node p numbers the decision groups it is a member of: let
INDX(p, g) be the “number” of g € G, according to p’s numbering. Any node
z (such that G, G. # ¢) holds a mapping between INDX(p, g) and INDX(z, g),
for all ¢ € G,()G.. Notice that INDX(p,*) is polynomial in [I'(p)|, and the
mapping requires memory space of size polynomial in max{|I'(p)|, |I"(z)|}. For
{-lightweight entwined structures, the distance between p and z is < {, thus
maz{|(p)|, |I'(z)|} < {-MAXDEG(p), resulting in a memory space footprint (of
all the above structures) that is polynomial in .-MAXDEG(p) for any node p.
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When node p wants to send node ¢’s identifier to z regarding decision group g
(notice that p,q,z € g and g € G,,G,, G- ), it sends “(NuM(p, g, ¢), INDX(p, g))”
and node z uses its mapping to calculate INDX(z, g), from which node z can
discern what g is, and use its NUM mapping to calculate NuM(z, g, ¢). Therefore,
nodes can identify any node in their decision groups and can communicate these
identities among themselves. Thus, “identities” can be uniquely used locally,
with a low memory footprint. i.e., the required memory space is polynomial in
-MaXDEG(p). Notice that the above structures are constructed before executing
LocALBYZCON, once the system designer knows the structure of G.

4.2 Memory-Efficient Termination Detection

LocALBYZCON as given in[Figure 1|loops for Ay,q - (2D +1) rounds. Therefore,
for D that depends on n, the counter of the loop will require too much memory.
From the analysis of the execution of LOCALBYZCON it is clear that any node
terminating after it ran for more than A, - (2D 4 1) rounds, terminates with
the same value. Thus, it is only important that all nodes eventually terminate,
and that they do so after at least A4, - (2D + 1) rounds; how can this be done
without counting rounds? The following is an example of a solution requiring
constant memory, using a simpler model.

Consider a synchronous network without any Byzantine nodes, where each
node p has poly(|I'(p)|) memory. Given that D (the diameter of the network) is
not constant, how can one count until D in such a network? Mark two nodes
u,v as “special” nodes, such that the distance between u and v is D (clearly
there exist u, v that satisfy this condition). When the algorithm starts, u floods
the network with a “start” message. When v receives this message, it floods the
network with an “end” message. When any node receives the “end” message, it
knows that at least D rounds have passed, and it can therefore terminate.

Using the above example, we come back to our setting of entwined structures
and fy-local Byzantine adversaries: consider two “special” decision groups g1, g2
from G, such that the TIME4;s; between gy and go is D.y,, (see Remark 3). Each
node p, in addition to its initial value v,, has two more initial values v}, v2 which
are both set to “1”. All nodes in g; set vzl, :=“0”. Instead of executing a single
LocaLBYzZCON, each node executes 3 copies of LOCALBYZCON: one on v, one
on v, (denoted LocALBYZCON;) and one on v2 (denoted LOCALBYZCONy).
Only nodes in gy perform the following rule: once gs’s output in LOCALBYZCON;
is “0”, set vg := “0”. Lastly, all nodes terminate one repetition after Output, of
LocALBYZCONg contains “0”.

The analysis of this addition is simple: the value “0” in LOCALBYZCON; prop-
agates throughout the network until it reaches go. Once it reaches g, the value
“0” of LocALBYZCON; propagates throughout the network, causing all nodes to
terminate. Notice that before g updates its input value of LOCALBYZCONs, no
correct node will have a value of “0” for LocALBYZCON;. Lastly, notice that at
least %'Dmm rounds must pass before go changes the input value to the third Lo-
cALBYzZCoN (see[Remark 3)). Thus, if the second and third LocALBYZCON are
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executed “at half speed” (every round, the nodes wait one round), then all correct
nodes terminate not before D,,,, rounds pass, and no later than 2D,,,, rounds.

The above schema requires the same memory space as the “original” Lo-
cALBYZCON (i.e. independent of n), up to a constant factor, while providing
termination detection, as required.

The decision groups gi, g2 must be selected prior to LOCALBYZCON’s execu-
tion. An alternative option is to select g; using some leader election algorithm,
and then use an MST algorithm to find g. However, in addition to Byzantine
tolerance, these algorithms’ memory requirements must not depend on n, which
means that global identifiers cannot be used. There is a plethora of research
regarding leader election / spanning trees and their relation to memory space
(see [I], [3], [, [15]). However, as far as we know, there are no lower or upper
bounds regarding the exact model this work operates in (e.g. local identities,
but no global identities). Thus, it is an open question whether it is required to
choose g1, g2 a priori, or if they can be chosen at runtime.

4.3 Complexity Analysis

Consider graph G with maximal degree d,;,q., and an ¢-lightweight entwined struc-
ture G (with diameter D) that covers G. Denote gmay := argmazy,cg{|gi|}, since
G is (-lightweight, gmas is polynomial in diay, and |G| = n - poly(dmas). There-
fore, by [Section 3.5, LoCALBYZCON’s time complexity is O(D) - poly(dmaz ), and
its message complexity is O(D) - n - poly(dmaz)-

From the above, if G’s maximal degree is independent of n, and if D =
O(logn), then the running time of LoCALBYZCON is O(logn) and its mes-
sage complexity is O(nlogn), while using O(1) space. (Section 5l shows entwined
structures that reach these values). This achieves an exponential improvement
on the time and message complexity of Byzantine consensus in the “global”
model, which are O(n) and O(n?) respectively. B

5 Constructing 1-Lightweight Entwined Structures

In this section we present a family of graphs for which 1-lightweight entwined
structures exist. The family of graphs is given in a constructive way: for each
graph G’ = (V' E’) (where |V'| = n’) and for any value of f; (fi << n’)
we construct a graph G = (V. E) (V| = n) with a 1-lightweight f-entwined
structure G. Our construction achieves |G| = O(n) and |g| is small for all g € G,
thus ensuring that G is indeed 1-lightweight. Furthermore, G’s diameter and
maximal degree are a function of those of G’s, thus ensuring that for G’ with
bounded degree and logarithmic diameter, G has similar properties.

First we show how to construct an entwined structure, given a graph with
“ring topology”. Then we show how “to combine” two graphs with ring topolo-
gies. Lastly, for every graph G’, we create a graph G that “blows up” each node p

3 In fact, known algorithms that use the transformation in [6] to operate in not-fully-
connected graphs might even require O(n3) messages.
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Fig. 2. po’s neighbors in an extended ring Fig. 3. go for f=1and k=3(fi +1) =6
topology of order 2

in G’ to be a ring (containing O(|I"(p)|) nodes), and then combines the different
rings of G’.

5.1 A Simple “Ring” Entwined Structure

This section presents a simple construction of an entwined structure G for a ring
topology network. The constructed G has |gmaz| constant (independent of n),
but a diameter of O(n).

Definition 16. A graph G = (V, E) is said to have an extended ring topol-
ogy of order k, if E =, cv Ui <;j<;{(pispitj)} (addition is done modulo n).

Informally, an extended ring topology of order £ means that each node is con-
nected to the k£ neighbors “ahead” of it in the ring; since G is bi-directional,
each node is also connected to the k neighbors “behind” it (see for an
example). Notice that a “regular” ring topology is actually an extended ring
topology of order 1.

Consider a graph G = (V, E) with extended ring topology of order k = 3 -

(fe +1). Define G as follows: g; := {pi, pi+1,Pit+2,- - -, Pi+k | (see[Figure J).
Claim. Any g € G is afy-decision group.
Claim. For any i, g; and g;41 are fy-connected.

Lemma 5. G is an fi-entwined structure with diameter at most n, and |g| =
3-fi+4 foranygeg.

Proof. By definition of g; € G, |g;| = k+1 =3 fy +4. Let g;,9; € G be some
decision groups. 0 < 4,5 <n — 1 and either ¢ > j or j > i. Assume w.l.0.g. that
J > i. Consider the list C' := g, gi+1, ..., g;. By the previous claim, g; and g;11
are fy-connected, and therefore C' is a value chain. Thus, there exists a f-value
chain between any two decision groups in G of length at most n. Thus, G is an
fe-entwined structure with diameter at most n. O
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Fig. 4. The original decision groups a, b and the constructed decision groups g1, g5 and
/
9k

5.2 Connecting Rings Together

Consider two extended ring topology graphs Gi1,G2 and their respective fj-
entwined structures Gi,Gs (as built in the previous subsection). Let a € Gy
and b € Gy be 2 decision groups that are fully connected and are of the same
size, e.g. |a| = |b| = k + 1.

Mark by a; the nodes in a and by b; the nodes in b (for 0 < i < k). Define
g ={aj,aj41,. .. ap,bo,...,bj_1} for 1 < j < k; see[Figure 4 for an example.
Add edges such that each g/ is fully connected. Notice that |g7| = k+1 and that
for 1 < j <k, it holds that g; and g}, are fi-connected. In addition a and g;
are fy-connected, as well as b and gj,.

Take G' = G1 U G2 U{g}}. G is a fi-entwined structure over the graph that is
the union of G1, G5 with edges that are induced by the different g}s. Notice that
the diameter of G’ is the diameter of G; plus the diameter of Go plus k + 1 (the
length of the distance between a and b). Furthermore, |G’| = |G1| + |Ga| + k. In
addition every node p € a|Jb participates in no more than & additional decision
groups.

5.3 General Entwined Structure Construction

Let G’ be any graph on n’ nodes, and let d, be the degree of node v; denote
dmaz ‘= Maxycq dy. Consider a graph G, per node v with d, - k nodes, such
that G, has an extended ring topology of order k. Consider the “ring” entwined
structure constructed in the previous sections G, with decision groups denoted
as g1(v), g2(v), - - -. Notice that g;(v) N g+ (v) = ¢ (see[Figure §). For each node
v € G, consider the list of its neighbors I'(v) = v1,v2,...,v4,, and define a
function N (u,v) that returns the index of v as a neighbor of w; i.e., N(v,v;) = 1.

Using the operation defined in the previous subsection: for any edge (u,v)
in G', “connect” the rings in the following way: g (u,v)ysk (1) With gn(y,u)«r (V).
That is, let v be the ith neighbor of u (N (u,v) =i or u; = v), and u be the jth
neighbor of v (N(v,u) = j, v; = u) (see [Figure 0); the following two decision
groups are to be combined: gix(u) with g;.x(v). Denote the new decision groups
created due to each such “connection” as G, .

Consider G to be the union of all G,, (both nodes and edges), and let G be
the union of the entwined structures. That is, G = (U,eqr o) U (U, veqr Guw)-

Claim. Let g € G, and ¢’ € G,, such that (v,u) is an edge in G’, then there is a
fe-value-chain between g and ¢’ of length < (dpar + 1) - k.
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Fig. 5. A graph with 5 nodes, and node Fig.6. wv,u connecting, combining
u's “ring” G, and 2 decision groups 92 (v), gk (u
gr(w), g2r (u)

Claim. G is a fr-entwined structure with diameter D < D¢ - (dpar + 1) - k+ 2k,
where D¢ is the diameter of G”.

Theorem 3. G is a 1-lightweight f;-entwined structure.

5.4 Analysis

The above construction shows that for any graph G’ there is a graph G and
an fi-entwined structure G (covering G) s.t. the diameter of G is linear in the
diameter of G’, the maximal degree of G’, and in k. Thus, by taking G’ to be
any graph with constant degree and logarithmic diameter, we have that the
diameter of G is O(Dg - k). In other words, D = O(k - logn); by taking k to be
constant as well (this means that the graph G has a constant degree), we have
that D = O(logn). Therefore, the above construction produces graphs and their
respective entwined structures, such that the diameter is logarithmic and the
degree is constant, fulfilling the promise of

6 Conclusion and Future Work

A sufficient condition for solving Byzantine consensus in the presence of a local-
ized Byzantine adversary was given. Furthermore, for a family of graphs it was
shown how to solve the Byzantine consensus problem using memory space that
is constant (independent of the size of the network).

We consider few points for future research: first, find tighter bounds for when
Byzantine consensus can be solved on a graph G. Second, allow for dynamic
changes in the system, such as nodes joining or leaving or even constructing the
entwined structure on-the-fly. Third, adapt the entwined structure-construction
such that if some portion of the network does not uphold the required Byzantine-
to-correct threshold, then the rest of the network may still reach consensus.
Lastly, it would be interesting to find other constructions of entwined structures
and see what additional types of graphs can solve Byzantine consensus.
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Abstract. We study erasure-coded atomic register implementations in
an asynchronous crash-recovery model. Erasure coding provides a cheap
and space-efficient way to tolerate failures in a distributed system. This pa-
per presents ORCAS, Optimistic eRasure-Coded Atomic Storage, which
consists of two separate implementations, ORCAS-A and ORCAS-B. In
terms of storage space used, ORCAS-A is more efficient in systems where
we expect large number of concurrent writes, whereas, ORCAS-B is more
suitable if not many writes are invoked concurrently. Compared to replica-
tion based implementations, both ORCAS implementations significantly
save on the storage space. The implementations are optimistic in the sense
that the used storage is lower in synchronous periods, which are considered
common in practice, as compared to asynchronous periods. Indirectly, we
show that tolerating asynchronous periods does not increase storage over-
head during synchronous periods.

1 Introduction

1.1 Motivation

Preventing data loss in storage devices is one of the most critical requirements in
any storage system. Enterprise storage systems in particular have multiple levels
of redundancy built in for fault tolerance. The cost of a specialized centralized
storage server is very high and yet it does not offer protection against unforseen
consequences such as fires and floods. Distributed storage systems based on com-
modity hardware, as alternatives to their centralized counterparts, have gained
in popularity since they are cheaper, can be more reliable and offer better scal-
ability. However, implementing such systems is more complicated due to their
very distributed nature.

Most existing distributed storage systems rely on data replication to provide
fault tolerance ﬂﬁ] Recently however, it has been argued that erasure coding
is a better alternative to data replication since it reduces the cost of ensuring
fault tolerance ﬂﬂ, ] In erasure-coded storage systems, instead of keeping an
identical version of a data V' on each server, V' is encoded into n fragments such
that V' can be reconstructed from any set of at least k fragments (called k-of-n
encoding), where the size of each fragment is roughly |V|/k. A different encoded
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fragment is stored on each of the n servers, and ideally such a system can tolerate
the failure of f =n — k servers.

The main advantage of erasure-coded storage over replicated storage is its
storage usage, i.e., less storage space is used to provide fault tolerance. For in-
stance, it is well-known that a replicated storage system with 4 servers can
tolerate at most 1 failure in an asynchronous environment. If each server has a
storage capacity of 1 TB, the total capacity of the replicated storage system is
still 1 TB. In this case the storage overhead (total capacity/useable capacity)
is 4, i.e. only 1/4 of the total capacity is available. Erasure coding allows the
reduction of this overhead to 2 in an asynchronous system, i.e., makes 2 TB
useable. In a synchronous system (with 4 servers and at most 1 failure), it is
even possible to further reduce this overhead and make 3 TB available to the
user. Clearly, the synchronous erasure-coded storage is more desirable in terms
of storage usage. Unfortunately, synchrony assumptions are often not realistic
in practice. Even if we expect the system to be synchronous most of the time, it
is good practice to tolerate asynchronous periods. The idea underlying our con-
tribution is the common practice of designing distributed systems that can cope
with worst case conditions (e.g., asynchrony and failures) but are optimized for
best case situations (e.g., synchrony and no failures) that are considered common
in practice.

1.2 Contributions

In this paper we investigate one of the fundamental building blocks of a fault-
tolerant distributed storage — multi-writer multi-reader atomic register imple-
mentations E, 13, @] An atomic register is a distributed data-structure that
can be concurrently accessed by multiple processes and yet provide an “illusion”
of a sequential register. (A sequential register is a data-structure that is accessed
by a single process with read and write operations, where a read always returns
the last value written.) We consider implementations over a set of n server pro-
cesses in an asynchronous crash-recovery message-passing system where (1) each
process may crash and recover but has access to a stable storage, (2) in a run,
at most f out of n servers are faulty (i.e., eventually crash and never recover),
and (3) channels are fair-lossy.

We present two wait-free atomic register implementations ORCAS-A and
ORCAS-B (Optimistic eRasure-Coded Atomic Storage). Our implementations
are the first wait-free atomic register implementations in a crash-recovery model
that have an “optimistic” (stable) storage usage. Suppose that all possible write
values are of a fixed size Al Then in both of our implementations, during syn-
chronous periods with ¢ alive (non-crashed) servers and when there is no write
operation in progress, the stable storage used at every alive server is %, whereas
during asynchronous periods when there is no write operation in progress, the

storage used is — _Az 7 at all but f servers (in ORCAS-A, at most f servers may use

! Through out the paper we assume that, other than the write value and its encoded
fragments, all other values (e.g., timestamp) at a server are of negligible size.
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A). However, the two implementations differ in their storage usage when there
is a write in progress. In ORCAS-A, when one or more writes are in progress,
the storage used at a server can be A, but even in the worst-case the storage
used is never higher than A. In contrast, if there are w concurrent writes in
progress in ORCAS-B then, in the worst-case, the storage used at a server can
be n’i@ 7 Thus in terms of storage space used, ORCAS-A is more efficient in sys-
tems where we expect large number of concurrent writes, whereas, ORCAS-B
is more suitable if not many writes are invoked concurrently. We also show how
the number of messages exchanged in ORCAS-A can be significantly reduced by
weakening the termination condition of the read from wait-free to Finite Write
(FW) termination [1] 2

Both ORCAS implementations are based on a simple but effective idea. The
write first “gauges” the number of alive servers in the system by sending a
message to all servers and counting the number of replies received during a
short waiting period. Depending on the number of replies, the write decides how
to erasure code its value. Additionally, to limit the communication overhead, the
ORCAS implementations ensure that the write value or the encoded fragments
are sent to the servers in only one of the phases of a write; later, the servers can
locally compute the final encoded fragments on receiving a small message that
specifies how the value needs to be encoded (but the message does not contain
the final encoded fragments).

In particular, in ORCAS-A, the write sends the unencoded write value to all
servers and waits for replies. If it receives replies from ¢ servers, the write sends
a message to the servers that requests them to locally encode the received value
with (¢ — f)-of-n encoding. (Note that ¢ > n — f because at most f servers can
be faulty.) Roughly speaking, a subsequent read can contact at least ¢ — f of the
servers that reply to the write, and (1) either the read receives an unencoded
value from one of those servers, or (2) it receives ¢ — f encoded fragments. In
both cases, as the write does a (¢ — f)-of-n encoding, the read can reconstruct
the written value. Note that, as ¢ — f > n — 2f, in the worst-case ORCAS-A
does a (n — 2f)-of-n encoding, and in synchronous periods with ¢ alive servers,
it does a (¢ — f)-of-n encoding.

On the other hand, ORCAS-B, like previous erasure-coded atomic register
implementations, never sends an unencoded write value to the servers. Ideally,
to obtain the same storage usage as ORCAS-A, in a write of ORCAS-B we would
like to send an (n — 2f)-of-n encoded fragment to each server, and on receiving
replies from ¢ servers, request the servers to keep a (¢— f)-of-n encoded fragment.
However, in general, it is not possible to extract a particular fragment of a (g— f)-
of-n encoding from a single fragment of a (n —2f)-of-n encoding. Thus with this
naive approach, either a write would need to send another set of fragments to
the servers or the servers would need to exchange their fragments, resulting
in significant increase in communication overhead. We solve this problem in
ORCAS-B by a novel approach of storing multiple, much smaller fragments at

2 A similar idea was earlier used in m} where the read satisfied obstruction-free ter-
mination.
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each server (instead of a single large one). Suppose the write estimates that there
are ¢ alive servers. Then it encodes the value with z-of-nz encoding, where z is
any common multiple of n —2f and ¢ — f, and z = n—LQf’ and sends z fragments
to each server. If the write receives replies from ¢ servers, then it requests each
server to trim its stored fragments in the next phase, i.e., retain any y = qf—f out
of its z fragments and delete the rest. Roughly speaking, since a read can miss
at most f servers that replied to the write, if a subsequent read sees a trimmed
server then it will eventually receive y fragments from at least ¢ — f servers,
and if the read does not see a trimmed server, then it will receive z fragments
from at least n — 2f servers. In both cases, it receives y(¢ — f) = z(n — 2f) =z
fragments, and therefore, can reconstruct the written value. The advantage of
our approach over the naive approach is that, our approach has the same storage
usage as latter, but has lower communication overhead.

The detailed presentation of our algorithms can be found in ﬂa] Due to space
limitations, this paper focusses on ORCAS-A. Also in ﬂa], we show lower bounds
on storage space usage in atomic register implementation in synchronous and
asynchronous systems, for a specific class of implementations (that include both
ORCAS-A and ORCAS-B, and the implementation in ﬂ]) Roughly speaking,
we show that implementations — (1) which at the end of a write store equal
number of encoded fragments in the stable storage of the servers, and (2) do not
use different encoding schemes in the same operation — cannot have a stable
storage usage better than ORCAS-A (and ORCAS-B) in either synchronous or
asynchronous periods.

1.3 Related Work

Recently there has been lot of work on erasure-coded distributed storage ﬂi B,
B, , @, |_'L_ln We discuss below three representative papers that are close to our
work.

Frolund et al. [7] describe an erasure-coded distributed storage (called FAB)
in the same system model as this paper, i.e., an asynchronous crash-recovery
model. The primary algorithm in FAB implements an atomic register. Servers
have stable-storage and keep a log containing old versions of the data, which
is periodically garbage collected. The main difference with our approach is that
in FAB the stable storage is not used optimistically. In particular, ORCAS-B
has the same storage overhead as FAB during asynchronous periods (even when
writes are in progress) but performs better during synchronous periods. Another
difference is that FAB provides strict linearizability, which ensures that partial
write operations appear to take effect before the crash or not at all. The price
that is paid by FAB is to give up wait-freedom: concurrent operations may abort.
ORCAS-B ensures that write operations are at worst completed upon recovery of
the writer and guarantees wait-freedom: all operations invoked by correct clients
eventually terminate despite the concurrent invocations of other clients.

Aguilera et al. [E] present an erasure-coded storage (that we call AJX) for
synchronous systems that is optimized for f << n. AJX provides the same
low storage overhead as ORCAS during failure-free synchronous periods, and
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performs better than ORCAS when there are failures. However, AJX provides
consistency guarantees of only a regular register and puts a limit on the maxi-
mum number of client failures. Also, wait-freedom is not ensured since concurrent
writes may abort.

Cachin et al. ﬂa] propose a wait-free atomic register implementation for the
byzantine model. It uses a reliable broadcast like primitive to disseminate the data
fragments to all servers, thus guaranteeing that if one server receives a fragment,
then all do. The storage required at the servers when there is no write in progress
is nA—f‘ At first glance, one might be tempted to compare our implementations
with a crash-failure restriction of the algorithm in ﬂa], and conclude that our im-
plementations have worse storage requirements in asynchronous periods (n_Azf)
However, one of the implications of our lower bounds in ﬂa] is that there is no obvi-
ous translation of the algorithm in E] to a crash-recovery model while maintaining
the same storage usage. (We discuss this comparison further in ﬂa])

2 Model and Definitions

Processes. We consider an asynchronous message passing model, without any
assumptions on communication delay or relative process speeds. For presenta-
tion simplicity, we assume the existence of a global clock. This clock however is
inaccessible to the servers and clients.

The set of servers is denoted by S and |S| = n. The j*" server is denoted
by s;, 1 < j < n. The set of clients is denoted by C' and it is bounded in size.
Clients know all servers in S, but the set of clients is unknown to the servers. A
client or a server is also called a process.

Every process executes a deterministic algorithm assigned to it, unless it
crashes. (The process does not behave maliciously.) If it crashes, the process
simply stops its execution, unless it possibly recovers, in which case the process
executes a recovery procedure which is part of the algorithm assigned to it. (Note
that in this case we assume that the process is aware that it had crashed and
recovered.) A process is faulty if there is a time after which the process crashes
and never recovers. A non-faulty process is also called a correct process. The set
of faulty processes in a run is not known in advance. In particular, any number
of clients can fail in a run. However, there is an known upper bound f > 1 on the
number of faulty servers in a run. We also assume f < n/2 which is necessary
to implement a register in asynchronous model.

Every process has a volatile storage and a stable storage (e.g., hard disk). If
a process crashes and recovers, the content of its volatile storage is lost but the
content of its stable storage is unaffected. Whenever a process updates one of
its variables, it does so in its volatile storage by default. If the process decides
to store information in its stable storage, it uses a specific operation store: we
also say that the process logs the information. The process retrieves the logged
information using the operation retrieve.

Fair-lossy channels. We assume that any pair of processes, say p; and pj,
communicate using fair-lossy channels M, @], which satisfies the following three
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properties: (1) If p; receives a message m from p; at time ¢ then p; sent m to
p; at time ¢, (2) if p; sends a message m to p; a finite number of times, then p;
receives the message a finite number of times, and (3) if p; sends a message m
to p; an infinite number of times and p; is correct, then p; receives m from p;
an infinite number of times.

On top of the fair-lossy channels we can implement more useful stubborn
communication procedures (s-send and s-receive) which are used to send and
receive messages reliably M] In addition to the first two properties of fair-lossy
channels, stubborn procedures satisfy the following third property: If p; s-sends
a message m to a correct process p; at some time ¢, and p; does not crash after
time ¢, then p; eventually s-receives m. We would like to note that stubborn
primitives can be implemented without using stable storage M]

Registers. A sequential register is a data structure accessed by a single process
that provides two operations: write(v), which stores v in the register and returns
0K, and read(), which returns the last value stored in the register. (We assume
that the initial value of the register is L, which is not a valid input value for a
write operation.) An atomic register is a distributed data-structure that can be
concurrently accessed by multiple processes and yet provide an “illusion” of a
sequential register to the accessing processes ﬂﬂ, @] An algorithm implements
an atomic register if all runs of the algorithm satisfy the atomicity and termina-
tion properties. We follow the definition of atomicity for a crash-recovery model
given in NQ], which in turn extends the definition given in ﬂﬁ} We recall the
definition in [d].

We use the following two termination conditions in this paper. (1) An imple-
mentation satisfies wait-free termination (for clients) if for every run where at
most f of the servers are faulty (and any number of clients are faulty), every
operation invoked by a correct client completes. (2) An implementation satis-
fies Finite-Write (FW) termination ﬂ] if for every run where at most f of the
servers are faulty (and any number of clients are faulty), every write invocation
by a correct client is complete, and moreover, either every read invocation by a
correct client is complete, or infinitely many writes are invoked in the run. (Note
that wait-free termination implies FW-termination.)

Erasure coding. A k-of-n erasure coding ﬂﬁ] is defined by the following two
primitives:

- encode(V, k,n) which returns a vector [V[1],...,V[n]], where V[i] denotes
it" encoded fragment. (For presentation simplicity, we will assume that encode
returns a set of n encoded fragments of V', where each fragment is tagged by its
fragment number.)

- decode(X, k,n) which given a set X of at least k fragments of V' (that were
generated by encode(V, k,n)), returns V.

For our algorithms, we make no assumption on the specific implementation
of the primitives except the following one: each fragment in a k-of-n encoding of
V is roughly of size |V|/k.



188 P. Dutta, R. Guerraoui, and R.R. Levy

In the next two sections, we present two algorithms that implement erasure-
coded, multi-writer multi-reader, atomic registers in a crash-recovery model,
ORCAS-A and ORCAS-B. Both implementations have low storage overhead
when no write operation is in progress. The implementations differ in the storage
overhead during a write, and in their message sizes.

3 ORCAS-A

We now present our first implementation which we call ORCAS-A. (The pseu-
docode is given in Figures[Mland 2l) The implementation is inspired by the well-
known atomic register implementations in B, ] Also, the registration process
of a read at the servers is inspired by the listeners communication pattern in ﬂﬁ]
The first two phases of the write function are similar to that in B, @]— they
store the unencoded values at n — f (a majority) of servers with an appropri-
ate timestamp. Additionally in ORCAS-A, depending on the number of servers
from which the write receives a reply, it selects an encoding r-of-n. Then, the
write performs another round trip where it requests the servers to encode the
value using r-of-n encoding and retain the fragment corresponding to its server
id. The crucial parts of the implementation are choosing an encoding r-of-n
and the condition for waiting for fragments at a read, such that, any read can
recover the written value without blocking permanently. We now describe the
implementation in more detail.

3.1 Description

Local variables. The clients maintain the following local variables: (1) ts: part
of the timestamp of the current write operation, and (2) wid, rid: the identifiers
of write and read operations, respectively, which are used to distinguish between
messages from different operations of the same client, and (3) a timer 7, whose
timeout duration is set to the round-trip time for contacting the servers in syn-
chronous periods. The pair [ts, wid] form the timestamp for the current write.
The local variables at a server s; are as follows: (1) A;: its share of the value
stored in the register, which can either be the unencoded value or the ;! en-
coded fragment, (2) 7,0: the ts and the wid, respectively, associated with the
value in A;, and (3) p: the encoding associated with the value in A;, namely,
Aj is the 4t fragment of a p-of-n encoding of some value. (In particular, p = 1
implies that A; contains an unencoded value.)

Write operation. The write operation consists of three phases, where each
phase is a round-trip of communication from the client to the servers. The first
phase is used to compute the timestamp for the servers, the second phase to
write the unencoded value at the servers, and the final phase is used to encode
the value at the servers. On invoking a write(V'), the client first increments
and logs its wid. This helps in distinguishing messages from different operations
of the same server even across a crash-recovery. It also logs ts = 0 so as to
detect an incomplete write across a crash-recovery. Next, the client sends get_ts
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1: function initialization:
ts, wid, rid <« 0;7 «— 1;T. « timer() {at every client}
Aj — L;7,0 — 0;p— 1 {at every server s;}

2

3

4: function write (V) at client ¢;
5: wid «— wid + 1; ts «— 0
6: store(wid, ts)
7 repeat

8 send((get-ts, wid), S)

9 until s-receive (ts_ack, %, wid) from n — f servers
10: ts < 14+ max{ts; : s-received (ts_ack,ts;,wid)}
11: store(ts, V)

12: trigger(7Te)

13: repeat

14: send((write, ts, wid, 0, V'), S)

15: until s-receive (w_ack, ts, wid, 0) from n — f servers and expired(T.)

16: r < (number of servers from which s-received (w_ack, ts, wid, 0) messages) — f
17:  if r > 1 then

18: repeat

19: S’ « set of servers from which s-received (w_ack, ts, wid, 0) until now
20: send ((encode, ts, wid, r), S")

21: until s-receive (enc_ack, ts, wid, r) from n — f servers

22: return(OK)

23: upon receive (get_ts, wid) from client ¢; at server s; do
24: s-send((ts_ack, T, wid), {c; })

25: upon receive (write, ts', wid', rid’, V') from client ¢; at server s; do
26:  if 7id’ > 0 then

27: R «— R\ {[rid, *, *,i]}

28: if V' # 1 then

29: if [ts’, wid'] >jep [1,6] then

30: T«*ts/;JHwid';le;Aj — V'

31: store(7, 0, p, Aj)

32: for all [rid, ts,id,l] € R do

33: s-send ((r_ack, rid, ts', wid , 1, V'), {ci})

34: s-send ((w_ack, ts’, wid’, rid"), {c;})

35: upon receive (encode, ts’, wid',r’) from client c; at server s; do

36:  if [ts’,id'] = [r, 5] then

37: Aj — j'" fragment of encode(A;, ', n)
38: p—r
39: store(p, Aj)

40: s-send({enc_ack, ts’, wid',r'),{c;})

41: upon recovery() at server s; do
42: [7,8,p, Aj] — retrieve()

43: upon recovery() at client ¢; do
44: [rid, ts, wid, r, V] < retrieve()
45: if ts # 0 then

46: repeat
47: send ((write, ts, wid, 0, V'), S)
48: until s-receive (w_ack,ts, wid,0) from n — f servers

Fig. 1. ORCAS-A: initialization, write and recovery procedures

messages to all servers and waits until it receives ts from at least n — f servers.
(The notation send(m, X) is a shorthand for the following: for every processes
p € X, send the message m to p. It is not an atomic operation.) To overcome
the effect of the fair-lossy channels, a client encloses the sending of its messages
to the servers in a repeat-until loop, and the servers reply back using the s-send
primitive. On receiving the ts from at least n — f servers, the client increments
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function read() at client ¢;
rid «— rid + 1; I' «— 0; M < (; once «— false
store(rid)
repeat
send((read, rid), S)
M — {msg = (r_ack,rid, =, *,*,%) : s-received msg}
TS «maxjes{[ts,id] : (r-ack,rid,ts,id,*, ) € M}
if (M contains messages from at least n — f servers) and (once = false) then
I' — TS; once < true
10: if TS = [0,0] then return(L)
11: until (once = true) and (3 r',ts’,id’ such that ([ts’,id'] >ic. I') and
([{A; : (roack,rid,ts’,id",v", A;) € M} > 1))
12: A «— set of Aj; satisfying the condition in line 11
13: if ' =1 then

14: Ve—any Ajin A; V' «— V

15: else

16: V « decode(A,r",n); V/ « L

17: repeat

18: send((write, ts’,id', rid, V'), S)

19: until s-receive (w_ack, ts’,id’,rid) from n — f servers

20: return(V)

21: upon receive (read, rid) from client ¢; at server s; do

22: if R does not contain any [rid, *, %, 4] then
23: R «— R U [rid, T, 6,1
24: s-send((r_ack, rid, 7,6, p, A;), {ci})

Fig. 2. ORCAS-A: read procedure

by one the maximum ts received, to obtain the ts for this write. It then logs ts
and V so that in case of a crash during the write, the client can complete the
write upon recovery. Next, it starts its timer, and sends a write message with the
timestamp [ts, wid] and the value V', to the servers. (To distinguish this message
from the write message sent by a read operation, the message also contains a
rid field which is set to 0.) A server on receiving a write message with a higher
timestamp than its current timestamp [7, wid], updates A;, 7 and § to V, ts and
wid of the message, respectively. It also updates the encoding p to 1 (to denote
that the contents of A; is unencoded), and logs the updated variables. (The
server also sends some message to the readers which we will discuss later.) The
client waits until it receives w_ack messages from at least n — f servers, and the
timer expires. (Waiting for the timer to expire ensures that the client receives a
reply from all non-crashed processes in synchronous periods.)

Next, the client select the encoding for the write to be r = ¢ — f, where ¢ is the
number of w_ack messages received by the client. Note > 1 because ¢ > n — f
and f < n/2. Then the client sends an encode message to all servers which have
replied to the write message. A server s; on receiving this message encodes it value
Aj using r-of-n encoding, and retains only the j* fragment in A;. It also updates
its encoding p to r, logs A; and p, and replies to the client. The client returns from
the write on receiving n— f replies. (Note that the encode phase is skipped if r = 1,
because 1-of-n encoding is same as not encoding the value at all.)

Read operation. The read operation consists of two phases. The first phase
gathers enough fragments to reconstruct a written value, and the second phase
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writes back the value at the servers to ensure that any subsequent reader does
not read an older value.

On invoking a read, the client increments and logs its rid. It then sends a
read message to the servers. On receiving a read message, a server registers
the readd by appending it to a local list R with the following parameters: the
rid of the read message, and the timestamp [r, ] at the server when the read
message was received. (The client de-registers in the second phase of the read:
line 27, Figure [[1) The server then replies with its current value of A; and its
associated timestamp and encoding. In addition, whenever the server receives
a new write message with a higher timestamp, it forwards it to its registered
readers. The client on the other hand, first chooses a timestamp I" which is
greater than or equal to the timestamp seen at n — f processesH and then
waits for enough fragments to reconstruct a written value that has an associated
timestamp greater than or equal to I': the condition in line 11 of Figure 2l simply
requires that (1) the client receives r_ack from at least n— f servers, and (2) there
is an encoding r’ and timestamp [ts’, id'] such that the client has received at least
r’ fragments of the associated value, and [ts,id’] is greater than or equal to I
In ﬂa}, we show that this condition is eventually satisfied for every read whose
invoking client does not crash.

The second phase of a read is very similar to the second phase of a write
except for the following case. If the read selects a value in the first phase that
was encoded by the corresponding write (r/ > 1), then the read does not need to
write back the value to the servers because the write has already completed its
second phase. In this case, the second phase of the read is only used to deregister
the read at the servers.

Recovery Procedures. The recovery procedure at a server is straightforward:
it retrieves all the logged values. The client, in addition to retrieving the logged
values, also completes any incomplete write. (Note than, even if the last write
invocation, before the crash at a client, is complete, ts can be greater than 0. In
this case, the recovery procedure tries to rewrite the same value with the same
timestamp. It is easy to see that this attempt to rewrite the value is harmless.)

3.2 Correctness

The proof of the atomicity of ORCAS-A is similar to the implementations in E,
@} The only non-trivial argument in the proof of wait-free termination is proving
that the waiting condition in line 11 in Figure[2 eventually becomes true in every
run where the client does not crash after invoking the read. In this section, we
give an intuition for this proof by considering a simple case where a (possibly
incomplete) write is followed by a read, and there are no other operations.
Suppose there is a write(V') that is followed by a read(). We claim that the
read() can always reconstruct V' or the initial value of the register, and it can

3 When there is no ambiguity, we also say that the server registers the client.
4 The I selected in this way is higher than or equal to the timestamp of all preceding
writes because two server sets of size n — f always has a non-empty intersection.
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always reconstruct V if the write is complete. The write() operation has two
phases that modify the state of the servers: the write phase and the encode
phase. Suppose that during the write phase, the writer receives replies from ¢
servers (denoted by set Q) such that ¢ > n — f > f. If the writer fails without
completing this phase, the read() can return the initial value of the register,
which does not violate atomicity. In the encode phase, an r-of-n encode message
is sent to all servers, where r = ¢ — f > n — 2f > 0. If the writer crashes, this
message reaches an arbitrary subset of servers. Subsequently, the read() contacts
a set R containing at least n — f servers. We denote the intersection of the read
and write sets, by U, i.e. U = Q N R, and it follows that |[U| > ¢— f =r > 0.
There are two cases:

Case 1: There is at least one server in U which still has the unencoded value
V. The read can thus directly obtain V from this server.

Case 2: All the servers in U have received the encode message and encoded V.
Since |U| > r and an r-of-n erasure code was used, there are enough fragments
for the read to reconstruct V.

However, we must also consider the case where the read() is concurrent with
multiple writes. If there is a series of consecutive writes, the write procedure
ensures that all values are eventually encoded. If the read is slow, it could receive
an encoded fragment of a different write from each server, making it impossible
for the read to reconstruct any value. But the reader registration ensures that
the servers will send all new fragments to the reader until the reader is able to
reconstruct some written value. A detailed proof of wait-freedom is given in [d].

3.3 Algorithm Complexity
In this section we discuss the theoretical performance of ORCAS-A.

Timing guarantees. For timing guarantees we consider periods of a run where
links are timely, local computation time is negligible, at least n — f servers are
alive, and no process crashes or recovers. It is easy to show that a write opera-
tion completes in three round-trips (i.e., six communication steps), as compared
to two round-trips in the implementation of ﬂﬁ] (We discuss this comparison
further in Section[Hl) Also it is straightforward to show that a read can complete
in two round-trips if there is no write in progress. In ﬂa}, we show that even
in the presence of concurrent writes, the read registration ensures that a read
operation terminates within five communication steps.

Messages. Except the r_ack messages, the number of messages used by an
operation is linear in the number of servers. In ﬂa], we show how to circumvent
the reader registration by slightly weakening the termination condition of the
read. Message sizes in ORCAS-A are as large as those in the replication based
register implementations of E, ]: the first phase of the write in ORCAS-A
sends the unencoded value to all servers.

Worst-case bound on storage. Suppose that all possible write values are of
a fixed size A, and the size of variables, other than those containing a value of a
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write operation or an encoded fragment of such a value, is negligible. Consider
a partial run pr that has no incomplete write invocation. (An invocation that
has no matching return event in the partial run is called incomplete.) The r
computed in line 16 of Figure [Il of every write is at least n — 2f. Thus, every
encoded fragment is at most of size A/(n — 2f). Since, there are no incomplete
write invocation in pr, and every write encodes the value at n— f processes before
it returns, the size of (stable) storage at n — f servers is at most A/(n — 2f)
at the end of pr. In addition, note that the size of the storage at all servers
is always bounded by A. This is in contrast to the implementation in ﬂ] and
ORCAS-B implementation that we describe later, where the worst-case storage
size is dependent on the maximum number of concurrent writes.

Bound on storage in synchronous periods. Consider a partial run pr which
has no incomplete write invocation. Let wr be the write with the highest times-
tamp in pr. Let ¢ be the time when wr was invoked. Now, assume that (1) the
links were timely in pr from time ¢ onwards, and (2) at least n — f servers are
alive at time ¢, and no process crashes or recovers from time ¢ onwards. Let
q > n — f be the set of servers that are alive at time ¢. Then, it is easy to see
that the r computed in line 16 of Figure[dlis ¢ — f in wr, and hence, the size of
storage at all alive servers is at most A/(g — f) at the end of pr. It also follows
that, if pr is a synchronous failure-free partial run, then the size of storage at all
servers is at most A/(n — f) at the end of pr.

FW-termination. Consider the case in the above implementation when a client
invokes a read, registers at all the servers, and then crashes. If a server does not
crash, its s-send module will send the r_ack message to the client forever. Since,
these messages are of large sizes, it may significantly increase the load on the
system. Following [1], we show in [6] that if we slightly weaken the waif-free
termination condition of the read to Finite-Write (FW) termination, then such
messages are not required.

4 ORCAS-B

Although the ORCAS-A implementation saves storage space in synchronous pe-
riods, it has two important drawbacks because it sends the unencoded values to
the servers in the first phase of the write. First, it uses larger messages compared
to implementations which never send any unencoded values to the servers. Sec-
ond, if a client crashes before sending an encode message during a write, servers
are left with an unencoded value in the stable storageﬁ In this section, we present
our second implementation, ORCAS-B, which like most erasure-coded register
implementations, never sends an unencoded value to the servers.

Due to lack of space, we discuss only those parts of ORCAS-B that signifi-
cantly differ from ORCAS-A. (The pseudocode is presented in ﬂa]) The crucial

5 In practice, the second case might not cause a significant overhead because any
subsequent complete write will erase such unencoded values.
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difference between ORCAS-A and ORCAS-B is how the write value is encoded
during a write and how it is reconstructed during a read. In ORCAS-B, the write
consists of three phases. The first phase finds a suitable timestamp for the write,
and tries to guess the number of alive servers, say r’. The write then encodes
the value such that the following three conditions holds. (1) If the second phase
of the write succeeds in contacting only n — f servers (a worst-case scenario),
a subsequent read can reconstruct the value. (2) If the second phase succeeds
in contacting r’ servers (the optimistic case), then in the third phase, the write
can “trim” (i.e., reduce the size of) the stored encoded value at the servers, and
still a subsequent read can reconstruct the value. (3) The size of the stored en-
coded value at a server should be equal to the size of a fragment in (n—2f)-of-n
encoding in the first case, and (' — f)-of-n encoding in the second case. The
motivation behind these three conditions is to have the same optimistic storage
requirements as in ORCAS-A.

It is not difficult to see that if the write uses a (n — 2f)-of-n encoding, then
a server cannot locally extract its trimmed fragment in the third phase from
the encoded fragment it receives in the second phase, without making extra
assumptions about n or the erasure coding algorithm. Thus with (n — 2f)-of-
n encoding in the second phase, in the third phase of the write, either the
write needs to send the trimmed fragment to each server, or the servers need
to exchange their (second-phase) fragments. In ORCAS-B we avoid this issue
by simply storing multiple fragments at a server, while still satisfying the three
conditions above.

We define the following variables: (1) » = ' — f, (2) « be the lem (least
common multiple) or r and n—2f, (3) z = x/(n—2f), and (4) y = x/r. Now the
second phase of the write encodes the value using z-of-(nz) encoding. It then tries
to store z fragments at each server. If the write succeed in storing the fragments
at 7’ servers, then in the next phase, it sends a trim message that requests the
servers to retain y out of its z fragments (and delete the remaining fragments).
Now it is easy to verify the above three conditions. If the second phase of the
write stores the fragments at n — f servers, a subsequent read can access at
least n — 2f of those servers, and thus receive at least (n —2f)z = z fragments.
On the other hand, if the stored fragments at some server are trimmed, then
at least 7’ servers have at least y fragments, and therefore a subsequent read
receives y fragments from at least ' — f = r servers; i.e., ry = x fragments in
total. In both cases, since the write has used z-of-(nz) encoding, the read can
reconstruct the value. To see that the third condition is satisfied, notice that the
total size of z stored fragments at a server after the second phase of the write is
2(AJx) = A/(n—2f). After trimming, the size of the stored fragments become
y(Afx) = AJ( - f).

Another significant difference between ORCAS-A and ORCAS-B is the con-
dition for deleting an old value at a server. In ORCAS-A, whenever a server
receives an unencoded value with a higher timestamp, the old fragment or the
old unencoded value is overwritten. However in ORCAS-B, if the server receives
fragments with a timestamp ts that is higher than its current timestamp, the
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server adds the fragments to a set L of received fragments. Subsequently, if it
receives a trim message (i.e., a message from the third phase of a write) with
timestamp ts, it deletes all fragments in L with a lower timestamp. Also, the
server sends the whole set L in its r_ack reply messages to a read. (Thus the trim
message also acts as a garbage collection message.) This modification is neces-
sary in ORCAS-B because, until a sufficient number of encoded fragments are
stored at the servers, the newly written value is not recoverable from the stored
data obtained from any set of servers. The trim message acts as a confirmation
that enough fragments of the new value have been stored. A similar garbage
collection mechanism is also present in the implementation in [B] On the other
hand, since a server in ORCAS-A receives an unencoded value first, it can di-
rectly overwrite values with lower timestamps. An important consequence of this
modification is that the worst-case storage size of ORCAS-B (and the implemen-
tation in [7]) is proportional to the number of concurrent writes, whereas, the
storage requirement in ORCAS-A is never worse than that in replication (i.e.,
storing the unencoded value at all servers). We show the wait-free termination
property of ORCAS-B in ﬂa]

5 Discussion and Future Work

There are two related disadvantages of ORCAS-A when compared to most repli-
cation based implementations. The write needs three phases to complete as
compared to two phases in the latter. Also, the write needs four stable storage
accesses (in its critical path) as compared to two such accesses in replication
based implementations. Both disadvantages primarily result from the last phase
that is used for encoding the value at the servers, and which can be removed if
we slightly relax the requirement on the storage space. ORCAS-A ensures that
the stable storage is encoded whenever there is no write in progress. Instead, if
we require that the stable storage is eventually encoded whenever there is no
write in progress, then (with some minor modifications in ORCAS-A) the write
operation can return without waiting for the last phase. The last phase can then
be executed “lazily” by the client. (The two disadvantages and the above dis-
cussion hold for ORCAS-B as well.) On a similar note, in ORCAS-A, if a read
selects a value in the first phase that is already encoded at some server, then it
can return after the first phase, and lazily complete the second phase (which in
this case is used only for deregistering at the servers, and not for writing back
the value). It follows that, a read that has no concurrent write in ORCAS-A can
return after the first phase.

An important open problem is to study storage lower bounds on register im-
plementations in a crash-recovery model. In particular, it would be interesting
to study if our lower bounds (that are presented in [6]) hold when some of the
underlying assumptions are removed. Another interesting direction for investi-
gation can be implementations that tolerate both process crash-recovery with
fair-lossy channels and malicious processes.
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Abstract. We study the emulation of Output Queuing (OQ) using
Combined Input-Output Queuing (CIOQ) switches in the setting where
the emulated OQ switch and the CIOQ switch have buffer capacity B > 1
packets at every output. We analyze the resource requirements of CIOQ
policies in terms of the required fabric speedup and the additional buffer
capacity needed at the CIOQ inputs.

For the family of work-conserving scheduling algorithms, we find that
whereas every greedy CIOQ policy is valid for OQ emulation at speedup
B, no CIOQ policy is valid at speedup s < /B — 2 when preemption is
allowed. We also find that CCF in particular is not valid at any speedup
s < B. We then introduce a CIOQ policy, CEH, that is valid at speedup
s > y/2(B —1). Under CEH, the buffer occupancy at any input never

exceeds 1 + {B_lJ.

s—1

For non-preemptive scheduling algorithms, we characterize a trade-off
between the CIOQ speedup and the input buffer occupancy. Specifically,
we show that for any greedy policy that is valid at speedup s > 2, the
input buffer occupancy cannot exceed 1 + [%—‘ We also show that
at speedup 2, a greedy variant of the CCF policy requires input buffer
capacity of only B packets for the emulation of non-preemptive OQ al-
gorithms with PIFO service disciplines.

1 Introduction

In most Internet switches (routers), each switch output is equipped with a packet
buffer, and employs an output scheduling algorithm to resolve contention among
packets attempting to access the attached link. A switch output can transmit
one packet at a time from the buffer, this packet then departs the switch. In
addition to a service discipline that determines the packet transmission order,
the output scheduling algorithm defines a drop policy (also known as the buffer
management policy) to deal with buffer overflow events. The most commonly
used algorithm is FIFO/Drop Tail where an incoming packet is dropped only
if there is no space to store it in the appropriate output buffer, and packets in
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the buffer are served in FIFO order. A switch’s inputs may also be equipped
with buffers to hold the incoming packets until they can be delivered to the
proper outputs, across the switch fabric. In this paper, we consider the setting
where packets arrive online, and all switch links have equal speed (capacity).
Each output can transmit one packet per time step, and there is at most one
new arrival at each switch input per step.

Performance analysis of output scheduling algorithms in the above setting,
for example [II2], often assume that switches are of the Output Queuing (OQ)
type. In an OQ switch, at each time step all newly arriving packets are switched
to their respective outputs, where they are stored awaiting transmission. This
switch architecture allows modeling packet networks as networks of queues where
each switch output is accurately represented by a single-server queue controlled
by an instance of the output scheduling algorithm, independently of other switch
ports. However, a well-known limitation of output queuing is that in a switch
with N ports, the switch must have an internal fabric speed that is IV times the
speed (capacity) of a link [3]: N packets destined to some output may arrive
at the same time step at different inputs. The switch fabric must then be able
to simultaneously transfer the N packets to that output port (i.e., at N time
the speed of the switch links). This limits the applicability of output queuing
in current switches where scalability, in terms of link speed and the number of
ports, is a primary design objective.

To avoid the fabric speed as a scalability bottleneck, most packet switches
today use Combined Input-Output Queuing (CIOQ): At each time step, up to s
(s < N) packets can be switched from any input port to their respective outputs,
and up to s packets can be switched to any output port, so that the switch’s
fabric may operate at a speedup of only s, relative to the speed of the links. CIOQ
switches require packet buffers at the input ports, and a policy (the CIOQ policy)
to arbitrate access to the switch fabric among packets stored at the inputs.
Contention for access to the switch fabric among packets destined to different
outputs complicates the analysis of scheduling algorithms in CIOQ switches.

A question that naturally arises is whether packet loss, throughput, and delay
guarantees (possibly, per-session guarantees) provided by any output scheduling
algorithm in a network of OQ switches carry over to networks of CIOQ switches.
This is indeed the case if replacing each OQ switch with a CIOQ switch does
not change the sequence of packet departures from any of the switch’s outputs,
which is the motivation for studying OQ switch emulation using CIOQ.

1.1 The OQ Emulation Problem

OQ emulation is defined informally as follows: A CIOQ switch with N input/
output ports emulates an OQ switch of the same size if for any output schedul-
ing algorithm employed by the OQ switch (henceforth, OQ algorithm) and any
sequence of packet arrivals, the sequence of packet departures from each CIOQ
switch output is identical to the sequence of departures from the correspond-
ing OQ output. The CIOQ switch can emulate the OQ switch if, given its fabric
speedup, the CIOQ policy transfers incoming packets to their respective outputs
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through the fabric in time to meet their departure times from the emulated
switch. If this is the case for every arrival sequence, irrespective of the switch
size and the capacity of the output buffers, we say that the CIOQ policy is
valid for the emulation of the OQ algorithm. A CIOQ policy may be valid for
the emulation of a given OQ algorithm under explicitly stated restrictions. In
particular, it may be valid only in the infinite-buffers setting, in which the out-
put buffers in the OQ switch (and the CIOQ switch) are considered to be of
unlimited capacity. A CIOQ policy is valid for the emulation of a family of OQ
algorithms if it is valid for the emulation of every algorithm in that family. A
formal definition of validity is introduced in Section

The OQ emulation problem was proposed by Chuang et al. [3], where the ob-
jective is to identify CIOQ policies that are valid, in the infinite-buffers setting,
for the emulation of a family of OQ algorithms of practical interest, while impos-
ing minimal requirements on the fabric speedup. In the OQ emulation problem,
neither the CIOQ policy nor the emulated OQ algorithm has knowledge of future
arrivals, and no statistical assumptions about the sequence of packet arrivals are
made.

In the infinite-buffers setting, the drop policy is never exercised and, as such,
the OQ algorithm can be defined by its service discipline. In that setting, Chuang
et al. [3] introduced Critical Cells First (CCF) a CIOQ policy that is valid at
speedup 2 for the emulation of the family of Push-In-First-Out (PIFO) service
disciplines, which includes many well-known disciplines such as FIFO (FCFS),
Strict Priority, and Weighted Fair QueuingE They also showed, using FIFO as
an example, that no CIOQ policy is valid for the emulation of all PIFO service
disciplines at speedup < 2 — 1/N. Similar results were obtained simultaneously
and independently by Stoica and Zhang [4].

In this work, we investigate CIOQ policies for the emulation of OQ switches
with fixed buffer capacity B > 0 at every output. Our interest in this setting
is motivated by the emergence of technological constraints on buffer capacity in
high-speed electronic and optical switches, which may limit B to a few dozen
packets [56].

Before summarizing our results we describe the framework within which OQ
emulation is set [3I7I8]: To emulate a given OQ algorithm, the CIOQ switch
maintains, at all time, complete information about the internal state of the OQ
algorithm and the configuration (content) of the emulated switch buffers. This
information is leveraged so that:

(i) The CIOQ policy can move the packets presently at the inputs to the output
side in time for departure.

(#i) The output ports dequeue and transmit each packet that reaches its depar-
ture time.

! The terms “packets” and “cells” are used interchangeably throughout the paper.

2 In a PIFO service discipline, a packet arriving to an output queue can be inserted
at any queue location. In each time step, the packet at the head of the queue, if any,
departs from the switch.
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At any time, a packet that is dropped by the emulated OQ algorithm is immedi-
ately discarded from the CIOQ buffer where it resides. To implement this frame-
work, the CIOQ switch maintains a model of the OQ switch’s output buffers,
which is controlled by the OQ algorithm. In every time step, the CIOQ switch
updates the model with any new arrivals and observes the algorithm’s decisions.
Note that this emulation framework applies to randomized as well as determinis-
tic algorithms: Given an arrival sequence, the CIOQ switch emulates the sample
path taken by the randomized algorithm.

1.2 Our Results

We evaluate CIOQ policies in terms of the CIOQ speedup required for the em-
ulation of work-conserving OQ algorithms, and the additional buffer capacity
needed to prevent buffer overflow events at the CIOQ inputs.The CIOQ switch
is assumed to have buffer capacity B at every output (the same output buffer
capacity as the OQ switch). To find the buffer capacity needed at each input,
we adopt a CIOQ switch model where the buffer capacity at the inputs is infi-
nite, and bound the maximum buffer occupancy, over all arrival sequences, for
the CIOQ policy under consideration. The bounds depend only on the switch
parameters such as the speedup and the output buffer capacity.

A CIOQ policy is said to be (s,b)-valid for the emulation of a given OQ
algorithm if it is valid for the emulation of the algorithm at speedup s and,
at that speedup, the buffer occupancy at any CIOQ input does not exceed b.
For the family of work-conserving OQ algorithms, we find that whereas every
greedy CIOQ policy is valid for the emulation of any algorithm at speedup B, no
CIOQ policy is valid for the emulation of all algorithms at speedup s < /B — 2,
when preemption is allowed. We also show, using FIFO/Drop Front [910] as
example, that CCF is not valid for the emulation of preemptive PIFO algorithms
at any speedup s < B. We then introduce a greedy CIOQ policy, CEH, that is
valid for the emulation of all work-conserving OQ algorithms at speedup s >

L 2(B - 1)J Under CEH, the buffer occupancy at any input never exceeds

1+ {?_’” Beside ensuring that packets meet their departure time from the

emulated OQ switch, CEH transfers packets destined to the same output in their
order of arrival, whenever possible. This prevents the buildup of excessively large
queues at the inputs.

For the family of non-preemptive OQ algorithms, which may drop packets only
by rejecting them upon arrival to an OQ switch’s buffer, we characterize a trade-
off between the CIOQ speedup and the input buffer occupancy. Specifically, we
show that for any greedy policyﬁ that is valid at speedup s > 2, the input buffer

occupancy cannot exceed 1+ %—‘ . We also show that a greedy variant of the
CCF policy is (2, B)-valid for the emulation of non-preemptive OQ algorithms
with PIFO service disciplines.

3 A greedy policy is one that transfers a maximal set of packets from the inputs to
the outputs in every time step.
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Although FIFO /Drop Tail is the most well-known algorithm, many algorithms
of practical and theoretical interest use preemptive drop policies. In addition
to Drop Front, preemptive policies include Nearest-To-Go [I], which resolves
contention in favor of the packets with nearest destination, Strict Priority, and
Random Drop, which chooses the packets to drop at random among those in the
buffer.

The reason that there is no CIOQ policy capable of OQ emulation at constant
CIOQ speedup is that when preemption is allowed all packets buffered at some
CIOQ input port may immediately become needed at the corresponding outputs
for departure. Thus, the CIOQ speedup must be at least equal to the maximum
input buffer occupancy (over all possible arrival sequences). Although we obtain
the lower bound using FIFO/Drop Front, similar examples can be constructed
for OQ algorithms using the above-mentioned preemptive drop policies.

1.3 Related Work

Whereas OQ emulation in the infinite-buffers setting has been studied exten-
sively, only few studies investigated the emulation of OQ switch with finite
buffers. A simulation-based study in [6], suggests that under light traffic condi-
tions, a CIOQ switch with speedup 2 and an input buffer capacity of 2 packets
exhibits a loss behavior similar to that of an OQ switch with small output buffers
employing the FIFO/Drop Tail scheduling algorithm. This motivated our inves-
tigation of whether a similar result can be obtained for any OQ algorithm and
under all traffic patterns.

Kesselman and Rosén [7] showed that CCF is (2,2B)-valid for the emula-
tion of the FIFO/Drop Tail algorithm. It is straightforward to show that this
result applies to all OQ algorithms combining a PIFO service discipline and a
non-preemptive drop policy. The greedy variant of CCF, we describe here im-
proves the maximum input buffer occupancy to B at the same computational
complexity. Such savings could be of practical significance in all-optical switches.

Attiya, Hay, and Keslassy [8] proposed CIOQ policies for a relaxed version of
the emulation problem: For any arrival sequence, each packet that successfully
departs the OQ switch must depart the CIOQ switch within a bounded delay.
They introduce a frame-based CIOQ policy that observes the packets departing
from the OQ switch in each time frame, and transfers them from the input
to the output in the following frame. The proposed CIOQ policy guarantees a
relative packet delay and maximum buffer occupancy at most twice the output
buffer capacity (2B), at speedup 2. Remarkably, the result holds for any OQ
algorithms, even for those with preemptive drop policies. The reason is that
even if all packets buffered at some CIOQ input depart simultaneously from the
emulated OQ switch, the CIOQ policy can spread their transfer to the output
side over a time frame duration (B time steps) without violating the relative
delay guarantee. Although the throughput of a CIOQ switch using the frame-
based policy is identical to the throughput of the emulated OQ switch and the
relative packet delay is small, exact guarantees (e.g., throughput) obtained for a
multihop network of OQ switches do not carry over to networks of CIOQ switches



202 M. Elhaddad and R. Melhem

because of permitted delay. Composing approximate bounds over multiple hops
leads to loose bounds where the error increases with the number of hops [I1]. As
a result, in this work we choose to investigate the cost of exact OQ emulation.

Finally, we should note that Minkenberg [12] studied the emulation of OQ
switches with finite buffers, and reported a result that appears to contradict
the results in this paper and in [7]. The result states that no CIOQ policy that
does not starve some input queue can be work-conserving at any speedup < N
(the size of the switch). Thus, no policy can emulate an OQ switch employing a
work-conserving scheduling algorithm. The result is obtained by constructing an
example where the number of packets present in the CIOQ switch and destined
to the same output can exceed the output buffer capacity. This is in contrast to
the framework considered here and in [7I8], where the CIOQ switch immediately
discards any packet that is dropped by the OQ algorithm.

2 Preliminaries

Consider an OQ switch with N input/output ports equipped with buffer capacity
B > 1 packets at every output, and a CIOQ switch of the same size and out-
put buffer capacity. Our goal is to identify CIOQ policies that enable the CIOQ
switch to emulate the OQ switch. In this section, we give a precise characteri-
zation of such policies and introduce notation and definitions used throughout
the remainder of the paper.

A switch’s input and output ports are labeled I1,...,Ixy and Oq,...,0On,
respectively. Given the foreseen technological limitations on buffer capacity and
the demand for switch scalability (hundreds of ports), we assume N > B. Time
proceeds in discrete steps indexed by the natural numbers. A time step is divided
into three phases: the arrival, switching, and departure phases, in that order.
During the arrival phase, arriving packets are received at the input ports (at most
one per port), whereas in the switching phase, the switch may transfer packets
from the input side to the output side across its fabric. Finally, in the departure
phase each output port can transmit one packet along the attached link.

A sequence of packet arrivals o is a non-empty finite set of triplets (I, 7, p),
each representing the arrival of a packet p at input I and time step 7.

2.1 0Q Algorithms

In an OQ switch, the fabric provides a dedicated point-to-point channel between
each input and output. This enables the switch to simultaneously transfer up to
N packets to each output port. Given that at most N packets arrive during a
time step, all packets are transferred to their respective outputs in the switching
phase immediately following their arrival.

At the output ports, each packet received from the input side is stored in the
output buffer awaiting departure, or is dropped if no buffer space is available to
store it. The output scheduling algorithm decides the departure order of packets
in the buffer, and which packets are dropped in the case of overflow. For brevity,
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an output scheduling algorithm employed in an OQ switch is henceforth called
an 0Q algorithm.

Each output port in the OQ switch independently executes a copy of the
0Q algorithm. Let o be the arrival sequence. At any time, the configuration
of an output buffer is the set of packets stored in the output’s buffer. At the
start of the departure phase of each time step t, the algorithm takes the current
output configuration, and the history of packet arrivals and packet drops up
to t as input, and decides which packets to drop, if any, and which packet to
transmit during the departure phase. These decisions, along with any additional
information (e.g., packets’ queue positions in the case of FIFO-based algorithm),
is called the state of the OQ algorithm at time t. Note that the OQ algorithm
does not necessarily arrange the packets in the buffer into a queue. It may, for
example, randomly choose a packet to transmit in each step.

The sequence of packet departures given arrival sequence o is represented by
a set DZ. Each element in the set is a triplet (O, 7, p) denoting the departure of
packet p from port O at time 7.

Within the OQ emulation framework described in Section [l the CIOQ
switch “simulates” a complete step (all three phases) of the OQ switch at the
start of each CIOQ switching phase. This allows the CIOQ to keep track of the
0Q algorithm’s decisions. The CIOQ switch emulates the OQ switch if for every
arrival sequence o, the sequence of departures from the CIOQ switch ports is the
same as the departure sequence from the emulated OQ switch, that is DZ. This
is the case if and only if, given the CIOQ speedup, the CIOQ policy transfers
each packet from the input to its output in time for departure.

2.2 CIOQ Policies

Suppose o is the arrival sequence at the CIOQ switch. At the start of the switch-
ing phase of every time step ¢, a CIOQ policy, 7w, maps the current input con-
figuration (the set of packets stored at the inputs) and the current state of the
0Q algorithm at each of the emulated OQ outputs to a subset of the packets
available at the input ports. Packets in this subset are moved to the outputs
across the CIOQ fabric during the switching phase. The choice of the packets to
move to the output in a given step is deterministic and is subject to the speedup
constraint: Given a fabric speedup s > 1, the policy must choose the packets to
transfer so that at most s packets are moved from each input, and at most s
packets are moved to each output in a given step.

A CIOQ policy that enables the CIOQ to emulate a given OQ algorithm is
called a wvalid policy for the emulation of the algorithm.

Definition 1 (Valid CIOQ Policy). A CIOQ policy is valid for (the emula-
tion of) a given OQ algorithm if, for any switch size N, output buffer capacity
B > 1, and for every arrival sequence, it transfers the packets through the CIOQ
fabric so that for every time step t, any packet that would depart from the emu-
lated OQ) switch during t is transferred to the corresponding CIOQ output before
t’s departure phase. A CIOQ policy is valid for a family of OQ algorithms if it
18 valid for every algorithm in that famaily.
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A CIOQ policy may be valid for the emulation of an algorithm only under some
restrictions. For example, only in the infinite-buffers setting where the output
buffer capacity is considered unlimited.

For a given OQ algorithm, switch parameters, and arrival sequence, a valid
policy is said to meet the OQ departure time of every packet. Valid policies for
the emulation of a particular OQ algorithm (or a family thereof) may differ in
the buffer capacity requirements at the CIOQ inputs and the required CIOQ
speedup. A CIOQ policy that is valid at speedup s, and for which the input
buffer occupancy does not exceed b under any arrival sequence, is called an
(s, b)-valid CIOQ policyﬂ

We focus our attention on CIOQ policies that are greedy. A greedy policy
transfers a maximal set of packets to the output in every time step. As a re-
sult, for every non-greedy CIOQ policy m and CIOQ speedup s, one can define
a greedy policy 7', that, at every time step transfers a super-set of the pack-
ets transferred by m. Obviously, if 7 is valid (for the emulation of some OQ
algorithm) at speedup s, then 7’ is also valid at the same speedup.

The following definitions lead to a formal characterization of greedy policies,
and are used in subsequent sections:

Definition 2 (Input Blocking). A packet p at a CIOQ input port I is input
blocked during a time step t if, during t’s switching phase, the CIOQ policy
transfers s packets from I to the output side, and these packets do not include p.

Definition 3 (Output Blocking). A packet buffered at some input port and
destined to output port O is output blocked during time step t if, during t’s
switching phase the CIOQ policy transfers s packets to output O, and these
packets do not include p.

Definition 4 (Greedy CIOQ Policy). A CIOQ policy is greedy if at every
time step, every packet buffered at an input port is either transferred to the
output, is input blocked, or is output blocked.

2.3 Families of OQ Algorithms

The objective of the OQ emulation problem is to identify CIOQ policies that are
valid for the emulation of all OQ algorithms, at minimum CIOQ speedup and
input buffer capacity requirements. Toward this end, we seek upper and lower
bounds on the resource requirements of greedy CIOQ policies for the emulation
of families of work-conserving algorithms.

Because in the OQ switch an output buffer can accept at most B packets in
a time step, a speedup of B is sufficient for the emulation of all work-conserving
algorithms.

Proposition 1. Fvery greedy CIOQ policy is (B, 1)-valid for the emulation of
all work-conserving OQ algorithms.

4 It is easy to see that an (s,b)-valid policy is also (s',b')-valid for all (s',b’) where
s’ > s and b’ > b, if at speedup s’ it transfers at each time step a super-set of the
packets it would transfer at speedup s.
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Such speedup requirement is feasible only when B is very small (e.g., up to
5), but would be prohibitive even in high-speed packet switches with limited
buffering capacity.

To obtain lower bounds on the resource requirements of greedy CIOQ policies,
we consider subsets of work-conserving algorithms that include well-known and
widely-used ones. Namely, the family of algorithms with non-preemptive drop
policies (non-preemptive algorithms) and the family of algorithms with PIFO
service disciplines (PIFO algorithms).

The drop policy of an OQ algorithm is non-preemptive if an incoming packet
may be dropped upon arrival to the OQ switch, but may not be dropped once
admitted to the output buffer. Otherwise, the drop policy is preemptive. Non-
preemptive drop policies are collectively referred to as “Drop Tail.” These poli-
cies differ in how the tie is broken when the number of arrivals destined to an
output port in a given time step exceeds the space available in that output’s
buffer. Possible tie-breaking rules include randomly choosing the “victim” pack-
ets among those arrivals, and tie-breaking based on input port numbers, or based
on information in the packets’ headers.

A PIFO service discipline arranges the packets in the output buffer into a
queue, where:

(P1) At each time step, the packet at the head of the output queue departs the
0Q switch.

(P2) An arriving packet is inserted at some arbitrary position (defined by the
service discipline) in the output queue.

(P3) For each pair of packets p, ¢ in the output queue, if p precedes ¢ relative to
the head of the queue at some time ¢, then this order is preserved at every
subsequent step where both packets remain in the buffer.

In the absence of further packet arrivals to the output port, the position of any
packet in the queue determines the time it departs from the OQ switch. We refer
to this as the projected departure time of the packet at time ¢.

In the next section we investigate the speedup and input buffer capacity re-
quired by greedy CIOQ policies for the emulation of non-preemptive OQ schedul-
ing algorithms. Emulation of preemptive OQ algorithms is considered in the
following section.

3 0OQ Emulation of Non-preemptive Scheduling
Algorithms

In this section, we study the emulation of non-preemptive OQ scheduling algo-
rithms. First, we characterize a trade-off between speedup and the maximum
input buffer occupancy. The trade-off applies to all greedy CIOQ policies that
are valid at speedup s > 2. Then, we describe a greedy variant of the CCF policy
introduced in [3] and show that this variant is (2, B)-valid for the emulation of
non-preemptive PIFO OQ algorithms.
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3.1 The Speedup — Buffer Capacity Trade-Off

Theorem 1. Let w be a greedy CIOQ policy that is valid for the emulation of
a non-preemptive OQ algorithm A at speedup s > 2 in the finite-buffers setting.
Then, at speedup s the buffer occupancy at each of the CIOQ switch’s inputs

does not exceed 1 + [Jf_}l

Proof. To reach contradiction, suppose that there is a CIOQ input [I;,i €

1,...,N}, with buffer occupancy exceeding 1 + | =L | at some time step. Let
s—2

t be the earliest such step and consider the following claim (proof omitted)

Claim. Let p be the earliest arriving packet among those in I;’s buffer just after
the arrival phase of time step t, and let t —x be p’s arrival time. Then the greedy
CIOQ policy transfers at least © + B + 1 packets to p’s output port during the
interval [t — z,t).

Let O;,5 € {1,..., N}, be p’s output port. Neither p nor the first z + B packets
transferred to O; during [t — z,t) are dropped by the non-preemptive OQ algo-
rithm. Otherwise, these packets would have been dropped by the CIOQ upon
arrival. That is, without being buffered for a complete time step at the input (as
in p’s case) or being transferred to the output. Since the emulated OQ output
serves at most x packets during [t — z,¢) and the arrival sequence is the same
for both the CIOQ and the emulated OQ switch, the emulated OQ output cor-
responding to O; would hold more than B packets at the beginning of time step
t, which contradicts the fact that the output buffer capacity of the emulated OQ
switch is B packets. a

3.2 The Critical Cells First CIOQ Policy

In this section, we review the CCF CIOQ policy of [3] and introduce its greedy
variant, G-CCF. We show that G-CCF is (2, B)-valid for the emulation of non-
preemptive PIFO algorithms. In contrast to this result, we show in the next
section that G-CCF is not valid for OQ emulation at any speedup less than B
when preemption is allowed.

CCF and G-CCF consist of two components: Management of input buffers,
and the selection of packets to transfer to the output in every step. We begin by
describing the buffer management component, which is common to both policies,
then specify packet selection, starting with G-CCF.

Input Buffer Management: Under both CCF and G-CCF, the input buffer
is organized as a queue that permits insertion of packets at arbitrary locations
and the removal of packets at arbitrary locations. Consider an arbitrary packet
p and let ¢t be its arrival time. Further, let [ be the output cushion of p —
the number of packets at p’s output that have earlier projected departure time
than p (as calculated after ¢’s arrival phase). Packet p is inserted into the input
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queue at position I + 1 (from the head of the queue). If the queue has less than
[ packets, the arriving packet is inserted at the end of the queue.

Packet Selection in G-CCF: To choose the set of packets to transfer to
the output, in each time step G-CCF computes a many-to-many pairwise-stable
matching (details below) of input ports to output ports. For this, G-CCF uses
the Gale-Shapley Deferred Acceptance algorithm [I3] (a.k.a. the stable marriage
algorithm), as adapted by Roth to the many-to-many setting [14].

Given a CIOQ speedup s > 1, each port participates with a quota of s packets
in the many-to-many matching. That is, up to s packets at each input port are
transferred to the output side and up to s packets are transferred to an output
port. Matching is based on the preferences of the inputs and outputs. The output
preference is represented by a list of packets and the respective inputs arranged
in increasing order of the projected OQ departure time. The input preference is a
list of the packets queued at the input (and their respective outputs) arranged in
the same order as the input queue. A port prefers to be matched with ports that
appear earlier in its preference list. In the following pseudo-code, an outstanding
request for a packet is a request that the corresponding input has not already
rejected.

DEFERRED-ACCEPTANCE-ALGORITHM
while there are outputs with unfilled quota and outstanding requests
do
Each such output requests its preferred packets from the inputs to
fulfill its quota
Each input grants the requests it prefers without exceeding its quota

Note that in the second step of the while loop, an input may cancel previous
grants to accept more preferred requests.

Per the definition pairwise stability [15], a matching is pairwise-stable given
the G-CCF preference lists if at every time step ¢, for every packet p buffered at
some input at the beginning of the switching phase, either:

— p is transferred to the corresponding output during ,

— s packets with earlier projected OQ departure times are transferred to p’s
output during ¢, or

— s packets ahead of p in its input queue are transferred to their corresponding
outputs during t.

It follows that G-CCF is a greedy CIOQ policy (cf. Definition H) [l

Packet Selection in CCF: CCF computes s one-to-one stable matchings in
every time step by repeatedly invoking the (one-to-one) Deferred Acceptance
algorithm [I3]. The one-to-one algorithm uses the same input and output pref-
erence lists as G-CCF. Each output can request at most 1 packet, and each input
can grant at most 1 packet in an iteration of the while loop.

5 A pairwise stable matching is guaranteed to exist at every time step since the input
and output ports have substitutable preferences. See [14].
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Though the resulting matchings are individually stable in the one-to-one sense,
one can construct an example where the iterative matching procedure violates
the definition of a greedy CIOQ policy by failing to transfer a maximal set of
packets in a given time step. The reason is that in each invocation of the one-to-
one Deferred Acceptance algorithm where the algorithm fails to match a given
output to an input, the output’s quota is effectively decreased by 1.

OQ Emulation Using G-CCF

Kesselman and Rosén proved that CCF is (2,2B)-valid for the emulation of the
FIFO/Drop Tail algorithm. The result also holds for any non-preemptive PIFO
algorithms. Here, we give a similar result for G-CCF that lowers the input buffer
capacity capacity required to B packets.

Theorem 2. For any output buffer capacity B > 0, G-CCF is a (2, B)-valid
CIOQ policy for the emulation of any non-preemptive PIFO OQ algorithms.

4 0OQ Emulation with Preemption Allowed

In this section we show that no greedy CIOQ policy is valid for the emulation
of all OQ algorithms at speedup s < /B — 2 when preemption is allowed, and
that G-CCF is not valid at any speedup s < B under the same conditions.

Theorem 3. No greedy CIOQ policy is valid for the emulation of all PIFO
scheduling algorithms at any speedup s < /B — 2 when preemption is allowed
in the emulated OQ algorithm, and the output buffer capacity is B.

The proof of Theorem [} proceeds by constructing an example where N > 2B2.
It uses FIFO/Drop Front, which is a PIFO OQ scheduling algorithm. The
Drop Front policy has been proposed for the objective of minimizing the queuing
delays incurred by successfully delivered packets [9], but has also been shown to
improve TCP throughput compared to Drop Tail [10].

Next we show that when preemption is allowed, G-CCF (hence CCF) is in not
valid for the emulation of all PIFO OQ algorithms at any s < B. To reach this
result, we demonstrate using an example that G-CCF fails to emulate a variant
of the FIFO/Drop Front OQ scheduling algorithm that recognizes two different
classes of packets: a low-delay class, denoted as class L, and a bulk data transfer
class denoted as class T. We refer to this variant as 2-class FIFO/Drop Front.
The proof exploits the fact that G-CCF favors packets with earlier projected
0OQ departure times in every time step, and the fact that “investing” in such
packets may be futile if preemption is allowed.

In 2-class FIFO/Drop Front, each traffic class has a fixed allocation (a parti-
tion) of the emulated OQ buffer capacity. We specify the buffer allocations by a
pair (B, Br) where By, + Br = B. At any time, the number of class-L packets
present in the buffer does not exceed By, and similarly for class-T'. An incoming
packet is inserted into the proper buffer partition based on its class. Each of the
two partitions is a FIFO buffer, where Drop Front is used to resolve overflow
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events. In each time step, a class-T packet is served if and only if no class-L
packets are present in the L-partition.

Theorem 4. If preemption is allowed, G-CCF is not valid for the emulation of
PIFO OQ scheduling algorithms at any s < B.

In constructing the example, we exploit the fact that whenever possible, CCF
transfers packets to each output in the order of their projected OQ departure
times. As a consequence of preemption, some packets (the T-packets in our
example) remain output blocked for an extended period of time, Thus allowing
the occupancy of corresponding input buffers to build up. In the next section,
we consider mitigating this buffer buildup at the inputs by ordering the output
preference lists based on the time of packet arrival.

5 The CCF-EAF Hybrid CI1OQ Policy

Early Arrivals First (EAF) is a CIOQ policy where every newly arrived packet
is inserted at the head of the corresponding input queue. To choose the packets
to transfer to the output in a given time step, EAF computes a many-to-many
stable matching of input to output ports in the same way as G-CCF. However,
unlike G-CCF, each output’s preference list is a list of the packets buffered at the
inputs and destined to that output, arranged in order of non-increasing arrival
time, with ties broken based on port numbers (hence the name of the policy).
It is easy to see that also unlike CCF and G-CCF, EAF is not prone to input
buffer buildup when preemption is allowed. However, it is obvious that EAF would
fail to emulate a scheduling algorithm where a later arrival to the switch may have
an earlier departure time; for example, the OQ scheduling algorithms based on the
Last-In-First-Out service discipline and the Drop Front packet drop policy.

5.1 The CEH CIOQ Policy

Now we propose and investigate the performance of a greedy policy, CEH, which
is a hybrid of CCF and EAF. Under CEH, new arrivals to the CIOQ switch are
inserted at the head of the corresponding input buffer. Given CIOQ speedup
s > 2, CEH chooses the packets to transfer from the input to the output by
sequentially computing two pairwise stable matchings using the Deferred Ac-
ceptance algorithm (Section B.2)).

The first is a matching computed using the input and output CCF preference
lists. In this matching, every output has a quota of 1 and every input has a quota
of s. That is, whereas the number of packets participating in the stable matching
destined to any given output does not exceed 1, an input may participate in the
matching with up to s packets.

The quotas for the second matching are calculated as follows: Suppose some
port P (an input or output port) participates in the first matching with U(P)
packets. Then, in the second matching its quota is s — U (P) packets. The second
matching is computed using the EAF preference lists described above.
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The following lemma asserts that CEH is indeed a greedy policy.

Lemma 1. At every time step t, for every packet p buffered at one of the inputs
at the beginning of the arrival phase, either:

(7) p is transferred to the corresponding output, say O,
(i) There exists a packet with earlier OQ departure time and s — 1 packets with
earlier arrival times that are transferred to output O, or
(ii1) Ezactly s packets ahead of p in its input queue are transferred to their
corresponding outputs.

5.2 Performance of CEH

Theorem 5. At any speedup s > max{2, L/Q(B — 1)_‘ t, CEH is (s,1+ 153:11)—
valid for the emulation of all work-conserving OQ algorithms.

Proof. Suppose s > 2 and consider a packet p that is not dropped by the OQ
scheduling algorithm. Suppose the packet arrives at time ¢ and departs the OQ
switch at time ¢’ > ¢.

Upon arrival, at most B — 1 packets with earlier arrival times than p and
destined to the same output are buffered at the CIOQ’s inputs. This is because
at most B packets with a common destination can simultaneously exist in the
CIOQ switch. Obviously, the number of packets buffered at the input and have
earlier arrival times than p does not increase in subsequent time steps.

At time ¢, p is at the head of the input queue. At any step 7 € [t,t'), p is not
transferred to the output only if at least s — 1 packets at the input with earlier
arrival times than p participate in the second stable matching. These packets
are then transferred to the output during 7. In every step p remains buffered at
the input, the number of packets ahead of it in the input queue increases by at
most 1. Thus, the number of packets ahead of p in its input buffer increases by
one packet at most {%J times.

During ¢’, p cannot be output blocked since it has the earliest departure time
among packets destined to its output. It follows that p is moved to the output

if during ¢’ if it is not input blocked. This is the case if s > L%J That is, if

s> {\/m—‘ Thus CEH is valid at any speedup s > [ 2(B - )—‘
Observe that the number of packets ahead of any packet in an input queue

is incremented at most L%J times, irrespective of whether it is eventually

dropped or transferred to the output. Thus, the buffer occupancy at any input

port never exceeds 1 + {B _1J. a

s—1

Notice that the proof allows for newly arriving packets to preempt packets al-
ready in the switch buffers. It also doesn’t make any restrictions on changes to
the service order induced by new arrivals or by packet drops.
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Concluding Remarks

In this paper we investigated CIOQ policies for the emulation of finite-buffered
0OQ switches employing a work-conserving (OQ) scheduling algorithm. We showed
that when preemption is allowed no CIOQ policy can emulate all PIFO OQ algo-
rithms at constant speedup. We proposed a CIOQ policy, CEH, that can emulate
any work conserving OQ algorithm at speedup O(v/B) (the output buffer capac-
ity). Such speedup may be feasible in high-speed switches, which are expected to
have a small number of buffers. One possible avenue for future research is closing
the gap between the O(¥/B) speedup lower bound and the O(v/B) upper bound.
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Abstract. One of the most frequently studied problems in the context
of information dissemination in communication networks is the broad-
casting problem. In this paper we consider radio broadcasting in random
geometric graphs, in which n nodes are placed uniformly at random in
[0,+/n]?, and there is a (directed) edge from a node u to a node v in the
corresponding graph iff the distance between u and v is smaller than the
transmission radius assigned to w. Throughout this paper we consider
the distributed case, i.e., each node is only aware (apart from n) of its
own coordinates and its own transmission radius, and we assume that
the transmission radii of the nodes vary according to a power law dis-
tribution. First, we consider the model in which any node is assigned a
transmission radius r > rmin according to a probability density function
p(r) ~ r=* (more precisely, p(r) = (o — 1)r271r~), where a € (1,3)
and rmin > dv/logn with ¢ being a large constant. For this case, we de-
velop a simple radio broadcasting algorithm which has the running time
O(loglogn), with high probability, and show that this result is asymp-
totically optimal. Then, we consider the model in which any node is
assigned a transmission radius r > ¢ according to the probability density
function p(r) = (o — 1)c* 7=, where « is drawn from the same range
as before and c is a constant. Since this graph is usually not strongly
connected, we assume that the message which has to be spread to all
nodes of the graph is placed initially in one of the nodes of the giant
component. We show that there exists a fully distributed randomized al-
gorithm which disseminates the message in O(D(loglogn)?) steps, with
high probability, where D denotes the diameter of the giant component
of the graph.

Our results imply that by setting the transmission radii of the nodes
according to a power law distribution, one can design energy efficient ra-
dio networks with low average transmission radius, in which broadcasting
can be performed exponentially faster than in the (extensively studied)
case where all nodes have the same transmission power.

* Partly supported by the Royal Society IJP 2007/R1 “Geometric Sensor Networks
with Random Topology”.

G. Taubenfeld (Ed.): DISC 2008, LNCS 5218, pp. 2122008.
© Springer-Verlag Berlin Heidelberg 2008



On Radio Broadcasting in Random Geometric Graphs 213
1 Introduction

In view of recent technological developments in wireless/mobile communication
the abstract model of packet radio networks became very popular and received
a lot of attention in the algorithms community [2J5/9T2]. Most of the work
on time efficient radio broadcasting done so far is devoted to radio networks
with an arbitrary (in fact the worst case) topology. Our main intention is to
derive efficient distributed algorithms for radio broadcasting in random geometric
graphs, which are often used to model wireless communication networks.

1.1 Models and Motivation

A radio network is modeled by a directed graph G = (V, E'), where V represents
the set of nodes of the network, and E contains ordered pairs of distinct nodes
such that (v,w) € V x V iff node v can directly send a message to node w. The
total number of neighbors connected to a node by (in-)coming edges forms its
(in-)degree. The size of the network is the number of nodes n = |V|. The set of
nodes directly reachable from a node v € V' is the range of v.

One of the radio network properties is that a message transmitted by a node
is always sent to all nodes within its range. The communication in the network is
synchronous and it consists of a sequence of (communication) steps. During one
step, each node v either transmits or listens. If v transmits, then the transmitted
message reaches each of its neighbors by the end of this step. However, a node w
in the range of v successfully receives this message iff in this step w is listening
and v is the only transmitting node which has w in its range. If node w is
in the range of a transmitting node but is not listening, or is in the range of
more than one transmitting node, then a collision (conflict) occurs and w does
not retrieve any message in this step. In fact coping with collisions is one of
the main challenges in efficient radio communication. A commonly used tool to
handle this problem in radio networks with unknown topology is the concept of
selected families of transmission sets [BU7I9ITY].

The running time of an algorithm is the number of communication steps
required to complete the considered communication task. Thus, any internal
computation within individual nodes is neglected. In this paper we are mainly
interested in the running time of distributed broadcasting algorithms using ra-
dio communication protocol. In the broadcasting problem it is assumed that a
message is placed in one of the nodes of a radio network, and the goal is to
spread this message to all nodes of the network using radio communication. In
this paper we assume that each node knows its own position ((z,y) coordinates),
its transmission radius, and the number of nodes in the network. However, the
location of the other nodes or their transmission radii are not known.

It is of our particular interest to analyze radio communication in ad hoc sen-
sor networks. Ad hoc sensor networks are often modeled by the so called G(n, )
random geometric graph model (e.g. [I8I2628]), i.e., n vertices with radius r are
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placed within [0, /7] uniformly at randondl], and two nodes are connected by
an edge in the resulting graph iff their Euclidean distance is smaller than r. This
simple model of radio network is applicable to wireless networks where similar
stations are randomly distributed in a flat region without large obstacles. In such
a terrain, the signal of a transmitter reaches receivers at the same distance in all
directions.

In this paper we consider radio broadcasting in two different types of random
geometric networks. Due to simplicity reasons, we assume that n points are dis-
tributed uniformly at random within [0,/7]?, however, the radii of the nodes
may vary according to a power law distribution, i.e., a node is assigned a trans-
mission radius larger than some value r with probability proportional to r'~¢,
where a € (1,3) is a fixed constant. Similar graph models are known to have
improved fault tolerance [22] and (as we show in this paper) these networks al-
low very fast broadcasting, in fact exponentially faster than G(n,r) graphs with
polylogarithmic transmission radii, while maintaining almost the same average
energy consumption parameters as the corresponding G(n, ) model. We should
note that the graphs considered in this paper are not necessarily undirected,
since a node u with large radius may contain some node v with smaller radius
in its range, and thus v might fall outside the range of v. A precise definition of
the graph models considered in this paper can be found in Section [[3

1.2 Related Work

The broadcasting problem has attracted a great deal of attention in the context
of radio networks with an arbitrary topology. For networks with linearly bounded
labels, in which the nodes do not possess any global knowledge about the topol-
ogy of the network, the trivial O(n?) upper bound on deterministic broadcasting
was first improved by Chlebus et al. [6] to O(n''/%). The subsequent improve-
ments included an O(ns/ 3) time algorithm proposed by De Marco and Pelc [12],
an O(n?/?) time algorithm proposed by Chlebus et al. [5], and an O(nlog® n)
time algorithm developed by Chrobak et al. [7]. Clementi et al. [9] presented
a deterministic broadcasting algorithm for ad-hoc radio networks which works
in time O(DA), where D is the diameter of the network (the number of edges
on the longest shortest path) and A is the maximum in-degree of a node. The
O(nlog®n) and O(DA) algorithms, presented in [7] and [9], respectively, can eas-
ily be adapted for polynomially bounded node labels. Brusci and Del Pinto [2]
showed that for any deterministic broadcasting algorithm A in ad-hoc radio net-
works, there are networks on which A requires 2(nlogn) time. Later, Czuma}
and Rytter proposed a randomized algorithm which achieves with high proba-
bility linear broadcasting time on arbitrary networks [10]. Under the assumption
that the network diameter is known, they presented a broadcasting algorithm
which has a running time of O(Dlog(n/D) + log®n). Independently, Kowalski
and Pelc introduced a similar algorithm with the same running time [24].

! In the general model the vertices are placed in [0, l]d for some d > 0, however, in
this paper we only consider placement of n points on the plane [0, \/ﬁ]2
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In the model where the network topology is known to all nodes in advance
Gaber and Mansour [I7] proposed a centralized broadcasting procedure complet-
ing the task in time O(D + log® n). Elkin and Kortsarz improved this bound to
D+0(log" n) in general graphs and to D+O(log® n) in planar graphs [14]. Gasie-
niec et al. proposed an alternative solution with times D + O(log® n) and O(D)
respectively [20]. Very recently, the constructive upper bounds w.r.t. broad-
casting in general graphs have been improved to D + O(log®n/loglogn) and
O(D + log®n) in [8] and [25], respectively. Note that computing an optimal
(radio) broadcast schedule for an arbitrary network is NP-hard [4U3T].

In [I5] the authors considered radio broadcasting in the traditional Erdds-
Rényi random graph model. In this model, given a set of n nodes a graph G,, ,, is
constructed by letting any two pair of vertices be connected with probability p,
independently. They presented centralized as well as fully distributed procedures
for the broadcasting problem in such graphs, and showed that these algorithms
are asymptotically optimal. In [I] Berenbrink et al. considered efficient radio
broadcasting algorithms w.r.t. running time and energy consumption in these
types of random graphs.

In [I3] Dessmark and Pelc analyzed radio broadcasting in geometric networks.
They showed that if each node knows its neighbors, then broadcasting can be
performed in O(D) steps. If each node knows only its own position, then broad-
casting can be performed in O(n) steps, and, if the nodes are not able to detect
collisions, this result cannot be improved.

In [I6] Emek et al. considered the broadcasting problem in geometric graphs
in which each node has the same transmission radius (UDG model). They deter-
mined the broadcasting time depending on the diameter D and the granularity
g, which is the inverse of the minimum distance between any two nodes. First,
it was shown that if the nodes other than the source are initially idle and can-
not transmit until they hear a message for the first time, then broadcasting can
be accomplished in time O(Dg). For the case, in which all nodes may transmit
messages from the beginning, an optimal broadcasting algorithm with running
time O(min{D + g2, Dlog g}) was presented.

Radio communication in the G(n,r) model has been analyzed by Lotker and
Navarra in [27]. In order to cope with radio broadcasting or gossiping on the
G(n,r) graph, these problems have first been solved on the grid. Then, Lotker
and Navarra emulated the corresponding grid protocol on the G(n,r) model, and
obtained asymptotically optimal algorithms for the broadcasting and gossiping
problem. That is, if r = £2(y/logn), then the time needed to spread a message is
O(D), with high probability, where D = ©@(y/n/r) is the diameter of the graph,
with probability 1 — o(1).

Recently, Czumaj and Wang considered radio gossiping under different locality
assumptions in the G(n,r) graph and generalized the results mentioned before
[11]. However, these algorithms cannot be extended to random geometric graphs
in which the distribution of the transmission radii varies according to some (e.g.
power law) distribution.
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1.3 Owur Results

In this paper, we consider distributed radio broadcasting algorithms in random
geometric graphs in which the transmitting radii of the nodes vary according to a
power law distribution. More precisely, we consider the following graph models:

1. Let n vertices be placed uniformly at random within [0, /n]?. In this case,
a node is assigned transmission radius r > rpy;, according to the probability
density function p(r) = (a—1)r%; v~ independently, where a € (1,3) is a
constant and rymin > dv/logn with 0 being a (large) constant. In the resulting
graph G'>,_.. a node v is in the range of a node u if the Euclidean distance
between u and v is smaller than the radius of u. The choice of § implies that
the graph is strongly connected with very high probabilityﬁ (e.g. [29]).

2. Let n vertices be placed uniformly at random within [0, /n]?. Here, a node
is assigned radius r > ¢ according to the probability density function p(r) =
(a—1)c* tr=% independently, where c is some (large) constant. The ranges
of the nodes in the resulting graph G'>. are defined by the same rules as in
the previous model.

Throughout this paper we assume full synchronization, i.e., all nodes share a
global clock. In the first model, the graph is (strongly) connected w.v.h.p. [29].
In the second model, the graph has a strongly connected giant component con-
taining ©(n) vertices, w.v.h.p. [30]. We develop for the graph model G, an ef-
ficient randomized broadcasting algorithnﬁ which is able to distribute a message,
placed initially in one of the nodes of the graph, to all nodes within O(loglogn)
steps. Concerning the G'>. model, we show that any message placed initially
in one of the nodes of the giant component of the graph can be distributed to
all nodes within O(D(G>.)(loglogn)?) steps, w.v.h.p., where D(G>.) denotes
the diameter of the giant component of the graph. Notice that the nodes of the
giant component can reach any node in the graph within O(D) steps, w.v.h.p.
(cf. Section [B]).

A main implication of our results is that by setting the transmission radii in
a set of nodes placed uniformly at random in the plane according to a power law
distribution, we obtain a radio network which supports very fast broadcasting
by keeping the energy consumption almost as low as in a G(n,r) graph with
the same average transmission radius. More precisely, in a graph G(n,r) with
r= logc, n, where ¢’ > 1/2, a message is broadcasted to all nodes of the graph
within é(\/ﬁ) steps, w.h.p., where O is the O-function omitting polylogarithmic
terms [I3]. The total energy consumption needed for transmission during the
broadcasting process is é(n) In the G>,,,, graph with ryi, = logcl n, where
¢ > 1/2, a message can be broadcasted within ©(loglogn) steps, w.h.p., while
the total energy consumption and the average transmission radius remain almost
the same as in the corresponding G(n,r) graph.

2 When we write “with very high probability” or “w.v.h.p.”, we mean with probability
1—o(n™h).

3 The running time of this algorithm is guaranteed with high probability. “With high
probability” or “w.h.p.” means with probability 1 — o(1).
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2 Broadcasting in G>, ..

In this section, we consider the geometric random graph model G>,, .. = (V, E)
defined in the previous section. In this graph, a vertex u has an outgoing edge
to a vertex v in G>, ,, iff the corresponding Euclidean distance is smaller than
the radius assigned to u. We assume that ry;, > dv/logn, where § is a large
constant. Then, G, . is connected with very high probability [30]. In the
rest of the paper S((x,y), («',y")) denotes the rectangle delimited by the points
(z,y), (x,¥), (2',y), and (2’,vy'), where 0 <z <2’ < /nand 0 <y <y < /n.
The distance between two nodes (z,y) and (z’,3’) means the Euclidean distance
between them and is denoted by dist((z,y), (2’,y’)). The number of hops from
a node u to a node v represents the length of a shortest path from u to v in the
resulting graph. The set of points in [0, v/n]? lying within the transmission radius
of at least one of the nodes of some subset S C V is called the area covered by
S. In the sequel (zq,yo) represents the node in which the message which has to
be spread to all nodes is placed at time 0.

In order to show that a message can efficiently be spread to all nodes of such
a graph, we first state the following proposition.

Proposition 1. In a graph G>,,,, (or G>.) there are 2(n/r*~1) nodes with
radius at least v, with probability 1 — o(n=2), for any r > rmi (orr > c).

Proof. We know that in this graph a node has been assigned radius r according
to the probability density function p(r) = (o — 1)rminr~ %, independently of
all other nodes. This implies that a node has radius larger than some r with
probability froo(a — l)rr(fli_nlm’o‘dx = rr(fli_nlr*(afl). Hence, using the Chernoff
bounds [3I21] we conclude that there are less than en/r®~! nodes, which have
radius at least r, with probability at most

£ 00 e

i=n—en/re—1

< (1 - <rmm/r>a1>"“‘5/ o <<rmin/r>“1>“/

- 1—¢/ro-t e/ro—t
a—1 a—1
( Ta_fl _€>”(1—€/7" ) <Ta'1)"5/7”
— 1 _ l'l’lll’l1 min
reTt —e€ €
which equals o(n~2) whenever 7, = £2(1) and e is small enough. O

Proposition [ implies that in a graph G>,, ., there are £2(1) nodes with radius
at least 2/n, with probability 1 — o(n=2). We should note that in the case of
G>. we may replace {2 by © in the statement of Proposition [II

Now we consider broadcasting in the G'>,_,, graph. Here, we only consider the
case rmyin < 2'°8° " where € may be any constant smaller than 1, and show that
for these graphs broadcasting can be performed in time O(D(G>y,.;.)), Ww.h.p.,
where D(G>r,,.,) denotes the diameter of the graph. The same results can also
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be shown for any G, .. with 7, = n°1), however, the case ry, > 2'°8°"
for any € < 1 would require an elaborate case analysis which is omitted in this
extended abstract.

Now we concentrate on a lower bound on the diameter of G'>, . .

Theorem 1. If i, < 2'°°" for some constant € < 1, then the diameter of
G>rpin 15 2(loglogn), w.v.h.p.

The proof of this theorem is omitted due to space limitations. Intuitively, with
some constant probability a node v with radius r, can only reach nodes with
radius at most r? (1), and hence, there is a node with radius r,;, which needs at
least £2(loglogn) hops to reach a node with radius ©(y/n), w.v.h.p.

Now we show that there exists an optimal distributed broadcasting algorithm
in G>,.;,- The idea behind the algorithm is that, with sufficient probability,
each node u has an edge to a node v with a somewhat larger radius. Among the
several such nodes v, one can be selected by having all such nodes v reply with
a probability inversely proportional to their expected number, after which the
chosen node can replace u and repeat the procedure. Then, after O(log log n)
steps, the broadcast message reaches a node with an edge to every other node.
A precise description of the algorithm is given in the next two paragraphs.

Let (zg,yo) denote the vertex which has the broadcast message at the be-
ginning and assume that its radius 7o is smaller than log® n. In the first round
this node transmits the message, and its transmission range r¢, together with a
control bit set to 1. The succeeding rounds consist of several steps. In the second
round the informed nodes which have their radii in the range [3rg, 6] transmit
in each odd step with probability 1/(r®; 'r5~) a control bit set to 0. If in some
odd step (zo, yo) receives the control bit, i.e., exactly one of the informed nodes
with the properties described above was transmitting, then (z¢, yo) sends in the
next (even) step a control bit set to 1. In the next even step the node that sent
the control bit, received by (xg,yo) three steps before, transmits the message
and its transmission range rq, together with the control bit set to 1.

Generally, in some round ¢ > 1 we consider two cases. If the radius r;_o
of the node (z;—2,y;—2) is smaller than log4/6 n, where € < 6 — 2a is some
constant, then in each odd step of this round, the nodes which received the
message in the last step of round ¢ — 1 from the node (z;_2,y;—2) and have
their radius in the range [3r;_g, 6r;_s] transmit with probability 1/(r%; 75 5")
a control bit set to 0. If r;_o > log4/ “n, then the nodes which received the
message in the last step of round 7 — 1 from the node (z;_2, y;—2) and have their
radius in the range [r\*59/ (@71 9470/ 2= fansmit with probability

i
1/ (rfi 2r21) the control bit set to 0. In both cases if in some odd step the
node (x;_2,y;—2) receives the control bit, i.e., only one of the nodes in its range
with the properties described above has sent a message in the most recent step,
then (x;_2,y;—2) transmits in the next (even) step the control bit set to 1. In
the following even step, the single node which transmitted the control bit three

steps before transmists the message and its transmission range r;_1, together
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with the control bit set to 1. This transmitting node is denoted after this step
by (;—1,yi—1), and round i 4+ 1 begins.

Theorem 2. Let G>, ;. be the graph defined at the beginning of this section,
where rmin > 6+/1og n. Furthermore, let a message be placed in one of the nodes of
G>roin- Then, the randomized distributed radio broadcasting algorithm described
above spreads the message to all nodes of G>r,... in O(loglogn) steps, w.h.p.

Proof. In order to show that the algorithm described above informs a node with
radius 2v/n within O(loglogn) rounds, w.h.p., we first prove that any node with
some radius 7 € [6y/Iogn, log?/© n] reaches O(r® 1r3=®) nodes which have their
radii in [3r, 67, w.v.h.p. As in the proof of Proposition[I], we can show that a node
has its radius in the range [3r, 67] with probability f;: (a=1)rminz~ %z = (6971 -
3971 /1871 - rinr~ (@D independently. Applying now the Chernoff bounds
[3121] we obtain that with probability 1—o(n~2) there are ©(nr®;'r~(*=1) nodes
which have their radii in the range [3r, 6r]. These nodes fall into the range of a
fixed node with radius 7 with probability 772 /n, independently. Hence, the Cher-
noff bounds imply that there are Q(rf“ni_nl r37%) nodes in the range of a fixed node
with radius r, w.v.h.p., whenever ¢ is large enough.

Next we show that any node with radius r > log*“n reaches O(r</2r21)
nodes which have their radii in [r(4=¢)/(2(e=1) 2,(4=¢)/(2(e=1)] v v h.p. As be-
fore, we conclude that there are ©(nr®; 7~ (4=9/2) nodes which have their radii
in the range [r(4=9)/2a=1)) 9,(4=)/Cle=1))) " v h.p. Since any node falls into
the range of a fixed node with radius 7 with probability 72 /n (we ignore border
effects), independently, applying the Chernoff bounds we obtain that there are
O(r*-1r¢/2) nodes in the range of a fixed node with radius 7, w.v.h.p. Combin-
ing the results of the previous two paragraphs, we conclude that the diameter of
G>rpin 18 O(loglogn).

In order to conclude the proof, let X; ; be a random variable which is 1 if in
the jth odd step of the ith round only one node transmits the control bit set to
0, and 0 otherwise. Furthermore, let A; ; denote the event that E[X; ;] = O(1).
Then, due to the choice of the nodes, Pr[X; ;|4; ;] = ©(1) for any ¢, j. We denote
by Y; a random variable which is 1 if exactly one node transmits the control bit
set to 0 in the Ith odd step (the odd steps are now counted over the whole
time period), and A; is the event that E[X;] = ©(1). We are looking now for
some T such that Pr[Y2_ ¥ > ¢ - D(Gsp. )| UL, Af] = 1= 0(1/D(Csp)),s
where D(G>r,,,,) is the diameter of G, . and ¢ is some (large) constant. Since
PrlY; = 1]4;] = 2(1), independently, we can use the Chernoff bounds [3121],
and obtain that T' = O(loglogn). Since A; occurs with very high probability,
applying the Union bound over O(loglogn) steps we obtain that a node with
radius at least 24/n gets the message within O(log log n) steps, w.h.p. Such a node
node transmits the message alone in a time step with constant probability. This
implies that within additional O(loglogn) steps all nodes receive the message,

w.h.p., and the theorem follows. O

Applying similar arguments as in the previous proof, one can show that if the al-
gorithm presented above is run for O(log n) steps, one can disseminate a message
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to all nodes of G, with very high probability (instead of probability 1 —o(1)).
Using the so called echo procedure from [23], we can derandomize the algorithm
described in the proof of Theorem P (as well as the algorithm described in Theo-
rem [B]), and obtain the same results as before. The result of Theorem [2] can also
be extended to random geometric graphs obtained from a homogeneous Pois-
son point process with some intensity which exceeds the connectivity threshold
value. Please refer to [30] for details.

3 Broadcasting in G>.

In this section we consider the G'>. model defined in the introduction. Due to the
choice of ¢, this graph is not necessarily strongly connected, however, it contains
a strongly connected giant component of size ©(n), w.v.h.p. [30]. Then, we can
state the following theorem.

Theorem 3. If g0 = 1/(3 — «), then the diameter of the giant component in
G is O(log*®? n), w.v.h.p.

Proof. In this proof we only show (due to simplicity reasons) that for any (slow-
growing) function f(n) € [w(1),O(loglogn)] the diameter of the giant compo-
nent of G>. is O(f(n) log®® n). To simplify the analysis, let the graph G>. be
constructed in two steps. First, construct a graph G’, by placing the nodes with
radius r < f2/°(n)log® n in [0,/n]?, uniformly at random. In a second step,
place the remaining nodes and obtain the graph G>..

Let u be a node of G%, and let v be another node which is f(n)log?? n hops
away from u in G/, (whenever such a node exists). Furthermore, let P(u,v) =

(U, U1, U2,y -+, Up(p)log2e2 n—1, V) denote a shortest path between u and v in Gl
We show in the following that the nodes w1, ..., us(,)10g2a2 n—1 COVer an area of
2(f(n)log>® n).

Assume for simplicity that y/n is an integer, ¢ is even, and ¢/2 divides /n.
Let C(i,j) denote the square S((ic/2,jc/2),((i + 1)¢/2,(j + 1)¢/2)). Now we
show that any such square contains at most two nodes which lie on P(u,v). Let
us assume that there is some square C(4, j) which contains three nodes us, , us,,
and wug, lying on P(u,v). Since the diameter of C(i,7) is v/2¢/2 < ¢ every node
in this square reaches any other node within C(i,j). Then, us, has us, and wus,
in its range, and P’(u,v) = (u,...us,, Usy, Usgt1,---,0) is a valid path from u
to v. Since |P’(u,v)| < |P(u,v)|, P(u,v) cannot be a shortest path from u to v,
which contradicts our assumption. Summarizing, the nodes of P(u,v) cover an
area of at least f(n)log®? nc?/8.

According to Proposition [ there are £2(n/(f%/°(n)log® n)*~1') with radius
larger than f2/5(n)log? n, with probability 1 — o(n~2). Given that there are
Q(n/(f*°(n)log® n)*~') nodes with radius larger than f2/°(n)log® n in G>.,
the area covered by P(u,v) contains no node having radius r > f2/°(n)log? n
with probability

2 O Ve e
(1 _ 2(f(n)log™ n)) <<f2/5(”)l°g o 1> < o(e= 2T ogm)) < o(n=3).

n
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Therefore, there is some node with radius r > f2/°(n)log? n placed in the area
covered by P(u,v) with probability 1 — o(n~2). This implies that u reaches a
node which has radius larger than f2/5(n)log® n in O(f(n)log?? n) steps, with
probability 1 —o(n~3). Applying now the Union bound over all nodes of G,, we
conclude that all nodes, which are connected to some other node via f(n) log?®2 n
hops, can reach a node with radius larger than £2/°(n)log® n in O(f(n) log?? n)
steps, with probability 1 — o(n~2). If for some node w isn’t any node w’ at
f(n)log?® n hops from w in G%, but w is in the giant component of G, then w
must reach a node with radius 7 > f2/5(n) log® n in O(f(n)log®® n) hops. This
holds since w reaches every node in its strong component in G/, within less than
O(f(n)log?® n) hops, and this component joins the giant component of G>. via
a node of G>. \ G.. According to the definition of G/, a node of G>. \ G, has
radius larger than f2/°(n)log? n.

Now we show that in the range of any node which has radius 7> 2/°(n) log® n
there is at least one node with radius larger than

f1/5(n) log® n - (r/(fl/s(n) log? n))H(S*O‘)/(a*l),

with probability 1 — o(n~2). Given that there are 2(n/r®~!) nodes which have
radii larger than r, there is no node with a radius larger than f1/° (n)log®n -
(r/(fY%(n)log?® n))+B-e)/(e=1) in the range of a node having radius r with
probability

0 n

2 1/5 a2 - r
SN

14 3=

a—1

a—1
) < e—w(logn) _ 0(n_3).

n

We conclude by applying the Union bound over all nodes with radius larger than
£?/5(n) log® n. Tterating this procedure O(logn) times we obtain that one can
reach a node with radius 2y/n within O(logn) additional hops.

Summarizing, any node of the giant component reaches within O( f(n)log?? n)
hops a node with radius 2/n, w.v.h.p., and the theorem follows. a

We might ask whether the upper bound given in Theorem [3] is asymptotically
tight. A related open question was formulated in [30] about the second largest
component in G>., namely whether the second largest component of the tradi-
tional G(n,r) model with r = ¢ is of size ©(log? n). Concerning the diameter of
the giant component in G>. we can only prove a lower bound of £2(logn).

Theorem 4. The diameter of the giant component of G>. is £2(logn), w.v.h.p.

The proof of this theorem uses similar techniques as Theorem [Bl Due to lack of
space, we do not prove Theorem M here.

The results of TheoremsBland @ can be extended to further random geometric
graph models. Consider for example the graph G>., in which we enlarge the
radius of a node in any strongly connected component so that the graph becomes
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DISTRIBUTED ALGORITHM FOR BROADCASTING IN G>.
1: for t =1 to O(D(G>.)) do
2: for s = 1 to 1024(cloglogn)? do

3: for every vertex v = (2/,y’) in parallel do

4: s+ (s—1) = ((s — 1) mod 256¢%)

5: i’—l%ﬁ mod 2loglogn

6: i—1 e gt (g — (7 — 1))

& j L@’ mod (4c" 1))/ (c" /4)]

8: J' = Ly mod (4c7)/(c" /)]

9: if '(v) € [¢,¢" '] and j = |%5+] mod 16cand j’ = (s—1) mod 16¢
then

10: v transmitts with probability é

11: end if

12: end for

13: end for

14: end for

Fig. 1. Algorithm used in the proof of Theorem [l Here r’(v) denotes the transmission
radius of node v.

strongly connected. Another model is the extension of the point Poisson process
on [0,y/n]? with intensity ¢, whereas the radii are distributed as in the G>,.
model. In all these models it is possible to broadcast any message, placed initially
in one of the nodes of the giant component, to all nodes of the graph within
O0(log? =% n) steps, w.v.h.p.

Before we start with the analysis of radio broadcasting in G'>. we first give
a high level description of our broadcasting algorithm. The algorithm consists
of two main phases. In the first phase (cf. Figure[I]) the goal is to let the mes-
sage generated at a source node reach a node with radius larger than ¢?'oglogn
w.v.h.p. In the second phase the message reaches a node with radius 24/n,
w.v.h.p. The second phase performs similarly to the algorithm presented for
G>r.in» and thus, we omit the analysis of this phase in the paper. For the first
phase, we show that the message traverses a shortest path from the source of the
message to a node with radius larger than ¢?1°81°8" w v h.p. In order to ensure
that each node on this path transmits the message to the next node on the path,
the algorithm consists of O(D(G>.)) phases, and each phase is executed over
O((loglogn)? time steps. During these time steps, each informed node of radius
r, where r € [c,c?1°81°8™] transmits at least once with some probability in the
range [~ /c, cr3~%]. By ensuring that interferences can only occur if several
nodes lying in the same square 133" (see Figure 2]) transmit at the same time,
one can show that the message will traverse the shortest path mentioned above
within O(D(G>.)) phases, w.v.h.p.

Formaly, the distributed algorithm that guarantees the running time given
in the theorem below consists of O(D(G>.)) initial rounds. In each round we
have 1024 (cloglogn)? steps. In step 256¢%(2(i — 1) loglogn + (i’ — 1)) + 16¢j +
j 4+ 1 with 1 < 4,7 < 2loglogn and 0 < 7,5/ < 16¢ — 1 any informed node
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Fig. 2. The nodes with radius in the range [ci/, ci/H] placed in the squares denoted by
If,’j/ transmit in step 256¢%(2(i — 1) loglogn + (' — 1)) 4 16¢j + ' + 1 with probability
1/¢'. The two planes consisting of the squares I;”* and I)*, respectively, are both
embedded into [0,/n]? and contain the same set of points. Here, we have drawn two

parallel planes for a better visualization.

(«/,y') with radius ' € [¢/',¢"t1] and j = [(«/ mod (4c¢" 1))/ (¢ /4)], j =
|(y' mod (4¢"' 1)) /(¢! /4)] transmits with probability 1